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Node_function (packet,time)

IF time is start of simulation THEN

BEGIN
Initialize quarantine list;
Initialize activity table of neighbors;
This table has following fields:
(Node id, number of received data, number of sent data, number of sent rrep )
END
IF packet is data THEN
BEGIN
INCREMENT number of received data for sender of packet
IF this node isn’t destination THEN
BEGIN
GET next node which it isn’t in quarantine list
IF find next node for forwarding THEN
BEGIN
FORWARD packet to next node
INCREMENT number of sent data to next node
END
ELSE
SEND error packet to source
END
ELSE
RECIEVE packet
END
IF packet is rrep THEN
BEGIN
INCREMENT number of received rrep for sender of packet
IF next isn’t in quarantine list THEN
BEGIN
IF sender of rrep has not been good node THEN
CREATE an opinion request packet broadcast to neighbors of rrep’s sender
SET a timer for process responses
CREATE a temporary list to save responses
FORWARD packet
END
ELSE
DISCARD packet
END
IF packet is opinion request THEN
BEGIN
CHECK if this node has any opinion about requested node
IF this node have any opinion THEN
BEGIN
EXTRACT activities of the requested node from activity table (including number of
received data, number of sent data, and number of sent rrep)
CREATE response packet including the required information
FORWARD response packet
END
ELSE
FORWARD packet
END
IF packet is response packet THEN
BEGIN
IF this node is sender of the opinion request packet THEN
BEGIN
EXTRACT information from packet (including number of received data, number of
sent data, number of sent rrep)
SAVE the extracted information in temporary list
END
ELSE
FORWARD packet
END
IF time is timer expiration THEN
BEGIN
INSPECT all information in the temporary list to judge about node
IF ((sum of sent rrep’s is high) and (sum of sent data is low) and (sum of received data is high)) or high number of
the voters announce this node as a attacker) THEN
BEGIN
ADD attacker to quarantine list
REMOVE all routes to this node in routing table
ALARM this node is a attacker
END
END
IF packet is an alarm THEN
BEGIN
ADD attacker to quarantine list
REMOVE all routes to this node in routing table
ALARM this node is an attacker
FORWARD packet
END
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