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Abstract—In this study, equivalent circuit modeling was exam-
ined to develop a method to evaluate cryptographic systems before
fabrication. An equivalent circuit model of a cryptographic FPGA
in which an advanced encryption standard (AES) algorithm had
been implemented was determined from experimental measure-
ments under the initial configuration of a power distribution net-
work (PDN) of the FPGA. The model was implemented into a
commercial analog circuit simulator, and power traces due to the
simultaneous switching noise current were estimated under three
different PDN configurations in which a decoupling circuit was
inserted into the PDN as an on-board countermeasure. Estimated
power traces were analyzed statistically by the correlation power
analysis method to obtain correlation values, a major security in-
dex of AES. Variation of the correlation values with changes in
decoupling configuration agreed with the corresponding experi-
mental results. This means that the security of cryptographic de-
vices against side-channel attacks can be evaluated by using the
equivalent circuit model before fabrication.

Index Terms—Advanced encryption standard (AES), correla-
tion power analysis (CPA), information leakage, power distribu-
tion network (PDN), side-channel analysis, simultaneous switching
noise.

I. INTRODUCTION

R ECENTLY, broadband networks have been growing
worldwide as people exchange extremely large amounts

of information globally. However, this trend means leakage and
manipulation of information are becoming realistic threats to
information security even in consumer products, such as smart
cards, server computers, memory cards, and automated teller
machines. Cryptographic technologies have been primarily used
to protect the products from these threats, but they may not do
so in the future.

Methods for attacking cryptographic devices, known as side-
channel attacks, have been developed that can make the cryp-
tographic technologies helpless. In 1999, Kocher et al. deci-
phered the secret key of a cryptographic device by analyzing
traces of radio frequency (RF) power current that occurred
when logic gates in the cryptographic integrated circuit (IC)
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had switched [1]. They found that amplitude of the simultane-
ous switching noise (SSN) current was related to values of a
switching register that temporarily stored intermediate values in
a cryptographic process.

Side-channel attacks are cryptanalytic attacks by means of the
SSN current from cryptographic ICs or electromagnetic emis-
sions originating from the SSN current. The SSN current is
generated as logic gates in a cryptographic IC switch simul-
taneously in an encryption process. Since variation of power
current depends on the encryption process, the current contains
secret cryptographic information that can be extracted by ana-
lyzing current profiles statistically [1]–[3]. An attacker observes
the SSN current and/or electromagnetic (EM) radiation and ac-
quires their waveforms, which are then analyzed for breaking
the encryption. Thus, an important task in designing a crypto-
graphic system to ensure security against side-channel attacks is
to reduce the SSN current. In the field of electromagnetic com-
patibility (EMC), various techniques to reduce the SSN current
and EM radiation have been developed and are potential coun-
termeasures against the side-channel attacks.

Considering a design phase, designers have to evaluate their
product with respect to security against the side-channel attacks
after they have implemented countermeasures. The evaluation is
usually based on actual attacks on their product or its prototype.
If the results do not conform, the cryptographic system must be
designed and built again. However, this process is very costly
and should be avoided.

In this study, an equivalent circuit model of IC power circuits
is examined for developing a method to evaluate cryptographic
systems before fabrication. The equivalent circuit model, such
as ICEM and LECCS, has been developed to predict the SSN
current and/or electromagnetic emission of digital ICs for EMC
design [4]–[8] and can also be utilized to estimate the SSN
current of cryptographic ICs. If the equivalent circuit model of
a cryptographic IC is obtained in the phases of designing and
developing a cryptographic system, the designers can validate
it with respect to the side-channel attacks before fabrication.
Therefore, we will examine a method using the linear equivalent
circuit model to estimate results of a side-channel attack on a
commercial cryptographic device developed for the evaluation
with respect to the side-channel attacks.

This paper is organized as follows. Section II reviews the SSN
current from the point of view of the side-channel attacks, and
Section III introduces the method that uses the equivalent cir-
cuit model. Section IV describes the device under tests and the
encryption algorithm used in the experiments of this paper, and
Section V determines model parameters on the basis of measure-
ments of impedance and voltage bounce. In Section VI, voltage
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variations due to the SSN current, the so-called “power traces,”
are calculated in several decoupling configurations by using
the equivalent circuit model, and obtained current waveforms
are analyzed by the correlation power analysis (CPA) method.
These simulated results are compared with experimental results
to validate the method.

II. SIMULTANEOUS SWITCHING NOISE CURRENT AND

SIDE-CHANNEL ANALYSIS ATTACKS

A. Side-Channel Analysis Attacks

Side-channel analysis is a method to reveal confidential in-
formation processed in a cryptographic device by using side-
channel information. The side-channel information is carried
with the SSN current of cryptographic ICs and EM radiation
induced by the SSN current, not in the ciphertexts or electrical
signals transmitting the ciphertexts. In the field of cryptographic
engineering, the SSN current is called “power consumption”
and its waveforms and voltage variations that are generated by
the SSN current and observed in the power distribution net-
works (PDNs) are called “power traces.” Attackers observe
the power traces and/or EM radiation and analyze their vari-
ation with changes in data values manipulated to obtain secret
information.

Since Kocher published his early work [9], many side-channel
analyses have been developed [1], [2], [10], [11]. The follow-
ing three types of analyzing method are now well known: The
timing analysis [9], simple power analysis [1], and differential
power analysis (DPA) [1]. We focus here on a sophisticated
DPA method, the CPA [3] for the advanced encryption stan-
dard (AES), a common key cryptosystem standardized by the
National Institute of Standards and Technology (NIST) as U.S.
FIPS PUB 197 (FIPS 197) in 2001 [12]. Another attacking
method attracting the interest of many researchers is called the
fault injection [13]: An active method in which excessive elec-
trical or optical impulse is injected to the cryptographic device
to cause a malfunction, similar to the direct power injection
method [14]. However, this active method is not discussed here.

When a cryptographic IC processes an encryption algorithm,
the SSN current occurs as logic gates in the encryption circuit
switch. Temporal variation of the SSN current in magnitude de-
pends on the data processed and/or operation performed [15].
Thus, if the magnitude of the SSN current was analyzed statis-
tically, such information can be revealed. For attacks on AES,
an attacker gathers the power traces with respect to an adequate
number of plaintexts and analyzes the traces statistically by, for
example, the CPA method.

B. Composition of Power Trace

A power trace is composed of voltage variations due to the
SSN current and background noise and can be expressed as

vm(t) = u(t) ∗ im(t) + vn(t)

= u(t) ∗ {k(t) ∗ iIC (t)} + vn(t) (1)

where iIC represents the SSN current generated in a crypto-
graphic IC, im the SSN current at the location where the current

Fig. 1. Simultaneous switching noise currents.

Fig. 2. Power distribution network.

is detected, k is the transmittance of the SSN current from the
IC circuit to the detecting location, and u the system function
of apparatus used to obtain the power trace. vn represents the
background noise. u is in the dimension of Ohm and depends
on probe sensitivity and amplifier gain. Asterisks ∗ denote the
convolution operator. As iIC is divided into the two components
of the encryption circuit and other circuits, ien and iot as shown
in Fig. 1, (1) becomes

vm(t) = u(t) ∗ [k(t) ∗ {ien(t) + iot(t)}] + vn(t). (2)

Since ien involves confidential information but iot and vn are
independent of the encryption, decreasing the contribution of
ien to vm makes the cryptographic devices more secure against
the SCA attacks.

III. METHOD

Security of cryptographic devices installed in equipment is
usually evaluated by analyzing the power traces. Acquisition of
the power traces from experimental measurements takes enor-
mous amounts of time and money, but both time and money
can be saved if the power traces are estimated by calculation.
The power traces can be estimated by means of analog circuit
simulation using a linear equivalent circuit model that models
the SSN current.

The SSN current occurs in digital IC circuits, leaks along
the PDN, and is a major source of electromagnetic interference
(EMI). There are two similar linear equivalent circuit models
developed for predicting the SSN current: The linear equivalent
circuit and current source (LECCS) model and ICEM model [4].
Both the LECCS and ICEM models have the same fundamental
structure composed of impedance blocks and current sources,
with which the equivalent circuit of a power network composed
of a cryptographic IC and its PDN is expressed in Fig. 2. ZIC is
the driving point impedance of the IC at the Vdd–Vss port. IIC is
the frequency-domain expression of iIC . Throughout the paper,
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variables written in upper and lower case denote those in the
frequency-domain and those in the time-domain, respectively.

In LECCS modeling, a procedure determining the current
source IIC from measurements [7], [8] has been developed in
accordance with

Im = KIIC (3)

where Im is the SSN current conducted along the PDN and K
is a factor depending on ZIC and all impedances on PDN. Im
is usually measured on a printed circuit board for the ease of
probing, as shown in Fig. 2. When the current Im and PDN
impedances are obtained from experimental measurements, IIC
is calculated by (3). Furthermore, the probe sensitivity u and
system noise vn in (1) can be measured easily, so the power
trace vm is calculated by (1).

The equivalent circuit model was developed for predicting
the EM radiation caused by the SSN current, so voltages de-
tected with probes were converted into the dimension of cur-
rent. However, when making side-channel attacks, especially
power analysis attacks, attackers are interested in whether their
detected traces contain secret information but not interested in
their dimension. They, therefore, usually analyze the voltage
traces without a conversion of dimension. Since the PDN is
passive, the voltage Va , the frequency-domain expression of a
power trace, is obviously related to IIC by a similar expression
to (3), as

Va = ZK IIC (4)

where ZK is the transfer impedance from the port across ZIC
to the port where Va is measured, which depends on ZIC and
the PDN impedances. The time-domain expression of Va corre-
sponds to the first term, u(t) ∗ im(t), of (1).

Considering, for example, a scene designing a PDN to en-
hance cryptographic device security, designers are able to cal-
culate ZK easily by using an analog circuit simulator, and power
traces vm are obtained when the PDN has been changed. Thus,
designers can evaluate their design before experimenting with a
prototype, and they will make the prototype after their design is
confirmed to be sufficiently secure.

IV. DEVICE UNDER TEST AND TARGET

ENCRYPTION ALGORITHM

A commercial printed circuit board developed for evaluat-
ing cryptographic devices, SASEBO-G, was used here as the
target cryptographic device. SASEBO-G is a side-channel at-
tack evaluation board developed by the Research Center for
Information Security of the National Institute of Advanced In-
dustrial Science and Technology and Tohoku University [16].
SASEBO-G has two field-programmable gate array (FPGA) ICs
on it as shown in Fig. 3: One is for operating encryption pro-
cesses and the other for controlling the encryption operation.
Circuitry composition of the PDN of the encryption FPGA is
drawn in Fig. 4(a). Between the cryptographic FPGA and the
voltage regulator module (VRM), only an electrolytic capacitor
is mounted as a decoupling capacitor, named Cdc2 here, and a
single pair of pads for a chip decoupling capacitor is prepared

Fig. 3. Top view of SASEBO-G.

Fig. 4. PDN of cryptographic FPGA. (a) Standard composition and used for
modeling. (b) For validation.

near the FPGA. In this study, a 2012 sized chip capacitor of
10 nF is mounted on the pads, as Cdc1 .

In the following experiments, the AES algorithm was pro-
cessed in the cryptographic FPGA with a 128-bit key of (2B 7E
15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C)16 . In this study,
a 1000-plaintext set was used that contained two 500-plaintext-
sets: one gave the HD of the tenth round as two and the other
gave it as 124. Plaintexts in the 1000-plaintext set were arranged
to take the two HD values in turn. Such large changes in HD
provide a strong correlation in CPA, and this allows designers to
judge with a small number of power traces whether their prod-
ucts may potentially leak. The AES-128 encryption process was
composed of ten round-operations as well as a preoperation in-
cluding preparation of subkeys used in the round operations, as
shown in Fig. 5. Each operation began synchronized to the clock
signal of 24 MHz that was supplied from the crystal oscillator
mounted near the cryptographic FPGA, see Fig. 3.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

4 IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY

Fig. 5. Flowchart of AES-128 encryption.

As the method for side-channel attack, the correlation power
analysis [3], which is known as the most powerful method for
AES, was used in this study. The final (tenth) round of the
AES-128 encryption was set to be the target round of CPA. In
CPA, attackers focus on the variation of SSN current in magni-
tude with a change in plaintext. The change in plaintext changes
the Hamming distance (HD) of register values between the tar-
get round and the previous round. The HD is the number of
register gates that shift the states, so the SSN current is large
when HD is large. In contrast, the SSN current is small when
HD small. HD also depends on the secret key, which can, there-
fore, be revealed by investigating the correlation between the
current variation and HD variation. The variations of HD for all
the possible secret keys are calculated in advance as a “power
model” in CPA.

V. DETERMINATION OF MODEL PARAMETERS

The equivalent circuit model of the cryptographic FPGA con-
sists of impedance between Vdd and Vss terminals ZIC and a
current source IIC parallel to the impedance. The impedance
was determined from an S-parameter measurement at the port
of Vdd and Vss terminals, and the current source from a measure-
ment of Va according to (4). The factor ZK was calculated by an
analog circuit simulation using the linear equivalent circuit of
the PDN for the encryption circuit in the cryptographic FPGA.

Fig. 6. Measured impedances. (a) Cryptographic FPGA. (b) Voltage regulator
module.

Impedances of the VRM, decoupling capacitors, and decoupling
inductors were obtained from measurements.

A. Impedances

The FPGA impedance ZIC was measured at the pads for a de-
coupling capacitor Cdc1 by using a microprobe (FPC-SG-1250,
Cascade Microtech) and a vector network analyzer (E5071,
Agilent Technologies). All 1 Ω resistor and short bar, which
might have been mounted in the default configuration on socket
connectors, were removed and Cdc1 was not mounted on the
pads during the measurement, that is, the FPGA was discon-
nected with the PDN and not biased. Obtained S parameters
converted into the driving point impedance at the measurement
port, as shown in Fig. 6(a), found the impedance composed
of a capacitance of 50 nF and an inductance of 1.3 nH. The
measured impedance surely involves impedances of power and
ground traces and vias between the pads and FPGA. They were
difficult to de-embed from the measured impedance because the
detailed layout information of the commercial board had not
been released and because a bare board had not been obtained.
Consequently, ZIC was given with the measured impedance.

The impedance of VRM was also measured using another
printed board copying the VRM circuit of SASEBO-G utiliz-
ing the same regulator module IC and the same chip capacitors
and chip resistors in quantity and size. Measured Z parameters
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TABLE I
EQUIPMENT USED IN MEASUREMENTS

Fig. 7. measured waveform of Va for a plaintext.

are plotted in Fig. 6(b). The driving point impedances are obvi-
ously dominated by inductance, the amount of which was found
as 9 nH. This inductance was coincident to the equivalent series
inductance (ESL) of the stabilizing capacitors installed on the
VRM output side. The transfer impedances were smaller than
1 Ω up to 500 MHz, that is, the two ports of VRM were iso-
lated sufficiently. The equivalent circuit of VRM was, therefore,
expressed with an inductance of 9 nH.

On top of that, the parasitic impedance of Cdc2 was obtained
by measuring the electrolytic capacitor alone. The resultant ESL
and ESR are written in the schematic in Fig. 4(a). Impedances
of power and ground traces and vias will be neglected since the
detailed layout information was not gained as mentioned above.

B. Current Source

According to (4), the current source of the equivalent circuit
model can be calculated from Va and ZK . First, Va was measured
at Port a in the PDN configuration of Fig. 4(a) with a digital
oscilloscope and a passive probe. The PDN configuration is a
nondecoupling configuration in which the nodes a and b were
shunt with short-bars that had their ESLs and ESRs taken into
account. Specifications of experimental equipment are listed in
Table I. Waveforms of Va were obtained for all the plaintexts,
and an example of the waveforms is drawn in Fig. 7. The time
origin corresponds to the beginning of the AES-128 encryption
process, since the waveform acquisitions were synchronized to

Fig. 8. Current source calculated from Va in Fig. 7. (a) iIC in time-domain.
(b) IIC in frequency-domain.

the trigger pulse that occurred in the cryptographic FPGA when
the encryption process began. The voltage started fluctuating at
the time origin and 11 periodic sharp peaks appeared. The last
peak is seen around t = 460 ns corresponding to 11 periods of
the 24 MHz clock. The AES-128 algorithm is composed of 11
successive operations: a key-schedule and ten round-operations.
These successive operations were synchronized to the 24 MHz
clock and had to spend 458 ns, which is consistent with the
measured waveform.

Next the system constant ZK was calculated by simulating
the linear equivalent circuit of the PDN on a commercial cir-
cuit simulator, AWR Microwave Office, using the impedances
determined in Section V-A. By substituting ZK and Va , the cur-
rent sources IIC were obtained for all the 1000 plaintexts. The
current source corresponding to the Va in Fig. 7 is indicated in
Fig. 8: in the (a) time-domain and (b) frequency-domain. In the
time-domain, the SSN current rises at t = 40 ns corresponding
to the period of the clock and attenuates after 11 periodic oscil-
lations. In the frequency-domain, harmonics of the clock rate of
24 MHz were observed. These results seemed to be reasonable
as a current source of the cryptographic FPGA.

VI. VALIDATION

To validate it, the linear equivalent circuit model was applied
to predict effects of the PDN decoupling in making crypto-
graphic devices more secure.
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TABLE II
DECOUPLING CONFIGURATIONS

A. Simulation of Power Traces

Power traces were simulated at the port b as Vb for the vali-
dation, see Fig. 4(b). The alternative expression of (4) for Vb is
given as

Vb = Z ′
K IIC (5)

where Z ′
K represents the transfer impedance from the port across

ZIC to Port b. The PDN was decoupled by a decoupling capac-
itor Cdc1 and decoupling inductors Ld . In the simulation of the
power traces, Vb was calculated in accordance with (5), in three
decoupling configurations (#1, #2, and #3) as listed in Table II.
Configuration #1 is the same configuration for modeling, where
no decoupling capacitors or decoupling inductors were used.
Configuration #2 used a decoupling capacitor of 10 nF installed
at Port a by mounting a chip capacitor on the pads indicating
in the photo of SASEBO-G in Fig. 3. In Configuration #3, de-
coupling inductors of 100 nH were inserted along the power
trace and ground trace. The transfer impedance Z ′

K was calcu-
lated for the three configurations taking the ESL and ESR of the
decoupling capacitor Cdc1 into account. Amounts of ESL and
ESR were determined from an impedance measurement of the
capacitor as 1.3 nH and 0.01 Ω, respectively.

The background noise was given as a white noise with a vari-
ance. The noise variance was given from measurements with the
experimental equipment. A noise trace vn with the variance was
generated numerically and added to vb , the time-domain ex-
pression of Vb , and finally vm was obtained for each plaintext.
The given vn did not contain the noise occurred in the crypto-
graphic FPGA during the encryption operation. The variance of
the noise in the FPGA varies in time during the operation and
is, in general, difficult to predict. However, the current source
IIC involved the noise occurring during the operation since it
was involved in the measured power bounce Va from which IIC
was calculated.

Power traces vm simulated are depicted in Fig. 9, overwritten
on measured traces. Approximate profiles of the simulated and
measured traces agree in terms of amplitude and periodic fluc-
tuation in Configurations #1 and #2. In Configuration #3, the
simulated trace hid the periodic fluctuation behind the noise as
the measured profile did.

B. Correlation Power Analysis

The simulated power traces were analyzed by the CPA method
with the correct key, and correlation between vm and the power
model was obtained as shown in Fig. 10(a). The correlation
profiles peaked around 458 ns, when the final round finished.
The peak correlation values were 0.99 for Configuration #1,
0.98 for #2, and 0.56 for #3. The CPA method was also applied
for measured power traces. Peak correlation values were found

Fig. 9. Power traces simulated in red lines and measured in black. (a) Config-
uration #1. (b) Configuration #2. (c) Configuration #3.

to be 1.00 for Configuration #1, 0.98 for #2, and 0.51 for #3,
see Fig. 10(b). The peak values of simulated power traces were
found to agree well with those of measured ones.

The correlation coefficients in Fig. 10(a) are much better than
general values obtained by CPA. These large values were due
to the use of the special set of plaintext described in Section IV.
Fig. 11 shows the correlation to the number of traces plotted
with both the correct and wrong key hypotheses. The horizontal
axis indicates the number of traces analyzed, and the vertical the
peak correlation value in a correlation trace such as traces plotted
in Fig. 10. The correct key (black) is clearly distinguished from
wrong keys (gray) in all the decoupling configurations. The
simulated results in the left column agree with the measured
ones in the right just as the simulated traces did in Figs. 9 and
10.
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Fig. 10. Results of CPA in the correct key hypotheses. (a) Simulated. (b)
Measured.

Fig. 11. Correlation coefficients versus the number of analyzed traces plots
for the correct (black) and wrong (gray) key hypotheses. Those from simulated
and measured power traces are in the left and right columns, respectively.

The agreement between the simulated and measured CPA
results indicates that the equivalent circuit model provided ac-
curate calculations of the SSN current that varies with input

data, and that it is, therefore, applicable to predict how secure
the cryptographic device is.

VII. CONCLUSION

A method was proposed for designing cryptographic devices
secure against the side-channel attacks before fabrication. The
method is based on analog circuit simulations with an equiva-
lent circuit that models SSN current of a cryptographic FPGA
and can easily be introduced into the existing design procedure
of printed circuit boards. Parameters of the equivalent circuit
model including impedances and current sources were deter-
mined from measurements. A commercial cryptographic printed
circuit board, SASEBO-G, a side-channel attack standard evalu-
ation board, was used for modeling and validation. SASEBO-G
involving a cryptographic FPGA in which an advanced encryp-
tion standard (AES) algorithm had been processed with a set
of plaintext. The equivalent circuit model was analyzed with
a commercial analog circuit simulator in different decoupling
configurations to obtain power traces, which are temporal wave-
forms of voltage variations caused by the SSN current. The ob-
tained power traces were analyzed by the CPA method, and then
the simulated power traces and the power model correlated for
all the decoupling configurations. The correlation coefficients of
simulated power traces closely agreed with those of measured
ones. The correlation coefficients of CPA were, thus, estimated
successfully by means of analog circuit simulation with the
equivalent circuit model.

The results indicated that security of cryptographic devices
against side-channel attacks can be predicted by the equivalent
circuit model without actual attacks against a prototype or final
product. This leads us to expect a significant reduction in cost
for developing cryptographic devices.
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