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Efficient Privacy-Preserving Authentication for
Vehicular Ad Hoc Networks
Xiaoyan Zhu, Shunrong Jiang, Liangmin Wang, and Hui Li

Abstract—In this paper, we present an efficient privacy-
preserving authentication scheme based on group signature for
vehicular ad hoc networks (VANETs). Although group signature
is widely used in VANETs to realize anonymous authentication,
the existing schemes based on group signatures suffer from long
computation delay in the certificate revocation list (CRL) checking
and in the signature verification process, leading to high message
loss. As a result, they cannot meet the requirement of verifying
hundreds of messages per second in VANETs. In our scheme,
we first divide the precinct into several domains, in which road-
side units (RSUs) are responsible for distributing group private
keys and managing vehicles in a localized manner. Then, we
use a hash message authentication code (HMAC) to avoid time-
consuming CRL checking and to ensure the integrity of messages
before batch group authentication. Finally, we adopt cooperative
message authentication among entities, in which each vehicle only
needs to verify a small number of messages, thus greatly alleviating
the authentication burden. The security and performance analysis
show that our scheme is more efficient in terms of authentication
speed, while keeping conditional privacy in VANETs.

Index Terms—Batch group signature, cooperation, hash mes-
sage authentication code (HMAC), privacy-preserving authentica-
tion, vehicular ad hoc networks (VANETs).

I. INTRODUCTION

W ITH the massive development of wireless communi-
cations, ad hoc networking, and Internet of Things,

vehicular ad hoc networks (VANETs) have attracted extensive
attention and research efforts from academia, industry, and
governments in recent years. In a general setting, a VANET
is composed of three components: onboard units (OBUs)
equipped in mobile vehicles, fixed roadside units (RSUs),
and a central trust authority (TA). Being aware of the traffic
condition, such as vehicles’ position, speed, direction, etc.,
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VANETs are expected to improve the driving experience, traffic
safety, and multimedia infotainment dissemination for drivers
and passengers [1]. In VANETs, vehicles communicate with
each other, as well as with RSUs, through an open wireless
channel, in which attackers can easily get users’ private infor-
mation, such as identity, tracing, preference, etc., if they are
not properly protected [2]. Another characteristic of VANETs
is high-speed mobility, leading to limited communication time
among RSUs and vehicles. As a result, we need to design an
efficient authentication scheme with privacy preservation for
VANETs.

In VANETs, group signature [3] is widely used for ve-
hicles to achieve anonymous authentication [4]–[7] since it
allows any group member to sign a message on behalf of
the group without revealing its real identity. When receiving
a message from an unknown entity, a vehicle has to check
the certificate revocation list (CRL) to avoid communicating
with revoked vehicles and then verify the sender’s group sig-
nature to check the validity of the received message. Un-
fortunately, it needs 11 ms [8] to verify a message attached
with a group signature and 9 ms [1] to check one identity
in the CRL. If there are n revoked identities in the CRL,
the number of messages that can be verified in one second
is 1000/(9n+ 1), which is far smaller than the requirement
of 600 [1]. Furthermore, if we consider value-added services
[9]–[11], extra time for verification and decryption is needed.
Therefore, we should try to reduce the delay caused by the CRL
checking and group signature verification to achieve the rapid
authentication.

To address the CRL checking problem, Wasef and Shen [12]
and Jiang et al. [13] use hash message authentication coding
(HMAC) to replace the CRL, greatly reducing the checking
time. However, both of them are based on pseudonyms, which
may not fit group signature based schemes directly. To re-
duce the signature verification time, Wasef and Shen [6] and
Zhang et al. [7] employ batch group signature verification, in
which a large number of messages can be authenticated in a
timely manner. However, if there exist a few invalid messages,
they may introduce additional verification delay for a rebatch
and then lose their efficiency. Even without considering the
rebatch time, the authentication schemes based on batch group
signatures [6], [7] can only verify 127 and 274 messages per
second, respectively, which still cannot satisfy the requirement
of verifying 600 messages per second.

Moreover, the aforementioned schemes focus on rapid au-
thentication in a single vehicle. By observing the fact that
each vehicle in the same area verifies almost the same set
of messages, Zhang et al. [8] and Hao et al. [14] propose
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Fig. 1. System model of VANETs.

their schemes based on cooperation among vehicles. Although
the Hao et al. scheme can achieve the verification speed of
600 messages per second, it does not take account of the CRL
checking before signature verification. Therefore, there exists
performance degradation in a practical setting.

In this paper, we propose an efficient conditional privacy-
preserving authentication scheme for VANETs under the
semi-trust model of RSU, by jointly using the techniques of
distributed management, HMAC, batch group signature ver-
ification, and cooperative authentication. We first divide the
precinct into several domains so that the system can run in a lo-
calized manner. Then, we calculate HMAC with the group key
generated by the self-healing group-key generation algorithm
[15], which can replace the time-consuming CRL checking
and ensure the integrity of messages before batch verification.
We also give a practical setting of the Hao et al. cooperative
message authentication scheme [14] to improve the efficiency
of authentication. The security and performance analysis show
that the proposed scheme can achieve more efficient group sig-
nature based authentication while keeping conditional privacy
for VANETs.

The remainder of this paper is organized as follows.
Section II presents the system model and preliminaries. We
describe our scheme in Section III, and the cooperative authen-
tication is given in Section IV. We give the security analysis in
Section V. Section VI provides performance evaluation of our
scheme. Section VII summarizes related works in the literature.
Finally, Section VIII concludes this paper.

II. SYSTEM MODEL AND PRELIMINARIES

A. System Model

The system model of VANETs in this paper consists of a
TA, fixed RSUs at the road side, and mobile OBUs equipped
in vehicles, as shown in Fig. 1.

• TA is a trusted management center of the network. It
provides registration and certification for RSUs and OBUs
when they join the network. It also divides the whole
precinct into several domains, generates the group key
and group signature materials for every domain, and then
sends these materials to the RSUs in the domain. As
usual, we assume that TA is powerful enough in terms of

Fig. 2. Hash chain.

communication, computation, and storage capability, and
it is infeasible for any adversary to compromise.

• RSUs manage and communicate with vehicles in their
communication range. They are bridges between TA and
end users, which connect with TA by wire and OBUs by
a wireless channel. In this paper, we assume RSU to be
semi-trust [16], [17], i.e., they can operate as expected but
may reveal data to an adversary. RSUs are also responsible
for issuing the group key materials and group signa-
ture related keys to validate OBUs when OBUs join the
domain.

• OBUs periodically broadcast traffic-related status infor-
mation containing its location, speed, and direction to
improve the road environment, traffic safety, and multime-
dia infotainment dissemination for drivers and passengers.
Each vehicle has a tamper-proof device (TPD) to store
security-related materials.

Without loss of generality, we do not consider the scenario
of vehicles’ sharing secret with others in this paper since this
type of active attacks cannot be prevented in almost all security
systems.

B. Hash Function, Hash Chain, and HMAC

A one-way hash function h(·) is said to be secure if the
following properties are satisfied [18].

1) h(·) can take a message of arbitrary length as input and
produce a message digest of a fixed-length output.

2) Given x, it is easy to compute h(x) = y. However, it is
hard to compute h−1(y) = x given y.

3) Given x, it is computationally infeasible to find x′ �= x
such that h(x′) = h(x).

Furthermore, a hash chain is defined as in Fig. 2, where
Sk = h(Sk−1), k = 1, 2, . . . , i, and S0 = SD, where SD is
the initial seed value. According to the definition of the hash
function, it is obvious that, given Sk, it is easy to compute
Sk+1, Sk+2, . . . , Si but infeasible to compute any one of SD,
S1, . . . , Sk−1.

HMAC is used to authenticate the source of a message and
its integrity by attaching a message authentication code (MAC)
to the message, which is accomplished by a cryptographic
keyed hash function (such as MD5, SHA-256). In this paper,
we use HMAC for two purposes: 1) ensuring the validity of
senders’ identities, since only valid users can generate correct
HMACs; and 2) checking the integrity of messages before
batch verification, thus achieving the efficiency of batch verifi-
cation. The detailed algorithm process of HMAC can be found
in [19].

C. Bilinear Pairing

The properties of the bilinear operation used in this paper are
defined as follows [20]: Let G1 and G2 denote additive cyclic
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TABLE I
NOTATION

groups, and GT denote a multiplicative cyclic group of the same
prime order p. Let g1 be a generator of G1, g2 be a generator of
G2, and ψ be an isomorphism from G2 to G1 such that ψ(g2) =
g1. e : G1 ×G2 −→ GT is a bilinear map, which satisfies the
following.

1) Bilinear: e(ua, vb) = e(u, v)ab for all u ∈ G1, v ∈ G2

and a, b ∈ Zp.
2) Nondegeneracy: e(g1, g2) �= 1GT

.
3) Admissible: Map e and isomorphism ψ are efficiently

computable.

III. PROPOSED SCHEME

Here, we describe our scheme with the following process:
system initiation, RSU’s certificate issuing, vehicle’s certificate
issuing, secure group key distribution and batch authentication,
and a periodic update of the group key. The notations used in
this paper are listed in Table I.

A. System Initialization

We employ the Schnorr signature algorithm [21] as the
underlying signature algorithm employed by TA, RSUs, and
OSUs. Here, we use it for its efficiency in the VANETs scenario
[2]. In fact, our scheme can be easily changed to use other
underlying signature schemes.

According to the Schnorr signature algorithm, TA chooses

• primes p and q such that q|p− 1, q ≥ 2140, and p ≥ 2512;
• α ∈ Zp with order q, i.e., αq = 1 (mod p), and α �= 1;
• a one-way hash function h: (0, 1)∗ → (0, 1)l;
• a random number s ∈ Z

∗
q as its own private key so that

SKTA = s.

Then, TA computes its public key PKTA = ps and publishes
the tuple (p, q, α, h,PKTA) as the system parameters.

B. RSU’s Certificate Issuing

TA divides its precinct into a few domains, each of which
includes several RSUs. For RSU Rx in domain DA, TA verifies

its identity and issues the certificate CertTA,Rx
as follows.

1) TA chooses a random number SKRx
∈ Z

∗
q as the private

key of Rx and computes the public key PKRx
= pSKRx

for Rx.
2) TA generates the signature σTA,Rx

, where σTA,Rx
=

SigSKTA
(PKRx

‖DA).
3) TA delivers SKRx

and CertTA,Rx
to Rx, where

CertTA,Rx
=(PKRx

‖DA, σTA,Rx
). The delivery of SKRx

must be via a secure channel, such as Secure Sockets
Layer.

C. Vehicle’s Certificate Issuing

For vehicle Vi, TA issues certificate CertTA,Vi
after verifying

its identity as follows.
1) TA chooses a random number SKVi

∈ Z
∗
q as the private

key of Vi and computes public key PKVi
= pSKVi for Vi.

2) TA generates the certificate CertTA,Vi
of Vi, where

CertTA,Vi
= SigSKTA

(PKVi
).

3) TA securely delivers SKVi
and CertTA,Vi

to Vi offline
during the vehicle inspection.

D. Secure Group Key Distribution and Batch Authentication

For the domain DA, TA generates group signature keys,
containing the public materials and group public key (GPKDA

).
Here, we use Wasef and Shen’s scheme [6] for the reality of
batch group signature verification. Ferrara et al.’s algorithm
[22] can be also used.

Given bilinear parameters (p,G1,G2,GT , e), TA generates
the group public key as follows.

1) TA selects random generator g2 ∈ G2 and computes g1 =
ψ(g2), where g1 is the generator of G1, and ψ is an
isomorphism from G2 to G1 such as g1 = ψ(g2).

2) TA selects random numbers h, u, v ∈ G1, and selects
numbers s1, s2 ∈ Zp, such that us1 = vs2 = h.

3) TA selects random numbers γ ∈ Zp and λ ∈ Z
∗
p, and sets

ω = gγ2 .
Here, s1 and s2 are master secret keys of domain DA,

which are managed by TA. The public system parameters of
domain DA are (g1, g2, u, v, h, λ), and its group public key
is GPKDA

= ω. TA sends the public system parameters and
the group public key to all RSUs in DA. Then, the vehicle
and the RSU can realize mutual authentication by using these
prestored materials. When a vehicle Vi joins a new domain DA,
it registers at the RSU that it first meets, which can prevent
illegal vehicles from joining domain DA.

1) Registration: When a vehicle Vi joins a new domain, a
mutual authentication process between the vehicle and the RSU
it first meets should start, as described in Fig. 3. Notice that,
in our protocol, if an RSU is compromised, TA will revoke
it by broadcasting the information of the domain it belongs
to and its identity, i.e., every vehicle can get information of
revoked RSUs.

First, every RSU in the system periodically broadcasts its cer-
tificate, the domain it belongs to, and the group public key. For
the RSU Rx in domain DA, it broadcasts Message 1: (PKRx

,
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Fig. 3. Mutual authentication protocol.

DA, CertTA,Rx
, GPKDA

, SigSKRx
(GPKDA

)), e.g., every 5 s.
When a vehicle Vi gets this message, it first checks whether
DA is a new domain. If it is, this vehicle begins the registration
process. By running Verify(PKTA,PKRx

‖DA, σTA,Rx
), Vi can

authenticate the validity of Rx. If CertTA,Rx
is valid, Vi verifies

SigSKRx
(GPKDA

) by PKRx
.

Second, after authenticating Rx, and if DA is a new domain,
Vi sends Message 2: {PKVi

,CertTA,Vi
, xi,SigSKVi

(xi)}PKRx

to Rx, where xi is the random number used for computing the
group private key GSKDA,Vi

.
Notice that the public key PKVi

with certificate CertTA,Vi

is unique in the system; as a result, it is also an identifier of
Vi. In our scheme, the public key and the certificate of Vi are
encrypted by the public key PKRx

of Rx, and only Rx can get
the plaintext, which protects the privacy of Vi from revealing its
identity.

When Rx obtains Message 2, it authenticates Vi by using
Algorithm 1.

Algorithm 1: The process of Rx verifying Message 2

Require: {PKVi
,CertTA,Vi

, xi,SigSKVi
(xi)}PKRx

1: Decrypt {PKVi
,CertTA,Vi

, xi,SigSKVi
(xi)}PKRx

by its
private key SKRx

.
2: Get PKVi

, CertTA,Vi
, xi, SigSKVi

(xi).
3: Check CertTA, Vi

against the CRL.
4: if CertTA,Vi

is not in the CRL then
5: Verify CertTA,Vi

by PKTA.
6: if CertTA,Vi

is valid then
7: Do V erify(PKVi

, xi,SigSKVi
(xi)).

8: if SigSKVi
(xi) is valid then

9: Rx computes Ai = g
(1/xi+γ)
1 .

10: Set GSKDA,Vi
= (xi, Ai).

11: end if
12: end if
13: end if

Third, after getting GSKDA,Vi
, Rx sends to Vi Message 3:

{H(GSKDA,Vi
),SigSKRx

(H(GSKDA,Vi
), xi)}PKVi

. When Vi

receives Message 3, it first decrypts the message by its private
key SKVi

and verifies the signature.
Fourth, if the signature is valid, Vi sends Message 4:

{T,H(Vi‖xi),SigSKVi
(H(Vi‖xi), T )}PKRx

to Rx, in which T

Fig. 4. Hash key chain used to generate group keys.

Fig. 5. Record stores in Rx.

Fig. 6. Record stores in Vi.

is a timestamp. When Rx receives Message 4 at time T ∗, it
executes Algorithm 2.

In this algorithm, f(TIDi, y) is a bivariate polynomial such
as f(x, y) = s0,0 + s1,0 · x+ s0,1 · y + s1,1 · xy + · · ·+ st,t ·
xtyt for Fq[x, y], where x and y are variables, and si,j is the
constant coefficient. KB

m−j−l and KF
j are group key seeds used

to calculate the group keys, as Fig. 4 shows, l is the length
of the backward hash chain, and LC is the life cycle of the
group key.

Algorithm 2: The process of Rx verifying Message 4

Require: {T,H(Vi‖xi),SigSKVi
(H(Vi‖xi), T )}PKRx

.
1: Decrypt {T,H(Vi‖xi),SigSKVi

(H(Vi‖xi), T )}PKRx
by

its private key SKRx
.

2: Verify (T ∗ − T ) ≤ 
T , 
T is the limit for time-
difference.

3: if T is valid then
4: Do Verify(PKVi

, T‖H(Vi‖xi),SigSKVi
(H(Vi‖xi), T ).

5: if SigSKVi
(H(Vi‖xi), T ) is valid then

6: Rx gives a temporary identity TIDi to Vi, and com-
putes f(TIDi, y).

7: Compute Sig1=SigSKRx
(H(GSKDA,Vi

)‖LC‖l‖KB
m−j−l‖

KF
j ‖TIDi‖f(TIDi, y)).

8: end if
9: end if

Fifth, Rx sends to Vi Message 5: {GSKDA,Vi
,LC, l,

KB
m−j−l,K

F
j ,TIDi, f(TIDi, y),Sig1}PKVi

. After receiving
Message 5 from Rx, Vi executes Algorithm 3 to get the group
key for the HMAC computation. The current group key GKj is
computed as

GKj = H(KF
j +KB

m−j+1) (1)

where KF
j is the forward key chain, and KB

m−j+1 is the
backward key chain in Fig. 4.

Finally, Rx stores the information as in Fig. 5. Vi also stores
the information as in Fig. 6.
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Fig. 7. Message type sent by vehicles.

Algorithm 3: The process of Vi verifying Message 5

Require: {GSKDA,Vi
, l,KB

m−j+1,K
F
j ,TIDi, f(TIDi, y),

Sig1}PKVi
.

1: Decrypt {GSKDA,Vi
, l,KB

m−j+1,K
F
j ,TIDi, f(TIDi, y),

Sig1}PKVi
by SKVi

.
2: Compute H(GSKDA,Vi

).
3: Do Verify(PKRx

, H(GSKDA,Vi
)‖l‖KB

m−j+1‖KF
j ‖TIDi‖

f(TIDi, y),Sig1)
4: if Sig1 is valid then
5: Get KB

m−j+1, KF
j .

6: Set the update time as hboxLC/2, compute the group
key GKj .

7: end if

2) Batch Authentication: According to the dedicated short-
range communication (DSRC), each vehicle has to broadcast a
security-related message every 300 ms. To ensure the validity
of the message source and integrity of these messages, the
receiver should verify them. The CRL checking is widely used
to exclude invalid vehicles before authentication; however, it
needs 9 ms to check one identity in the CRL in a group signature
based scheme [1]. Therefore, if a vehicle receives n messages,
and the number of revoked vehicles is m, this vehicle needs
9 mn ms to check the source of these messages. Obviously, the
CRL checking introduces too much computation delay, greatly
degrading the system performance.

To improve the efficiency of authenticating the message
source, we employ the HMAC checking to replace the time-
consuming CRL checking. In addition, our method of HMAC
checking cannot only authenticate the message source but also
check the integrity of messages. Combining with the distributed
management, we make valid vehicles in the same domain
have the same group key seeds (KB

m−j−l‖KF
j ) during the

registration phase. With the group key seeds, valid vehicles can
calculate the group key. Once a vehicle receives the group key,
each message sent by this vehicle will attach a HMAC value, as
shown in Fig. 7. The signature of this message is generated by
GSKDA,Vi

, as shown in Algorithm 4.

Algorithm 4: Message signed by Vi

Require: g1, g2, u, v, h, GPKDA
, GSKDA, Vi

.
1: Select random numbers α, β ∈ Zp.
2: Set t1,i = αu, t2,i = βv, t3,i = Ai + (α+ β)h.
3:Set δ = αxi and μ = βxi.
4: Select random number rα, rβ , rx, rδ , rμ ∈ Zp.

5: Set

⎧⎪⎪⎪⎨⎪⎪⎪⎩
S1 = rαu
S2 = rβv
S3 = e(t3,i, g2)

rxe(h, (−rα−rβ)w+(−rδ−rμ)g2)
S4 = rxt1,i − rδu
S5 = rxt2,i − rμv

6: Set c=(S3λ
H(M‖Tstamp)+t1, i+t2, i+t3, i+S1+S2+S3+S4+S5)

mod p.

7: Set

⎧⎪⎪⎪⎨⎪⎪⎪⎩
sα = rα + cα
sβ = rβ + cβ
sx = rx + cxi

sδ = rδ + cδ
sμ = rμ + cμ

8: σ = (t1,i, t2,i, t3,i, c, sα, sβ , sx, sδ, sμ).
9: return msg = (M, Tstamp, σ).

When other OBUs receive the message, they can validate the
legitimacy of the messages by HMAC checking, thus avoiding
the communication overhead and storage overhead caused by
the CRL. According to [12], the time for HMAC checking
is 0.23 μs for Cipher Block Chaining Advanced Encryption
Standard (CBC-HMAC AES) [23] and 0.42 μs for Secure Hash
Algorithm SHA-1 [24].1

As we state earlier, HMAC works not only to authenticate the
message source but also to ensure the integrity of the messages.
However, if we only use HMAC, it is impossible for us to
know who will be responsible for a message. As a result,
before sending a message, the sender has to generate a group
signature on this message, which can be verified by batch group
verification later.

The batch verification of traffic messages is shown in
Algorithm 5.

Algorithm 5: Batch group verification

Require: msg1,msg2, . . . ,msgn, g1, g2, u, v, h, GPKDA
.

1: Set
∑n

i=1 S̃1,i = −
∑n

i=1 cit1,i +
∑n

i=1 sαiu.
2: Set

∑n
i=1 S̃2,i = −

∑n
i=1 cit2,i +

∑n
i=1 sβiv.

3: Set
∑n

i=1 S̃4,i =
∑n

i=1 sxit1,i −
∑n

i=1 sδiu.
4: Set

∑n
i=1 S̃5,i = −

∑n
i=1 sxit2,i −

∑n
i=1 sμiv.

5: Set
∏n

i=1 S̃3,i
?
= e(

∑n
i=1 sxit3, i −

∑n
i=1(sδi + sμi)h−∑n

i=1 cig1, g2)e(−
∑n

i=1(sαi+sβi)h+
∑n

i=1 cit3,i, w).

6: if
∏n

i=1 cimodp
?
=((

∏n
i=1 S̃3, i)× λ

∑n

i=1
H(Mi‖Tstampi

)+

t1, i+t2, i+t3, i+S̃1, i+S̃2, i+S̃4,i+S̃5, i) mod p
7: then
8: Accept msg1,msg2, . . . ,msgn.

E. Periodic Update of Group Key

When Vi is verified by one RSU in the domain DA, it will
receive the group key update messages regularly from the RSUs
in DA. The message of the (j + 1)th updating round is Bj+1,
as shown in the following:⎧⎪⎨⎪⎩

Bj+1 = {rj+1(x)} ∪ {pj+1(x)}
rj+1(x) = (x− TIDr1)(x− TIDr2) · · · (x− TIDrw)

pj+1(x) = rj+1(x)K
B
m−j + f(x, KF

j+1)

(2)

1Both HMAC algorithms are executed on an Intel Core2Duo 2-GHz
machine.
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where TIDr1 , TIDr2 , . . . ,TIDrw are temporary identities of the
revoked vehicles, which have gotten the group key materials
f(TIDi, y), KB

m−j+1, and KF
j of DA before session (j + 1)

and were revoked during session (j + 1); rj+1(x) is the revoca-
tion polynomial in session (j + 1); and pj+1(x) is the masking
polynomial in session (j + 1).

Notice that only the vehicles that have passed the legitimacy
authentication of DA could obtain the group key materials,
and RSUs only manage vehicles in their domain. Therefore,
the number of revoked vehicles is limited, and only a tem-
porary identity of each revoked vehicle is needed to compute
f(TIDi, y); therefore, the size of pj+1(x) is very small.

When Vi receives the broadcast message Bj+1, it uses KF
j

to calculate KF
j+1 = H(KF

j ) and f(TIDi,K
F
j+1). Then, Vi

calculates pj+1(TIDi), and obtains KB
m−j using the following:

KB
m−j =

pj+1(TIDi)− f(TIDi,K
F
j+1)

rj+1(TIDi)
. (3)

After getting KB
m−j , Vi computes whether H l(KB

m−j−l) =

KB
m−j holds or not. If it holds, Vi computes the new group key

according to (1).

IV. COOPERATIVE AUTHENTICATION

In our basic scheme, even if we ensure that only legal
vehicles join the domain and there are no invalid signatures in
the batch, the scheme can only verify 274 messages at most
per second, which still cannot meet the requirement of authen-
tication speed. Therefore, measures must be taken to solve this
problem. According to Zhang et al. [8] and Hao et al. [14], the
authentication efficiency can be improved by utilizing cooper-
ation. By making the neighboring vehicles work cooperatively,
their schemes can ensure that a vehicle knows the authenticity
of all received messages without verifying all the message sig-
natures. The basic requirements of cooperative authentication
scheme are listed in the following.

• One verifier should physically be in front of V , whereas
the others should be behind V , which means that the
verifiers that are used to cooperate with are better to be
a pair and can broadcast verification result messages to
others.

• Verifiers should be away from each other as far as possible.
• The number of verifiers should be neither too small nor too

large.

We assume that each security-related message carries the
location information of the sender vehicle.2 When the vehicle
Vi receives messages from different senders at the same time, it
first extracts location information of senders and then runs the
cooperation choice process according to the given requirements
to decide which messages should be used for batch verification.
Vi checks the received messages every 300 ms and computes

the distance between the message senders and itself according
to location information. Then, it can build a table similar to
Table II, where the message ID is a random order index,

2This can be generated by a Global Positioning System device [14].

TABLE II
MESSAGES Vi RECEIVED

Fig. 8. Cooperation sample.

direction means that the sender is in front of or behind the
receiver, and distance is the distance between the senders and
the receiver.

Assuming vehicles are uniformly distributed, we divide the
communication range by 60 m as shown in Fig. 8, according to
the basic requirements of cooperation scheme and the number
of authentication messages. We define the vehicles (50 ± 5),
(110 ± 5), (170 ± 5), (230 ± 5), (290 ± 5) m away from the
sender are cooperative vehicles. In Fig. 8, Vi receives ten mes-
sages sent by senders 1–10 at the same time, then computes the
distance between each sender and itself, and obtains Table II.
Vi should let messages 1, 2, and 3 in the batch to be veri-
fied. Since the cooperation scheme can reduce the number of
verification messages, the authentication speed is increased.
The performance analysis shows that our scheme can satisfy
the requirement of authenticating 600 messages per second in
VANETs.

V. SECURITY ANALYSIS

A. Against RSUs’ Compromission

Considering the problem of RSUs’ compromission, in the
communication process of mutual authentication and group key
generation, Vi can get services without revealing its real identity
to RSUs. Therefore, if there exist some RSUs compromised,
our protocol can still preserve the privacy of vehicles’ identities.

1) Against False Charge: If a vehicle is investigated, TA
will start an accusation procedure and ask the corresponding
RSUs for some information about the investigated vehicle.
However, the RSU may be compromised and give TA another
vehicle’s information to protect the investigated vehicle, which
we call false charge. Here, we show our scheme can prevent this
type of attacks.

In our protocol, each message sent by Vi is signed by its
private key SKVi

, and the group private key and private key of
Vi are bound together. Since Rx does not have SKVi

, it cannot
forge Vi’s signature. Moreover, the group private key and the
private key of Vi are bound together, which are hard for Rx to
forge. We also store the information about the mutual authenti-
cation, as shown in Figs. 5 and 6. When a dispute happens, the
TA can ask the vehicle and the RSU to show the information.
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2) Nonrepudiation of Giving the Group Private Key to a
Vehicle: Once Rx gives the group private key to Vi, it cannot
repudiate. In Message 3, Rx sends the hash value of GSKDA,Vi

and the signature of the group private key. When Vi receives
Message 5, and obtains GSKDA,Vi

, it can verify the validity
of GPRDA,Vi

by the hash function, thus protecting the failure
caused by the wireless channel interface. To ensure that the
group private key is generated by xi, Vi stores the signature
SigSKRx

(H(GSKDA,Vi
), xi) sent by Rx, whereas Rx also

stores xi and H(Vi‖xi). When a dispute happens, Rx can show
the information to TA. Since the public parameters of the group
signature are generated by TA, it can compute the group private
key of Vi. From PKVi

, TA can get Vi, and then it can verify
H(Vi‖xi). If H(Vi‖xi) passes the validity verification, the
group private key GSKDA,Vi

is valid; otherwise, GSKDA,Vi
is

not valid. For Vi, Vi first shows xi to TA, then TA can compute
the group private key GSKDA,Vi

for Vi. If GSKDA,Vi
is correct,

TA verifies the signature to ensure GSKDA,Vi
is generated

by Rx.
3) Preventing Colluding With Vehicles: A compromised

RSU may collude with a malicious vehicle and then send other
legal vehicles’ group private key to its accomplice. Then, the
malicious vehicle can broadcast messages on behalf of other
vehicles.

To prevent this kind of attack, in the protocol, the mes-
sage signatures contain the information of identity; Rx and
Vi also store these information of authentication after fin-
ishing the mutual authentication. If there is a dispute, Vi

can show TA the stored information. By computing the
group private key GSKDA,Vi

and verifying the signature
SigSKRx

(H(GSKDA,Vi
), xi), TA can affirm to which vehicle

GSKDA,Vi
belongs.

B. Conditional Privacy

As in the framework of VANETs that we give, the RSUs are
responsible for issuing the private key of the group signature.
When Vi wants to join domain DA, Vi sends its public key
PKVi

and certificate CertTA,Vi
to Rx since the public key PKVi

is unique in the VANETs, which will reveal the identity-related
information of Vi. To deal with this issue, in our scheme Vi

encrypts this information with the public key PKRx
of Rx;

therefore, only Rx can get the identity-related information.
After getting the private key GSKDA,Vi

of the group signature,
the messages sent by Vi are signed by GSKDA,Vi

. Due to
the anonymous character of the group signature, other vehi-
cles can authenticate Vi without learning anything about its
identity. Therefore, the identity of a message sender can be
protected from other vehicles, whereas RSUs can distinguish
whether two messages are from the same vehicle, and TA and
RSUs can cooperate to trace the real identity of a message
sender.

C. Message Integrity and Source Authentication

In general, the integrity of messages can be ensured by the
signature or HMAC. In the registration stage of Vi joining
the domain DA, the messages delivered between Rx and Vi

contain the signature, which can ensure the message integrity
and source authentication. After obtaining the private group-
signature key GSKDA,Vi

, Vi can send messages signed with
GSKDA,Vi

to realize message integrity. Since the communi-
cation between vehicles and RSUs is via a wireless channel,
packet loss or bogus injection is more likely to happen. The
signature verification may introduce extra computation over-
head; therefore, we employ the lightweight HMAC to check
the integrity of messages. By verifying HMAC before batch
verification, the integrity of messages can be ensured, which the
existing batch group signature schemes [6], [7] do not consider.
Due to the nature of message integrity and source authentica-
tion, typical attacks, such as bogus attack and impersonation
attack, can be prevented.

VI. PERFORMANCE EVALUATION

As we described in Section III, when a vehicle comes to a
new domain, it should mutually authenticate with the RSU that
it first meets in this domain and then get the key materials. After
finishing this phase, the vehicle will broadcast the security-
related messages every 300 ms according to the DSRC. For
a better performance evaluation comparison, we divide the
performance analysis into two phases: 1) key distribution and
2) periodic security-related message broadcasting.

A. Key Distribution

In our scheme, we adopt a distributed management scheme,
in which the whole precinct is divided into a few different
domains. When a vehicle joins a new domain, it authenticates
with the first RSU that it meets, obtains the group signature
key, and then stores the key materials for computing HMAC.
To reflect the efficiency of this phase, we analyze the commu-
nication and computation overhead analysis here. We compare
our work with the Hao et al. scheme (named CMAP) [14] since
this work has also considered a distributed manner for a group
signature based scheme, and RSUs are also assumed to be
semi-trustworthy.

In CMAP, messages are signed with an elliptical-curve
digital signature algorithm (ECDSA) and encrypted with an
elliptical-curve integrated encryption scheme (ECIES). For a
better comparison, we also employ ECDSA for signature and
ECIES for encryption on the sides of RSUs and OBUs, whereas
we employ the Schnorr signature algorithm [21] for TA to sign
certifications.

The communication overhead: Comparing with CMAP,
during the key distribution phase, the mutual authentication
process is composed of five messages. The total size of these
messages in our scheme is 501 B and that in CMAP is 497 B,
in which the length of several parameters is given in Table III.
We assume that the plaintext and ciphertext of a message have
the same length.

We divide the HMAC generation materials in this phase,
which leads to addition communication overhead. Fortu-
nately, the additional delay for this phase is limited. To
reflect the efficiency, we focus on the average end-to-end
transmission delay with different number of vehicles in the
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TABLE III
LENGTH OF PARAMETERS

TABLE IV
SIMULATION PARAMETERS

Fig. 9. Average communication delay.

communication range. We give the simulation using NS2.34 un-
der 802.11p. The simulation parameters are listed in Table IV.
Notice that we do not consider the computation delay in the
simulation.

In Fig. 9, we can see that the total transmission delay slowly
increases with the number of vehicles in the communication
range. The average transmission delay is 3.75 ms in our scheme
and 3.7 ms in the Hao et al. scheme. It is because that we
also send the group key materials to vehicles, which makes the
message size in our scheme larger than that in the Hao et al.
scheme. However, the size of additional messages is very small;
therefore, the communication delays of both schemes are very
close.

We do not give the detail analysis of computation overhead
since both schemes have almost the same computation over-
head.

B. Periodic Security-Related Message Broadcast

In VANETs, each OBU has to broadcast a security-related
message every 300 ms. To ensure the validity of the message
source and the integrity of messages, the receiver has to verify
the certification of the message source and the signature of

Fig. 10. Road scenario for simulation.

this message. Before verifying those, the receiver may need to
check whether the sender has been revoked, e.g., through CRL
checking or other technique such as HMAC, which we propose.
Obviously, the total time needed for verifying one received
message is composed of three parts: certification verification
time, signature verification time, and revocation check time.
If we do not consider any countermeasure, the total time will
linearly increase with the number of verified messages, in
which the revocation check time for one message also linearly
increases with the number of revoked vehicles. As a result,
these may greatly degrade the system performance and may
even paralyze the whole system.

There are a few schemes proposed to decrease the verifica-
tion time of messages [6], [7], [12], [14]. In the Zhang et al.
scheme [7] and Wasef and Shen’s scheme [6], batch group
signature verification is employed to reduce the signature ver-
ification time, in which messages in a batch can be verified at
the same time. The Hao et al. scheme [14] uses cooperative
authentication to reduce the number of messages that each
vehicle needs to verify. However, the given three schemes do
not consider the revocation check time, which consumes much
time if the CRL checking is used as we described earlier. Wasef
and Shen’s scheme [12] considers the problem caused by CRL
checking; however, this scheme achieves conditional privacy
based on pseudonyms, which cannot suit for a group signature
based scenario.

The lengths of the group signatures in [7] and [14] and
our proposed scheme are 192, 368, and 181 B, respectively.
The broadcast security-related message format in our scheme
is given in Fig. 7. The computation overhead for a vehicle to
verify n broadcast messages is 2nTpar + 10nTmul + 3nTexp in
[14], 2Tpar + 13nTmul in [7], and 2Tpai + (6n+ 7)Tmul in our
scheme, respectively, where Tpar means the time for executing a
pairing operation and Tmul means the computing time of a point
multiplication [6]. According to [1], Tpai is 4.5 ms, and Tmul is
0.6 ms on an Intel Pentium IV 3-GHz machine, respectively.
The road scenario for simulation is given in Fig. 10.

In the following, we analyze the additional communication
and computation overhead brought by the broadcast message.

1) Without Considering Revocation Check: We use the av-
erage end-to-end delay (AEED) to reflect the efficiency. The
AEED is defined as the average time difference between the
verified time in the receiver side and the broadcast time in
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Fig. 11. AEED without considering CRL checking.

the sender side of a message. For the vehicle Vj , the AEED
can be computed as follows:

AEED =

∑N
i=1,i �=j

∑Mi

l=1(T
recv
Vi→Vj ,ml

− T send
Vi→Vj ,ml

)∑N
i=1Mi

+ T veri
ave

(4)

where N represents the total number of vehicles in the sim-
ulation, and Mi is the number of messages sent by the Vi.
T recv
Vi→Vj ,ml

means the moment of Vj receiving the message ml

from Vi, and T send
Vi→Vj ,ml

is the sending time of ml. T veri
ave is the

average verification time for each message, which may vary in
different schemes. The first part of (4) represents the average
communication delay, and its second part gives the average
computation delay.

In Fig. 11, we give the AEED with different number of ve-
hicles in the communication range, where the speed of vehicles
is from 10 to 30 m/s. We can see that the average AEED of
Hao et al.’s scheme is about 17.6 ms, which increases very
slowly with the number of OBUs in the communication range.
It is the largest among that of four schemes.3 The average
AEED is 4.86 ms in Wasef and Shen’s scheme, 9.9 ms in
the Zhang et al. scheme, and 5.76 ms in our scheme, which
is 27.6%, 56.3%, 32.7% of the Hao et al. average AEED,
respectively. Since the last three schemes employ the batch
group signature algorithm, the average verification delay for
each message decreases. Moreover, in the last three schemes,
AEEDs keep a small fluctuation. It is because the average
number of OBUs in the communication range increases, and the
transmission delay is increasing, whereas the average verifica-
tion delay is decreasing. In Fig. 11, it is shown that the AEED in
our scheme is larger than that in Wasef and Shen’s scheme since
cooperative authentication makes the number of messages in
the batch verification to be reduced. With the increase in OBUs’
number, the performance of our scheme is better.

However, in the aforementioned AEED comparison, we do
not consider the time constraint. To further show our scheme’s
performance, we use the average message loss ratio as another
measurement in our evaluation. The average message loss ratio
is defined as the ratio of the number of messages dropped to the
total number of messages received in every 300 ms. Through
simulation, we obtain a comparison of the three schemes (see

3The best number of verifiers is 8 in [14].

Fig. 12. Message loss ratio with the number of vehicles.

Fig. 12). As Fig. 12 shows, in Wasef and Shen’s scheme, when
the number of vehicles in the communication range is larger
than 62 (and 31 in the Zhang et al. scheme), the average mes-
sage loss ratio increases with the number of vehicles, whereas
that in our scheme remains zero. We give a brief explanation as
follows.

Although the AEED in Wasef and Shen’s scheme is lower
than that in our scheme, each vehicle has to authenticate all the
messages it received, and the total verification delay increases
with the number of vehicles. However, in our scheme, because
we adopt cooperative authentication, the number of messages
that need to be verified is less than that in Wasef and Shen’s
scheme. In addition, an interesting appearance in Fig. 12 is
that the average message loss ratio of the Zhang et al. scheme
declines when the number of vehicles in the communication
range increases to 150. It is because the packet loss ratio4

increases with the number of vehicles in the communication
range. It also happens to Wasef and Shen’s scheme. Here, we
do not give the performance of the Hao et al. scheme in Fig. 12,
since without considering the revocation check, the Hao et al.
scheme can also verify more than 200 messages per 300 ms and
keep the same performance as our scheme.

In Fig. 12, it is clearly shown that our scheme is the most effi-
cient among the group signature based authentication schemes.
Note that we do not take account of the revocation check
and invalid messages in this analysis. If these two factors are
considered, the performance of the Zhang et al. scheme and
Wasef and Shen’s scheme will further degrade. However, even
considering the revocation check, our scheme still have a good
performance since we use HMAC to avoid the time-consuming
CRL checking and to ensure the integrity of messages.

2) Considering the Revocation Check: Our scheme uses
HMAC instead of the CRL checking to check and exclude the
revoked vehicles. If we consider this process, the corresponding
AEED in the Zhang et al. scheme is given as follows:

AEEDZhang =
1∑N

i=1 Mi

×
N∑

i=1,i�=j

{
Mi∑
l=1

(
T recv
Vi→Vj ,ml

−T send
Vi→Vj ,ml

+TCRL
ml

)
+T batch

Vi

}
(5)

4The packet loss ratio is defined as the ratio between the number of messages
Vi receives and the number of messages sent to Vi.
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where TCRL
ml

is the CRL checking time for message ml, and
T batch
Vi

is the batch verification time for all the messages
from Vi.

In Wasef and Shen’s scheme, after executing the CRL check-
ing process, the receiver batch verifies the received messages.
The corresponding AEED is given as follows:

AEEDWasef =
1∑N

i=1 Mi

×
N∑

i=1,i �=j

{
Mi∑
l=1

(
T recv
Vi→Vj ,ml

−T send
Vi→Vj ,ml

+TCRL
ml

)
+T ′batchVi

}
(6)

where T ′batchVi
is the batch verification time for all messages

from Vi.
In the Hao et al. scheme, after receiving messages, it first

executes the cooperative choice algorithm, and then carries
out the CRL checking process and verifies the signatures of
the chosen messages. Therefore, the AEED for the Hao et al.
scheme is given as

AEEDHao =

∑N
i=1,i �=j

∑Mi

l=1

(
T recv
Vi→Vj ,ml

− T send
Vi→Vj ,ml

)
∑N

i=1 Mi

+

∑N
i=1,i�=j

∑Ki

k=1

(
TCRL
k + T veri

k

)∑N
i=1 Ki

(7)

where Ki means the number of messages chosen with the
cooperative authentication by vehicle Vj , TCRL

k is the CRL
checking time for message k and T veri

k is the verification time
for message k.

In our scheme, the receiver should choose a few messages
from the received messages to execute HMAC checking and
then verify the signatures in a batch. The AEED is given as
formula

AEEDOur =

∑N
i=1,i �=j

∑Mi

l=1

(
T recv
Vi→Vj ,ml

− T send
Vi→Vj ,ml

)
∑N

i=1 Mi

+

∑N
i=1,i�=j

(∑Ki

k=1 T
HMAC
k + T ′batchKi

)
∑N

i=1 Ki

(8)

where THMAC
k is the HMAC checking time for message k, and

T ′batchKi
is the batch verification time for Ki messages chosen

by Vj by using the cooperative algorithm.
Since the CRL checking needs 9 ms [1] for one identity

in the CRL, from (5)–(7), with different number of revoked
identities in their scheme, the AEED is different. We give the
AEED with two identities in Fig. 13 and that with four identities
in Fig. 14 in the CRL, respectively. In Fig. 13, the average
AEED is 22.8 ms in Wasef and Shen’ scheme, 27.9 ms in the
Zhang et al. scheme, 35.6 ms in the Hao et al. scheme, and
5.76 ms in our scheme. In Fig. 14, the AEED is 40.8 ms in
Wasef and Shen’ scheme, 45.9 ms in the Zhang et al. scheme,
53.6 ms in the Hao et al. scheme, and 5.76 ms in our scheme.
Compared with that in Fig. 11, considering the CRL checking

Fig. 13. AEED with two identities in the CRL.

Fig. 14. AEED with four identities in the CRL.

Fig. 15. Average messages loss ratio withnid identities in the CRL. (s)nid=2.
(b) nid = 4.

process, the schemes (the Hao et al. scheme, Wasef and Shen’s
scheme, and Zhang’s scheme) have an obviously increasing
AEED with the number of identities in the CRL. In their
schemes, when a vehicle receives messages at the same time,
the cooperation chosen process runs first (although this process
only happens to the Hao et al. scheme), and then the CRL
checking should be run before the group signature verification.
One message checking relates to two pair calculations for one
identity in the CRL, which needs 9 ms [1]. Assuming there
are m identities in the CRL and n messages are selected, the
entire time for CRL checking is 9 mn ms. However, in our
scheme, since we avoid the CRL checking, the performance
improvement is remarkable.

We also give the corresponding message loss ratio in
Fig. 15(a) and (b) according to Figs. 13 and 14, respectively.
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Fig. 16. Delay for generating the key for HMAC.

The average message loss ratio is greater than zero when the
average number of OBUs is more than 13 in the communication
range in Wasef and Shen’s scheme (10 in Zhang’s scheme) in
Fig. 15(a), and 5 in the Hao et al. scheme, 6 in Zhang’s scheme,
and 7 in Wasef and Shen’s scheme in Fig. 15(b). Although the
AEED of the Hao et al. scheme is the largest, by employing
cooperative authentication, it only needs to verify eight mes-
sages among all the messages it receives. As in Fig. 15(a),
the average message loss ratio of Hao et al. is also zero; even
in Fig. 15(b), the average message loss ratio is smaller than
that in Wasef and Shen’s scheme and Zhang’s scheme. It is
obvious that the average message loss ratio of their schemes
(the Hao et al. scheme, Wasef and Shen’s scheme, and Zhang’s
scheme) increases with the number of identities in the CRL.
In our scheme, since adopting the HMAC checking process to
replace the CRL checking process, the message loss ratio still
remains zero.

C. HMAC Periodic Update

After key distribution, the group key for computing HMAC
will periodically update or update when there is a revoked
vehicle. In our scheme, since we use the distributed manner,
the periodic update or revoking update is executed according to
different domains. The communication overhead of our scheme
is given as (2), whereas the message length is (t+ 1) log q ≈
(t+ 1) B and the corresponding computation overhead is (2t+
1) multiplication operations [15].

We are also interested in the average delay for vehicles’
getting the new group key. The simulation is given in Fig. 16,
where we assume that there are 200 vehicles in the communi-
cation range of the RSU. Fig. 16 shows the influencing factor
to the delay, which means that our scheme can realize seamless
application.

VII. RELATED WORK

According to the DSRC, a vehicle should broadcast security-
related messages every 300 ms. In other words, a vehicle has
to verify 600 security-related messages per second if there are
about 180 vehicles in the communication range. To achieve
this objective, the verification process of the group signature
attached to the security-related messages has to be efficient
enough. To reduce the signature verification time, Wasef and

Shen [6] and Zhang et al. [7] employ batch group signature
verification based on the properties of bilinear pairing opera-
tion, in which a large number of messages can be authenticated
in a timely manner. The question is that they do not check the
integrity of messages before running batch verification. If there
exists a few invalid messages caused by wireless interference,
packet loss, or bogus injection, they may introduce additional
verification delay for rebatch and then lose their efficiency.
Even if we do not count the rebatch time, the computation
overhead of batch group signature verification in [7] is 2Tpar +
13nTmul

5 and that in [6] is 3Tpai + (6n+ 7)Tmul, which still
cannot satisfy the requirement of verifying 600 messages per
second.

In VANETs, the CRL is employed to efficiently manage
the revoked vehicles. However, the CRL checking process is
time-consuming [12], [13], [25]. To address the CRL checking
problem, HMAC is adopted to replace the CRL, in [12], [13],
and [25], greatly reducing the checking time. In Wasef and
Shen’s [12] scheme, the key for HMAC computation is in a
global manner. Once an illegal vehicle is found, the global key
update process starts, which is another form of CRL and is
difficult to implement. The Jiang et al. [13] scheme runs in
a distributed manner, further improving the efficiency of the
HMAC checking. However, both of their schemes are based on
pseudonyms, which may not fit group signature based schemes
directly. Based on the group signature, our previous work [25]
uses HMAC to avoid the CRL checking in a distributed manner,
where we assume that RSUs are entirely trusted. However,
RSUs may want to look for users’ privacy information, al-
though they may perform according to the protocol. Therefore,
the semi-trust model of RSU is introduced in [16] and [17] to
get a more practical setting in VANETs.

By using the aforementioned schemes, the time in CRL
checking and group signature verification processes can be
considerably reduced. However, it is still infeasible for a
single vehicle to accomplish the requirement of verifying
600 messages per second. By observing the fact that each vehi-
cle in the same area verifies almost the same set of messages,
Zhang et al. [8] and Hao et al. [14] propose their schemes based
on cooperation among vehicles. By allowing the neighboring
vehicles to cooperatively authenticate messages, their schemes
can ensure that a vehicle knows the authenticity of all received
messages without verifying all the signatures it receives. Al-
though the Hao et al. scheme can achieve the verification speed
of 600 messages per second, it does not take account of the
CRL checking before signature verification. Therefore, there
exists performance degradation in a practical setting. In this
paper, we jointly use the techniques of distributed manage-
ment, HMAC, batch group signature verification, and practi-
cal cooperative authentication to achieve efficient conditional
privacy-preserving authentication under the semi-trust model of
the RSU.

Notice that many pseudonym based anonymous authentica-
tion schemes for VANETs have been proposed [1], [2], [26],
[27]. Here, we give a brief comparison between group signature

5Note that the batch group signature scheme used in the Zhang et al. scheme
is defined by Ferrara et al. [22].
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based schemes and pseudonym based ones. It is clear that
the purpose of employing these two underlying techniques is
to realize anonymity of attendees. The remarkable advantage
of pseudonym based schemes is that they can authenticate
many messages in a short time, which is suitable for the
periodic broadcasting of security-related information according
to DSRC. However, to realize privacy, TA has to generate a
large number of pseudonyms by hash chain or pseudonym pool,
which may result in pseudonym collision. Moreover, TA needs
to assign these pseudonyms to vehicles, as well as manage and
store related messages for the accusation procedure. Further-
more, the pseudonym collision means that different vehicles
may have the same pseudonyms; therefore, the identity-based
signature schemes cannot work. As a result, it is hard to dis-
tinguish who signs the messages. While in the group signature
based schemes, the heavy load of pseudonym management can
be eliminated. However, it is at a price of high message loss
ratio since verifying a group signature consumes more time than
authenticating a pseudonym. Fortunately, we can minimize the
disadvantage of a group signature based authentication scheme
by using the batch verification and cooperation, while keeping
the advantage of easy management.

VIII. CONCLUSION

We have proposed an efficient privacy-preserving group sig-
nature based authentication scheme for VANETs in this paper.
We have jointly used the techniques of distributed management,
HMAC, batch group signature verification, and cooperative
authentication to achieve the design goal. First, we divide the
whole network into several domains, which allows localized
management. HMAC is used in our scheme to replace the
time-consuming CRL checking and to ensure the integrity of
messages before batch verification, reducing the number of
invalid messages in the batch. We also use cooperative au-
thentication to further improve the efficiency of our scheme.
By employing the given methods, our scheme can meet the
requirement of verifying 600 messages per second. The security
and performance analysis show that our scheme can achieve
efficient group signature based authentication while keeping
conditional privacy for VANETs.
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