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This paper presents a novel, intelligent controller to support mobility in wireless sensor
networks. In particular, the focus is on the deployment of such mobility solution to critical
applications, like personnel safety in an industrial environment. A Fuzzy Logic-based
mobility controller is proposed to aid sensor Mobile Nodes (MN) to decide whether they
have to trigger the handoff procedure and perform the handoff to a new connection posi-
tion or not. To do so, we use a combination of two locally available metrics, the RSSI and the

xg’r ‘::l(()zrsis; ensor networks Link Loss, in order to “predict” the End-to-End losses and support the handoff triggering
Mobility procedure. As a performance evaluation environment, a real industrial setting (oil refinery)

is used. Based on on-site experiments run in the oil refinery testbed area, the proposed
mobility controller has shown significant benefits compared to other conventional solu-
tions, in terms of packet loss, packet delivery delay, energy consumption, and ratio of suc-
cessful handoff triggers.
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1. Introduction

In recent years, applications of sensor networks have
evolved in many areas due to their large applicability and
development possibilities, especially in the Wireless Sen-
sor Networks (WSN) area. Research on WSN has mainly
been focused on protocols and algorithms for applications,
in which large, random, and static deployment is the norm
and in which node mobility and network performance
assurances are not considered critical. In addition to the di-
verse applications, sensor networks pose a number of un-
ique technical challenges because of their ad hoc
deployment, unattended operation, and dynamic changes.
Most sensor applications need the deployment to be infra-
structure-less, without any human intervention. It is the
responsibility of the sensor network to be adaptable to
any physical changes like the addition of extra nodes or
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the failure of a number of them. In addition, there is only
a finite source of energy, which must be optimally used
for processing and communication. Nowadays, several
application sectors like healthcare, industrial automation,
urban sensing/computing, and vehicular sensor networks
assume and incorporate the use of MN, usually in direct
connection (one hop) from the data collection point (sink).
However, it is expected that, in the near future, node and
network mobility will become common for wireless sensor
networks as well. In addition, in spite of the potential of
WSNs, real deployments are rare and virtually all have con-
siderable limitations when user mobility is concerned.
These limitations include, among others, the need of extra
hardware like directional antennas or GPS, and/or the exis-
tence of positioning methods. These solutions are difficult
to provide the expected results in the case of harsh envi-
ronments due to the propagation model characteristics
arising from the physical environment [1]. Furthermore,
the majority of the existing solutions are based on simula-
tion results, something that usually denotes a mismatch
between research and reality.
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Mobility support in this work has been mainly moti-
vated by the need to monitor the health and status of mo-
bile workers in industrial settings. There are many
hazardous activities in an industrial plant that need to be
monitored for safety. One such activity is the cleaning
and condition assessment of storage tanks in an oil refin-
ery. Tanks are very hazardous environments and typically
contain a toxic atmosphere and residues of their previous
contents. When employees enter such hazardous areas
there is a possibility to loose consciousness. Using orienta-
tion and heart or pressure monitoring sensors attached to
employees, their condition can be monitored and alarms
can be signaled when an emergency occurs. Surrounding
the tank that is being cleaned are usual sensors deployed
for other scenarios, e.g. production monitoring. As the mo-
bile worker moves around the tank, orientation messages
are sent from the sensor to the sink forwarded by interme-
diate nodes. Data may be sent via different intermediate
nodes based on the location of the mobile worker. In order
to continuously receive information from the mobile work-
ers a mobility management technique must be imple-
mented so as to enable the handoff between different
access points, while at the same time maintaining strict
performance guarantees for the critical application.

Supporting mobile nodes in an industrial environment
is something that the existing industrial standards like
WirelessHart [2,3] and ISA100 [4] do not give special atten-
tion to. WirelessHART and ISA100.11a use a centralized
network management approach for communication sched-
uling and managing routes. Despite the advantages of such
approach when the network topology and application
requirements are static and heavily pre-configured, it is
not certain how these standards perform in dynamic situ-
ations involving node mobility. The inability to properly
handle mobility may result in problems, including in-
creased packet loss, delayed data delivery, and increased
downtime, all of which increase the overall energy
consumption.

The uniqueness of this work is threefold. Firstly, an
intelligent controller, based on fuzzy logic is proposed. This
controller enables sensor MN to decide intelligently
whether they have to trigger the handoff procedure and
perform the handoff to a new position or not. Secondly, a
real industrial setting (oil refinery) is used as the evalua-
tion environment, something that poses new challenges
regarding the design of mobility support. Thirdly, the ap-
proach taken has greater applicability to any WSN indus-
trial environment or testbed setting with mobility
requirements, due to the fact that it was designed based
on network state parameters that are available to all sensor
MN. The selection of fuzzy logic system was based on its
simplicity and the fact that, since it processes experts-de-
fined rules governing the target control system, it can be
modified to improve system performance.

The overall system was implemented and evaluated in
the context of the EU-funded GINSENG project [5,6]. The
end user of the project was the company operating the Pet-
rogal oil refinery at Sines, Portugal. The Petrogal refinery is
a complex industrial facility, which includes a wide range
of processing units that need careful monitoring and con-
trol of critical operations. Currently, the refinery is

completely automated, but totally wired-based. Upgrades
to the current wired system are impossible to perform in
order to support mobile users. Therefore, a real WSN has
been deployed in the refinery, targeting several specific
scenarios including the monitoring of mobile workers (per-
sonnel safety scenario). Finally, to the best of our knowl-
edge, GINSENG is the only work that considers the use of
MN inside an industrial area.

The paper is organized as follows. In Section 2 back-
ground information and related work are presented and
in Section 3 the basic methods for handoff control in indus-
trial WSNs are discussed. Section 4 examines the proposed
fuzzy logic-based mobility approach. In Section 5 the
experimental evaluation and performance analysis are pre-
sented and, finally, in Section 6 the conclusions of this
work are offered.

2. Background and related work

In critical applications, like personnel safety in an
industrial environment, a real-time monitoring system
must always be available. In order to efficiently monitor
or control a mobile person moving in a WSN area, the mo-
bile entity must be able to handoff between different sup-
porting/anchoring nodes or networks while performing its
movement. Therefore, the existence of a proper mobility
protocol to control the handoff procedure is required.

Several proposals have appeared in the literature that
attempt to control and accelerate the handoff procedure.
These proposals can be classified based on the protocol
stack layer the information they use to handle mobility be-
longs to. Therefore, there are solutions that are based on
the Network Layer and solutions that are based on the
MAC sub-layer of the Data Link Layer.

2.1. Network-based mobility handling

Internet Protocol (IP) mobility can be approached from
three points of view: the first one, and also the most com-
mon solution, is to deal with the handoff procedure locally
at the Network Layer of the mobile entity (MIPv6 [7],
HMIPv6 [8]). The second approach uses information from
Data Link Layer to speed up the handoff process (FMIPv6
[9]), and the third solution is based on a non-invasive
method known as network-based mobility (PMIPv6 [10]).
Even though, the aforementioned solutions were not de-
signed for sensor networks, some of their characteristics
can be used in a WSN mobility solution. In addition to that,
some effort was done to integrate the Internet Protocol
with the WSN [11] so that to exploit the benefits offered
by the use of the IP protocol. The IETF 6LoWPAN [12] work-
ing group performed the most significant effort to this
direction. The challenge for IP integration is to find ways
to manage and overcome the limitations posed by sensor
networks, like low power consumption, low duty cycles,
low memory, and limited bandwidth. Some approaches
to support mobility in 6LoWPAN have been defined. In
general, those approaches [13-19] are lightweight exten-
sions of IPv6 based solutions (MIPv6, HMIPv6, FMIPv6,
PMIPv6). The main target of these approaches is to com-
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press the information exchanged between the MN and rou-
ters. Although they achieved this target, the main draw-
back is that the MN is involved in all the functionalities
and signaling of the mobility protocol something that in-
crease the energy consumption. Thus, a new approach
[20] has been defined where the use of Proxy Mobile
IPv6 is considered. The advantage of this approach is the
fact that the MN does not require to support any mobility
related functionality, since those are assigned to a new en-
tity, called Proxy Agent. In [21] an overlay proxy-based
solution is proposed in order to support MNs mobility sig-
naling using both intra- and inter-mobility scenarios so
that to lessen the involvement of the MN to the handoff
event. To the best of our knowledge, none of the above
solutions have been implemented and evaluated in a real
testbed. Finally, all of the above 6LoOWPAN mobility solu-
tions assume the solely use of Received Signal strength in
order to support the handoff decision procedure.

2.2. MAC-based mobility handling

The majority of the MAC protocols for WSNs support
the introduction and failure of nodes (weak mobility) in
the topology. For example, TDMA protocols like SMAC
[22] and TMAC [23] exchange packets in order to learn
their neighbors. On the other hand, contention-based pro-
tocols like BMAC [24] and XMAC [25] recognize changes by
sending a burst of preambles. Despite that, since the
changes in the topology are observed at the beginning of
each active period this leads to an increase in the delay
of the packet transmission. A mobile node introduces sev-
eral challenges in the MAC protocols like increase of the
collisions in case of contention-based protocols and sched-
uling issues in case of TDMA protocols. Examples of mobil-
ity-aware MAC protocols for WSN solutions that are
related with this work are the MS-MAC [26], MA-MAC
[27] and MobiSense [28]. MS-MAC is the mobility exten-
sion of contention-based SMAC protocol and it tracks the
Received Signal Strength Indicator (RSSI) values from SYNC
messages to identify the movement of a node. MA-MAC is
an extended version of XMAC in which the node sleeps
most of the time and switch on periodically the radio for
receiving the incoming packets. MA-MAC detects mobility
through the RSSI value of ACK packets during communica-
tion and switches from unicast to broadcast to interleave
data communication with neighbor discovery. In Mobi-
Sense, nodes are organized into clusters, in which static
nodes act as cluster heads and MN move between them.
The MN listen to synchronization packets sent by cluster
heads and decide to join the network or handoff from
one cluster to another. The common characteristic of the
above solutions is the solely use of RSSI value to character-
ize the link quality.

2.3. Triggering the handoff

In general, the handoff procedure is initiated by a trig-
gering decision. The handoff triggering is usually based
on parameters like the RSSI or the Packet Reception Rate
(PRR). The main issue of using individually those metrics
is the unpredictable behavior and the rapid fluctuations

of the wireless medium, especially inside an industrial
environment. In the literature, several approaches have
been proposed [29,30] that make use of RSSI either as a
single decision method or supported by a threshold and/
or hysteresis margin methods. Using the first method the
mobile node will handoff whenever it receives a better
RSSI from a new attachment point. Besides its simplicity
this method causes unnecessary handoffs because it does
not consider the quality of the current link but only that
there is a new link with a better RSSI. In order to solve this
issue a threshold value was added, where the mobile node
will handoff only if the current RSSI of the link is below a
predefined threshold and there is a new attachment point
with better RSSI. The hysteresis margin can be added in
both aforementioned methods so that to avoid the ping-
pong effect. The issue with hysteresis margin is that the
correct value must be selected based on the specific oper-
ation environment so as to minimize the probability of
delaying the handoff procedure.

The importance of the RSSI metric as a quality indicator
was argued in [31] where the authors have shown that
generally for RSSI values greater than —87 dBm the result-
ing PRR is at least 85% indicating a very good link. In addi-
tion, they have shown that RSSI is a promising indicator
when its value is above the sensitivity threshold of the
radio communication chips (in their case the CC2420 chip).
Finally, they concluded that protocol designers looking for
inexpensive and agile link estimators may choose RSSI over
the Link Quality Indicator (LQI).

In [32] the authors measure the wireless link burstiness
and they conclude that if the mean received signal strength
(RSS) is above —80dBm then the link is almost always
good. An exception to this value occurs when people were
actively moving between the nodes, in which case there is
a gray region of good, intermediate, and poor links slightly
below the identified —80 dBm threshold.

In [33] the authors performed a set of experiments to
get a better understanding of key parameters, namely,
the lower link quality threshold level and the hysteresis
margin. They conclude that the network perform best
when the lower link quality threshold is equal to
—90 dBm and the hysteresis margin is equal to 5 dBm.

In [28] the authors proposed a handoff scheme in which
a mobile node constantly monitors the received power
from its cluster-head and it triggers a handoff decision
when the RSSI drops below a power threshold of
—75 dBm. Authors justified this value based on previous
studies which found that such threshold can guarantee
packet reception ratios above 95% [34,35].

Based on the aforementioned related work the RSSI
threshold value varies from —90 dBm to —75 dBm depend-
ing on the evaluation environment and on the targeted
PRR.

Some research works [36,37] propose the use of heuris-
tic models, like fuzzy logic, to support the handoff trigger-
ing decision. In [37] authors provide a fuzzy logic system to
support the mobility procedure based on the RSSI level, the
velocity of the mobile node, the number of hops to the sink
node, and some other metrics such as traffic load, energy
level, and link quality value. Even though the proposed
solution was discussed in detail, there was no
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implementation or evaluation of it. Therefore, the applica-
bility of the solution and any possible overhead are unde-
termined. In addition, the high number of metrics that they
aim to use will, undoubtedly, lead to an increased com-
plexity of the fuzzy logic system, since a big number of
rules must be enabled at any time. Due to the limited capa-
bilities of the sensor nodes a fuzzy logic-based system
must be as simple as possible.

Several works using fuzzy logic techniques have ap-
peared in the field of mobility management, with the
majority targeting the support of vertical handoffs. In
[36], a handoff decision for heterogeneous networks is
identified as a fuzzy multiple attribute decision-making
problem and fuzzy logic is applied to deal with the impre-
cise information. In [38], a handover algorithm is proposed
to support vertical handovers between heterogeneous net-
works. This is achieved by incorporating the mobile IP
principles in combination with fuzzy logic concepts utiliz-
ing different handover parameters. Furthermore, in [39],
the authors deal with a vertical handover decision algo-
rithm based on the fuzzy control theory. The algorithm
takes into consider the factors of power level, cost, and
bandwidth in order to decide about the vertical handover.
In [40,41], the authors proposed and implemented a Fuzzy-
Based Handover System (FBHS), where they showed that
the proposed system had a good behavior for handover
enforcement, but in some cases could not avoid the
ping-pong effect.

In this work we propose a fuzzy-based solution that
does not change the existing conventional algorithms,
but uses operations of them in order to provide a system
that will manage to control the handoff procedure and pro-
vide improved performance. The selection of the fuzzy lo-
gic method was based on its simplicity and the fact that
since it processes experts-defined rules governing the tar-
get control system, it can be modified and tweaked easily
to improve or drastically alter system performance.

Analysis of the state of the art in this area reveals that
there are a whole raft of projects and initiatives covering
a wide spectrum of related research challenges, technolog-
ical problems and collaboration activities in Mobile Wire-
less Sensor Networks. However, the motivation of this
work is the fact that there is no protocol designed and eval-
uated to support the mobility process in critical environ-
ments; thus, this work provides effective solution to this
missing piece. This issue is considered of the utmost
importance for today’s real-world industrial applications.

3. Handoff control in industrial WSNs

This section presents the drawbacks of the RSSI Thresh-
old-based solution and outlines the design requirements
for schemes involving fuzzy-based logic.

3.1. RSSI threshold-based handoff decision

Prior work by Zinonos [42] and Silva [43] has used RSSI
threshold as a handoff control method in critical applica-
tion scenarios, including industrial cases. Based on the ref-
erenced works, the handoff decision rule used was: If the

RSSI of the communication link between the MN and the cur-
rent parent is below a predefined threshold H then the MN will
trigger a handoff. This option was named RSSI Threshold
handoff. The RSSI information is available at the frame
header of every packet that is transmitted. An example of
the behavior of the RSSI parameter during a random walk
in the refinery environment is shown in Fig. 1.

The suitability of the RSSI in an industrial environment
was argued and used in [31], using a moving average calcu-
lation of the RSSI (average of at least 100 measurements) in
order to minimize the RSSI drop effect and to make the
behavior of the RSSI smoother. However, in the experi-
ments performed in this work a moving average solution
could not be directly applied, since the target user was mo-
bile and there was no time for taking the average of a num-
ber of measurements before initiating a handoff. Another
drawback of the RSSI threshold solution is that it has an
end-to-end packet loss rate that is very high by any stan-
dard. According to [44,45] acceptable values for end-to-
end packet loss are between 1% and 3%.

3.2. Fuzzy-based handoff decision

Due to the limitations of the sensor nodes a good proto-
col design approach is to pursue a method in which the
mobility support solution should use, as much as possible,
existing information, in order to avoid any overhead to the
system. Any new functionality needed can be considered if
the overhead added to the existing system is negligible. In
addition, to provide a distributed solution, meaning that no
central entity exists that has full knowledge of the system
and decides about the handoff procedure, no centralized
collection and dissemination of important metrics is con-
sidered. Therefore, all the information that is used is locally
available at each node and no communication overhead is
added.

To support the handoff procedure one could addition-
ally select the percentage of frames lost at the link from
the mobile node to the first static node serving as its an-
chor in the network. This will be called Link Loss in the rest
of this paper. Link Loss denotes the ability of the MN to

20 RSSI behaviour in Refinery enviroment
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Fig. 1. RSSI behavior in the refinery testbed.
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communicate successfully directly with the parent node
considering also any retransmissions at the MAC layer. In
addition, link loss is locally available at each node.

A second set of experiments was performed in the test-
bed area to extract information regarding the relationship
of the end-to-end losses, RSSI and link losses. The reason of
not directly using end-to-end packet loss is that this infor-
mation is not available at each node but only at the end
system (sink node). Therefore, the value of the end-to-
end loss needs to somehow be predicted using other met-
rics that are available to each node. The results of those
experiments are shown in Fig. 2. Based on the results, it
can be concluded that a combination of RSSI and Link Loss
can be related to end-to-end losses and support the hand-
off triggering procedure.

Fig. 2 shows that, in the testbed under evaluation, when
the link loss is above 15% and the RSSI is less than
—78 dBm, the end-to-end packet loss is substantial and,
obviously, not acceptable. Another conclusion is that when
the RSSI is relatively good (greater than —60 dBm) and the
link loss is up to 40%, the end-to-end packet loss is accept-
able. This behavior is due to the ability of the mobile node
to retransmit the packets in case the communication link
between the MN and the parent node is good.

In order to exploit the conclusions reached above, Fuzzy
Logic (FL) techniques can be used. The reasons for selecting
Fuzzy Logic are:

e It has the ability to control nonlinear systems based on
observable phenomena.

e It provides the opportunity to easily modify the
experts-defined rules and tune the membership func-
tions so that to achieve the desired performance. In
other words, fuzzy logic can be flexible.

e It can be built based on the experience of people who
already understand the system. Therefore, it needs no
training and learning procedures like other solutions
(e.g., neural networks).

Fuzzy logic control (FLC) [46] is a logical system that be-
longs to the family of tools of what is commonly known as
computational intelligence (CI). The concept of FLC was ini-
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Fig. 2. End-to-End loss, Link Loss and RSSI relation.

tially conceived by [47] in 1965 and first applied by [48] in
an attempt to control systems that are difficult to model
mathematically or are too complex and possibly highly
nonlinear (e.g. in communication networks [49,50]).

The main feature of FL is the ability it has to qualita-
tively detect the characteristics of a control system based
on observable phenomena. During the last decade, FLC
has been demonstrated in a plethora of applications, re-
search projects, and commercial products. The idea behind
the usage of FLC is to avoid the limitations that arise from
complex systems parameters introduced to mathematical
models. To do so, the fuzzy logic system must be designed
and implemented with intuitive understanding of the sys-
tem to be controlled. Therefore, FLC concentrates on
attaining an intuitive understanding of the way to control
the process, incorporating human reasoning in the control
algorithm. It is independent of mathematical models of the
system to be controlled. It achieves inherent robustness
and reduces design complexity. This is in contrast with
conventional control approaches that concentrate on con-
structing a controller with the aid of an analytical system
model that in many cases is overly complex, uncertain,
and sensitive to noise.

In order to create a fuzzy control system a specific pro-
cedure must be followed. This procedure involves identify-
ing and naming the fuzzy inputs and outputs, creating the
fuzzy membership functions for each, constructing the rule
base, and deciding how the action will be carried out. The
input/output variables in a fuzzy control system are in gen-
eral mapped into fuzzy sets. The process of converting a
crisp input value to a fuzzy value is called “fuzzification”,
where “defuzzification” is a mapping from a space of fuzzy
control actions defined over an output universe of dis-
course into a space of non-fuzzy (crisp) control action. A
fuzzy set is defined by a membership function that can
be any real number in the interval [0,1], expressing the
grade of membership for which an element belongs to that
fuzzy set.

4. Fuzzy Logic-based Mobility Controller - FLMC

The Fuzzy Logic-based Mobility Controller (FLMC) is de-
signed to enable any wireless sensor MN to decide intelli-
gently whether the handoff procedure has to be triggered.
The approach taken has greater applicability to any WSN
industrial environment or testbed setting with mobility
requirements, since it is designed based on network state
parameters that are available to all wireless sensor MNs.

A simple fuzzy inference engine (FIE) is designed to
operate locally at each sensor MN, and control the handoff
decision procedure, using linguistic rules that describe the
behavior of the environment in differing widely operating
conditions. The FIE implements a nonlinear decision prob-
ability (to trigger the decision whether a sensor mobile
node has to handoff to a new position or not), and uses
feedback from the instantaneous value of the signal
strength indication (RSSI) and the Link Loss rate, both sam-
pled periodically. By having a nonlinear control law, based
on fuzzy logic, the aim is to effectively deal with the high
variability and dynamics appearing in the network, and
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thus exhibit fast system response and robust behavior in
spite of varying network conditions. Thus, a nonlinear con-
trol law is more efficient to cope with these uncertainties
and dynamics, in contrast with a linear control method.

There is no accepted systematic procedure to design a
fuzzy controller [46]. The most commonly used approach
is to define membership functions of the inputs and output
based on a qualitative understanding of the system, to-
gether with a rule data base, and to test the controller by
trial-and-error until satisfactory performance is achieved.
More sophisticated techniques abound, however, we opt
for this simple approach which also yields a simple imple-
mentation, and as we show later it is quite effective. We
rely on the use of heuristic expertise and study of the plant
dynamics about how to best configure the control law. The
main focus is on the achievement of the mobility require-
ments indicated in Table 2 - Section 5.1, whilst keeping the
design of the controller as simple and generic as possible.
Thus, concerning the limitations that arise from sensor
networks, this method seems to be a suitable approach
for our system. Note that as the fuzzy controller is nonlin-
ear, it is very difficult to examine analytically the influence
of certain parameters. Usually, extensive simulation and
experimentation are used to investigate its behavior. How-
ever, a systems stability technique is followed (more later,
- Section 5.5) that verifies that the states of the system re-
main within specific bounds.

Our aim is to ensure that the controller will have the
proper information available to be able to make good deci-
sions, and will have proper control inputs to be able to
steer the controlled system in the directions needed, so
that it achieves a high-performance operation, as pointed
out above. Some of the design choices are briefly described
below.

4.1. Selection of input-output and scaling

Since multiple inputs can usually capture the dynamic
state of the controlled system more accurately, and can
also offer the ability to linguistically describe the system
dynamics [46], we utilize a two-input, single-output (sim-
plest of the Multiple Input Single Output (MISO) model)
fuzzy controller on each sensor MN in WSNs. There is a
need to choose the right inputs and output with generic
normalized universe of discourse, applicable in any setting.
We select the RSSI and the Link Loss, two locally available
metrics, in order to “predict” the End-to-End losses and

Fuzzy Logic
Control

LL (kT
-

RSSI (KT)
SGu(kT) Decision

Prob., Pd

support the handoff triggering procedure. The influence
of these two metrics on attempting to predict the End-to-
End loss was shown and discussed in Section 3.2 (also,
see Fig. 2). Furthermore, the output of the controller is se-
lected as a nonlinear decision probability that is given as
input of the controlled system in order to decide whether
to trigger a handoff procedure. After all the inputs and
the output are defined for the proposed FLMC controller,
we specify the fuzzy control system shown in Fig. 3, where
all quantities are considered at the discrete instant kT:

1. T is the sampling period.

2. RSSI (KT) is the signal strength indication, taken every
sampling period.

3. LL (KT) is the link loss rate measured at each sampling
period.

4. Pd (KT) is the calculated decision probability that trig-
gers the handoff procedure.

5. SGiy,, (kT) are the input scaling gains.

6. Preshoid 1S @ predefined threshold that indicates if the
specific Pd (kT) will trigger the handoff.

In fuzzy control theory, the range of values of inputs or
outputs for a given controller is usually called the “uni-
verse of discourse”. Often, for greater flexibility in fuzzy
controller implementation, the universe of discourse for
each process input is “normalized” by means of constant
scaling factors [46]. For the fuzzy controller design devel-
oped here, the input scaling gains, SGiy,, (kT), are inher-
ently chosen so that the range of values SG;; (kT) RSSI
(kT) and SGi, (kT) LL (kT) lie in the real interval [0,1] (see
Egs. (1) and (2)).

_ RSSInin
. B RSSI(kT)
SGiv (KT) = peci—Resi— (1)
. 1
SGiy (kT) = 100 (2)

where RSSI i, and RSSI,.x were obtained during the exper-
iments conducted in the setup phase of the oil refinery
testbed.

4.2. Selection of rule base, linguistic variables and values
The multi-input FIE uses linguistic rules to calculate

dynamically the decision probability. These linguistic rules
form the control knowledge rule base of the controller and

1 RSSI(kT) N
LL (kT)
—1p

Plant

Prhresnota

Fig. 3. Fuzzy Logic-based Mobility Controller (FLMC).
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describe how to best control the system, under differing
operating conditions. Hence, linguistic expressions are
needed for the inputs and the output, and the characteris-
tics of the inputs and the output. “Linguistic variables”
(that is, symbolic descriptions of what are in general
time-varying quantities) are used to describe fuzzy system
inputs and output. The linguistic variables take on “linguis-
tic values” that change dynamically over time and are used
to describe specific characteristics of the variables; such
values are generally descriptive terms such as “low”,
“medium” and “high”.

The linguistic variables and values provide us a lan-
guage to express our ideas about the control decision-mak-
ing process in the context of the framework established by
our choice of FLMC controller inputs and output. In order
to determine the linguistic values of the input and output
variables, we need to define partitions over the input and
output space that will adequately represent the linguistic
variables. Since the inputs of the FLMC controller deal with
the RSSI and Link-Loss evolution, which is dynamic and
time-varying in nature, we need to have as “many” operat-
ing regions state partitions as possible, in order to capture
as much detail of the dynamics and the nonlinearities of
the system plant. However, we also need to keep the con-
troller as simple as possible by not increasing the number
of linguistic values state partitions beyond a number,
which does not offer significant improvement on the plant
performance. The same applies for the output of the FLMC
controller, the decision probability.

The model of the FLMC control system, comprising the
control rules and the values of the linguistic variables, is
obtained through an offline intuitive tuning process that
starts from a set of the initial insight considerations and
progressively modifies the number of linguistic values of
the system until it reaches a level of acceptable perfor-
mance. The design objective is to keep the controller as
simple as possible to start with, and only increase com-
plexity, by adding more linguistic values, if required. An
adequate number of linguistic values is needed to describe
the nonlinear behavior of the system accurately enough.
Adding more rules, as expected, increases the accuracy of
the approximation, which yields an improved control per-
formance. But beyond a certain point the improvement is
marginal. A formal sensitivity analysis to the choice and
number of rules for FLMC is beyond the scope of this paper,
but our experimentation has shown that it is not very
sensitive.

By choosing the simplest MISO controller, we have
avoided the exponential increase of the rule base, and sub-
sequent increase in the complexity of the controller, when
the number of input variables increases. The philosophy
behind the knowledge base of the FLMC controller is that
of being aggressive when the RSSI is low and the Link Loss
is high, but on the other hand being able to smoothly re-
spond in the case of adequate conditions in the environ-
ment. All other rules can represent intermediate
situations, thus providing the control mechanism with a
highly dynamic action.

A convenient way to list all possible “IF-THEN" control
rules is to use a tabular representation (see Table 1). These
rules reflect the particular view and experiences of the

Table 1
FLMC linguistic rules - rule base.

Decision probability Link Loss rate

L M H VH

RSSI L LM M H VH
M LM M H VH

H L M H VH

VH L LM H VH

2 Low (L), low-medium (LM), medium (M), high (H), very high (VH).

designer, and are easy to relate to human reasoning pro-
cesses and gathered experiences.

4.3. Selection of membership functions

We further need to quantify the meaning of the linguis-
tic values using membership functions. The membership
functions of the linguistic variables are determined by
using an intuitive and pragmatic choice and not an analytic
approach (this is one of the reported advantages of fuzzy
logic controllers compared to the conventional counter-
parts). The choice of membership function shape is open.
Many shapes are often found in studies (see, e.g. [46]).
Due to computational simplicity, we select triangular and
trapezoidal shaped membership functions in FLMC control
system. These types of shapes are a standard choice used in
many industrial applications due to the mathematical sim-
plicity of the expressions representing them. The selected
membership functions representing the linguistic values
for both the inputs and the output of the FLMC controller
are shown in Figs. 4-6. In order to achieve the desired per-
formance, the membership functions are defined based on
the real data obtained from long-term testbed evaluation
and based on the characteristics of the underlying system.
Specifically, the operating regions state partitions are de-
fined based on the observations made of the influence of
the two linguistic inputs on attempting to predict the
End-to-End loss (as discussed in — Section 3.2 and shown
in Fig. 2).

The amount of overlapping between the membership
functions areas is significant. The left and right half of
the triangular membership functions for each linguistic va-
lue is chosen to provide membership overlap with adjacent
membership functions. Our method is simple in that the
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Fig. 4. RSSI linguistic input.
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sum of the grade of membership of an input value, con-
cerning the linguistic values of a specific input variable,
is always one (see Eq. (3)).

lek(x) =1 G)

where p,(x) is the membership value of the input value x
taken from the membership function of the linguistic value
k, (1 <k <m, where m is the number of linguistic values of
a linguistic variable), of the input variable of concern.

This results in having at most two membership func-
tions overlapping, thus no more than four rules will be
activated at any given time. This offers computational sim-
plicity on the implementation of the FLMC controller, a de-
sign objective. The overlapping of the fuzzy regions,
representing the continuous domain of each control vari-
able, contributes to a well-behaved and predictable system
operation; thus the fuzzy system can be very robust.

The nonlinear control-decision surface implemented by
the FLMC controller is shaped by the constructed rule base
and the linguistic values of the inputs and output variables
(see Fig. 7).

This surface represents in a compact way all the infor-
mation in the fuzzy controller. An inspection of this nonlin-
ear control surface and the linguistic rules shown in
Table 1 provides hints on the operation of FLMC. The deci-
sion probability behavior under the region of equilibrium
(i.e., where RSSI is high and Link Loss is low) is smoothly
calculated. On the other hand, the rules are aggressive by

Fig. 7. Decision surface.

increasing the decision probability sharply in the region
beyond the equilibrium point, where the quality starts to
get affected and triggering of handoff is required. The dy-
namic way of calculating the decision probability by the
inference process comes from the fact that according to
the instantaneous values of the RSSI and Link Loss, a differ-
ent set of fuzzy rules and so inference apply. Based on
these rules and inferences, the decision probability is ex-
pected to be more responsive than other conventional
solutions, (as for e.g. [51]) due to the human reasoning
and the inbuilt nonlinearity.
It is worth remarking that:

1. We have not attempted to optimally tune our fuzzy
controller as this can be very demanding (due to
the many degrees of freedom associated with the
membership functions, the rule base, and the param-
eters thereof), but more importantly, since further
tuning beyond the basic intuitive ideas provides lim-
ited returns, as the fuzzy controller performs ade-
quately, as demonstrated in Section 5.

2. In terms of robustness, we have investigated the stabil-
ity of the proposed system in terms of phase plane anal-
ysis. Based on this technique, we show that the states of
the system remain within specific bounds (more later,
see — Section 5.5).

3. There is no need for a FIE to be built in each sensor MN,
thus saving on memory requirements. After the linguis-
tic rules have been found and the linguistic values are
defined, the control surface is known and can be stored
as a lookup table (size of n x n) for selected sampling
points requiring only a few kilobytes of memory in a
fuzzy-capable sensor mobile node. In the system exam-
ined n is equal to 25, therefore, the lookup table has 625
possible combinations of values. In that way, the mem-
ory and computation limitations of sensor networks are
taken into account.

Given the above remark, it is thus acceptable to keep
the fuzzy inference process as is; however, adaptive tuning
of the trigger decision threshold to investigate the tradeoff
between increased complexity and improved performance
is worthwhile and it can be a subject of future research.
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4.4. Handoff decision

At the beginning of each TDMA MAC epoch, the pro-
posed fuzzy based mobility controller finds the current
probability value of the trigger decision. If this value is
above the trigger decision threshold the node will set its
idle slots to scan mode so that to search for a better attach-
ment point. At a first stage the handoff occurs if the follow-
ing condition is met:

S= {P}‘) ([SN(k) > Sthresh] ﬂ [Sn(k) > Sp + hyst])
U ([Sp < Sthresh] ﬂ [Sn(k) > Sp + hyst])} (4)

where S is the set containing possible new attachment
points, P; is the possible new attachment point, Sy(k) is
the received signal strength from the new attachment
point, Sy is the threshold value, Sp is the received signal
strength from the parent node and hyst is the hysteresis
value. It is assumed that the hysteresis is equal to one.

In case that more than one new attachment points that
meet the above condition exist, then the selection of the
best available choice is based on the following formula:

o X RSSlqst + B x hops + 7 x free_positions (5)

where hops is the distance from the sink node and free posi-
tions is the number of free positions that the possible new
parent has. Based on prior experimentation the values
were setto« =04, =04, y=0.2.

5. Performance evaluation

This section presents and analyses the results obtained
from the evaluation of the mobility solutions in the Petro-
gal refinery at Sines. Given the focus of our research, we
also present a specific experimentation mobility scenario
along with specific characteristics of the system and test-
bed environment.

5.1. Experimentation scenario

Mobility support in this work has been mainly related
to monitoring mobile workers in support of the GINSENG
project’s Personnel Monitoring scenario. Fig. 8 depicts this
application scenario. A worker is tasked with cleaning a
storage tank, located in one of the production lines. Sur-
rounding the tank that is being cleaned are usual sensors
deployed for other applications, e.g. production monitor-
ing. As the mobile worker moves around the tank, orienta-
tion messages are sent from his/her monitoring sensor to
the sink, forwarded by intermediate nodes. Orientation is
sampled at a frequency of 0.2 Hz.

In order to continuously receive information from the
mobile workers a mobility management technique must
be implemented so as to enable the handoff between dif-
ferent access points. For example, based on Fig. 8, we have
three possible receiver nodes (indicated by the numbers 1,
2 and 3). The mobile worker at the beginning of his/her trip
is attached to the receiver node 1. When the mobile worker
is near to receiver node 2, the communication link with re-
ceiver node 1 is still good; therefore, there is no need to

Fig. 8. Mobility scenario.

Table 2
Personnel safety requirements/assumptions.
Requirements  Definition Value
Delay The time bound of data  Data should arrive at
delivery the in-field sink in 1's
Reliability How important is data >97%
delivery
Mobility Level of mobility Mobile workers
Network size Maximum number of 30
nodes
Topology Type of topology Tree
classification
Hop count Max number of hops 4
nodes can reside from the
sink
Time critical What direction are the Upstream
traffic time-critical flows in?
direction
Non-time What direction are the Downstream

critical traffic non time-critical flows in?
direction
Traffic frequency How often does each node >1s
generate a packet
Traffic delay Time bound of the time- Upstream 1s
bound critical traffic
Number of The total number of 1
mobile nodes mobile nodes used in our
tests

handoff. But as the mobile node gets far away from recei-
ver node 1, it has to handoff to a new connection point.
Possible new connection points are receiver nodes 2 and
3, but based on the communication quality the mobile
worker may prefer to connect with receiver node 3.

Table 2 summarizes the requirements for the Personnel
Safety scenario. In terms of the plant network, mobile
workers are temporary objects that only exist for a short
period of time to complete a specific job. Information on
their state must arrive at the control center within few sec-
onds. Although packet losses should be minimized, this
application can be tolerant to a small amount of loss. Based
on [5,52], the achieved reliability was 99% using fixed
nodes with pre-deployed antennas. In our case, we set this
requirement to 97%, since we expect higher losses due to
the mobility of the nodes.
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5.2. System and network setup

As mentioned in the Introduction, this work was imple-
mented and evaluated under the context of the GINSENG
project. The general aim of the project was to develop a
performance-controlled wireless sensor network that is
well suited for situations in which dependable and deter-
ministic operation is needed. For a network to exhibit
deterministic behavior, every layer from the application
to the hardware/physical layers must act in a predictable
manner. To achieve this goal a set of control mechanisms
was used in order to ensure deterministic behavior and
to allow the network to meet application specific perfor-
mance targets. The main system characteristics that we as-
sumed in our mobility work are:

1. Use of a TDMA-based MAC [53] protocol. Time is
divided into epochs where each epoch has a predefined
number of slots. Every node is assigned specific slots to
transmit and receive packets. A number of slots is also
assigned to each node (at the beginning of each epoch)
for processing purposes.

2. The network uses multi-hop communication through a
tree-based topology. The tree consists of H layers,
where H is equal to the number of hops from the sink.
A reasonable small number of nodes (N <30) is used
where N is directly proportional to the required com-
munications delay bound; the smaller the required
delay, the smaller the N. In the mobility scenario we
use a 3-2-1 tree (Fig. 9).

3. Use of Dynamic Topology Control (DTC) [54] tech-
niques. Using DTC each node is attached to the best
available tree position during the construction of the
network topology. DTC is responsible for Neighbour
Discovery, joining and leaving the tree, re-attachment
(as in the case of mobility) to the tree, and maintenance
of the topology in case of faults.

u
/ N-1-

N-1-1-0 N-2-1-0

N-1-2-1 . N-2-l-1@

Connected node

i
[ |

N-2-0-0

/

4. The network is made up of resource constrained
embedded systems where the majority of the nodes
are deployed in fixed and predetermined positions.

5. The majority of nodes are static with no mobility; how-
ever there are cases where nodes appear to be mobile
by switching positions in the tree when capacity is
available.

6. MN cannot communicate directly with sink nodes
except in the case when they are directly connected
(logically) to the sink. Thus, the data communication
of MN with the sink is accomplished via the other sen-
sor nodes.

7. Nodes report data frequently with relatively high rate
(up to once per second) and data must reach the sink
within a given time bound Ts.

In addition to the system setup, several steps were per-
formed to prepare the testbed environment. We have de-
ployed wireless sensor network in the refinery,
comprised of 12 static nodes and one sink node. Given
the physical constraints of the refinery testbed a specific
deployment of the static nodes was chosen. The physical
environment presented several challenges that impact on
performance control and was considered in deployment
planning with the most important to be restrictions on po-
tential node locations (and hence topology). Regarding the
mobility scenario, we have used the node locations that
were provided by the GINSENG project with the main dif-
ference the use of DTC. Therefore, the exact placement of a
node within a tree is determined first at run-time and it
could be different per experiment.

In the GINSENG project, we have selected the Crossbow
TelosB as the wireless transmitter. In comparison to alter-
natives it is relatively simple and low cost. It is an open
source design, and easily available worldwide. Finally, it al-
lows use of various I/O and sensing devices, as well as an
external antenna, which would be expected to offer higher

N-3-0-0

/

N-2-2-0 . N-3-1-0

N-3-2-0 .

N-2-2-1 . N-3-l-l@ N-3-2-1.

.Available position . Sink node

Fig. 9. Tree logical topology.
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reliability of radio communication over longer distances.
Regarding the MN, we have used the Crossbow TelosB
transmitter connected to an external antenna in order to
enable the communication between the MN and the tree
parent node.

Fig. 10 illustrates the physical topology of the network
relative to the control room that is located at the left side
border of the testbed. In addition, we have drawn an exam-
ple logical tree. The testbed dimension is equal to
40 m x 30 m.

5.3. Evaluation

To evaluate the proposed FLMC algorithm, a number of
on-site experiments were performed. We used the
GINSENG project infrastructure in order to evaluate our
proposed mobility solution. Therefore, any general
limitations and characteristics regarding the experi-
ments are the same as in [6]. Regardless of that, the two
main limitations related our mobility solution are the
following:

1. New attachment point: there is no guarantee that the
MN will manage to find a new attachment point.
Fuzzy Logic operation: due to the sensor nodes limita-
tions the fuzzy logic controller was designed and run
off-line and the decision table was just imported to
the flash memory of the node. Therefore, there was no
way for the controller to “learn” and adapt its behavior
during the operation of the node. Although this could be
considered as a limitation, it was also a lesson-learned,
since during implementation and testing of the system
we discovered that it is not possible to have a full func-
tional fuzzy logic controller running on the MN during
the operation.

2.

The MN was introduced in the refinery testbed area and
followed different random walks. The duration of the ran-
dom walks were approximately 20 min. The results shown
are the average of ten different walks in the testbed area.

Z. Zinonos et al./Ad Hoc Networks 16 (2014) 70-87

Table 3
Experimental parameters.
Parameters Value
Tx power Maximum (0 dBm)
Allowed One software retransmission during the
retransmissions same epoch
MAC layer GinMAC [53]
MN speed 3 m/s with random stops
Testbed area 40 m x 30 m
Max. communication 20 m
range
Receiver sensitivity —94 dBm

Table 3 shows the experimental configuration. We need
to mention that the parameter of the communication range
was based on real experiments performed during the setup
phase of the testbed placement.

Fig. 11 shows the operation of the Fuzzy Logic-based
Mobility Controller in a representative experiment. The
behavior of the RSSI, Link Loss, and End-to-End Loss was
captured so that to conclude if FLMC managed to decrease
the packet losses after the triggering was initiated.

Based on Fig. 11 two handoff events happened during
the experiment. The first handoff, named Handoff 1, hap-
pened when the RSSI value was equal to —80 dBm and
the link loss was equal to 18%. As it is observed, after the
trigger and the Handoff 1 event the end-to-end packet loss
kept decreasing. Despite that, after a short period of time
the end-to-end loss increased again, something that led
to a new handoff event, named Handoff 2. The RSSI value
during the second handoff was equal to —82 dBm where
the link loss value was equal to 12%. It is important to note
that even though the link loss percentage is lower in this
case, the RSSI value is also lower and their combination
creates sufficient conditions for a handoff. After the second
handoff event, the packet loss had a decreasing trend
again.

The proposed FLMC solution was developed based on
decentralized information without having any global
knowledge about the network condition. Therefore, the

o2 103 .
: BN ;
’ 113 .
M 109 106 104 .
. 112 \/ .
. 111 .
b i

Control

Room 10m

Fig. 10. Node’s placement.
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Fig. 11. Fuzzy mobility controller operation.

decision to handoff or not is based on locally available
information that the MN has at the specific time and it can-
not predict future losses or disconnections. Thus, the per-
formance of the proposed solution can only be
determined regarding the packet loss metric, based on
the ability to decrease the packet loss after a handoff event
and to decrease the total average packet loss comparing to
other solutions, like RSSI threshold based ones. Further-
more, a handoff triggering may not result in a re-attach-
ment either because no attachment point exists in the
node’s vicinity, or because the possible new attachment
points do not have performance qualities that satisfy the
controller’s requirements. In addition, in a number of
experiments, it was observed that there are cases at the
beginning of the tests where an unnecessary handoff may
occur. This is due to the fact that a loss while not many
packets have been sent on the link indicates a high Link
Loss percentage and wrongfully leads to a handoff. This
observation was used to add a delay margin for trigger
and handoff at the beginning of each test.

The main advantage of the fuzzy based mobility solu-
tion, compared with the RSSI threshold-based solution, is
that it manages to decrease the average end-to-end packet
loss to 2.45%. Fig. 12 shows the comparison of the mobility
solutions.

It is obvious that in the case of no mobility management
(No Handoff) and in the case of the RSSI threshold-based
solution the packet loss is high. This is due to the unpre-
dictability of the environment and the RSSI behavior. On
the other hand, using the fuzzy mobility solution, those ef-
fects were reduced and a packet loss value within the 3%
limit was achieved. Fig. 12 shows the breakdown of the
causes of packet loss. The losses are distinguished into
two categories: the first category is when the MN has the
ability to communicate with the parent node but some
communication (bad link) or system losses occurred, and
the second category is when the node is located in an area
where it is not covered by the communication range of any

Packet Loss Analysis
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Fig. 12. Average end-to-end packet loss comparison.

other node (downtime). The majority of the losses in all the
cases are due to system or bad links. On the other hand, the
existence of packet losses that occurred due to uncovered
areas provides a hint that a better placement of the fixed
nodes in the network or the addition of more fixed nodes
could help minimizing the packet loss.

Further to the End-to-End packet loss, Fig. 13 shows the
power consumption comparison of the mobility solutions.

It is clear that both solutions consume more energy
compared with the scenario where the MN is moving in
the testbed without mobility management. This is due to
the fact that in order to find a better position more scan-
ning slots are required. Despite that, the mobility manage-
ment is required in our scenario, therefore, there is not any
logic to compare mobility solutions with no-handoff solu-
tion. Comparing the two mobility solutions, one can ob-
serve that the fuzzy solution performs better than the
RSSI threshold solution with a total energy decrease of
10.78%. The reason of that, is the fact that the fuzzy solu-
tion performs fewer triggers and therefore, has less scan-
ning slots. In addition, it is worth noting that the
transmission energy consumption of the RSSI threshold
based solution is increased compared with the fuzzy based
solution. This is due to the fact that the increased packet
loss leads to more retransmissions of data packets.

The total power consumption was calculated consider-
ing the following power elements: Transmission power
(Tx), Reception Power (Rx), Flash Write Power (FW), Flash
Read (FR), CPU Active (CPUact) and CPU Sleep (CPUsl).

Based on [55], the radio and external flash device have
significantly higher power consumption than the micro-
controller. The flash consumes power only when the
microcontroller writes to or reads from the flash. Similarly,
the radio consumes power only when the radio is transmit-
ting or listening. The most important thing to note is that
the radio consumes a significant amount of power when
it is listening for radio traffic. Using the results shown in
Fig. 13 the reception power contributes up to 90% to the to-
tal power consumption. Therefore, it is crucial to minimize
reception slots. A solution to this overhead could be an
adaptive way of selecting the threshold value. In such
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way, the adaptive thresholding module will use informa-
tion from the network performance in order to adapt the
threshold, accordingly. For example, since there is no guar-
antee that the MN will manage to find a better attachment
point while in scanning mode, the adaptive module could
record the number of scanning slots and if these slots are
above a predefined value it will force the MN to exist the
scanning mode. To gauge the impact on lifetime, if one
were to assume the use of standard 3000 mA h batteries,
the MN would have a life expectancy of 175 days.

Moreover, based on Fig. 14 the fuzzy mobility solution
has increased the effective triggers (ratio of successful
handoff triggers) from 4.15% to 8.1% by decreasing at the
same time the average total number of triggers from
108.5 to 18.5. The reduction of the unnecessary triggers
leads to the reduction of the energy consumption.
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Furthermore, the packet delivery delay of both mobility
solutions (Fig. 15) is inside the limit of 1 s, whereas in the
case there is no mobility management this delay is over 1 s.
The reason is that the packets are kept in the queue for
longer time due to the fact that the MN could be outside
the transmission range of its parent node.

Concluding, it is obvious that the fuzzy logic based
mobility solution performs better in comparison with the
RSSI-based mobility solution, and it fullfils some basic per-
formance requirements that were set for the specific appli-
cation environment (e.g. end-to-end packet loss less than
3% and an end-to-end delivery delay of no more than 1 s).

5.4. Comparison with conventional single metric-based
solutions

Based on the related work presented in Section 2 differ-
ent approaches have been proposed to control the handoff
procedure in several types of networks. Despite that, none
of these solutions was implemented and evaluated under
real testbed setting. In addition, none of these solutions
could be directly compared with our proposed solution,
since the settings and the configurations were different.
Therefore, in order to be able to compare our approach
and conclude about the suitability and applicability of it,
we proceeded with the implementation and the evaluation
of the most used approach that is the use of the RSSI met-
ric. In addition to that, we implemented handoff solutions
[51] that were based on single metrics approach as the Link
Loss, Burst losses and averaging (Simple Moving Average
(SMA) and Estimated Weighted Moving Average (EWMA))
techniques regarding the RSSI and the Link Loss. We this
approach we can exploit the advantages and the draw-
backs of the proposed solution. The evaluation of these
metrics was done using COOJA [56] simulator and the radio
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Table 4
Simulation parameters.
Simulation time 2000 s
Testbed size 40 x 30 m
Max. transmission range 20m
Number of simulations 100
Number of fixed/mobile nodes 13/1

Mobility model/Waypoint paths
Radio propagation model
Packet rate

Random Waypoint/10
GINSENG model [45]
1 packet/3 s

propagation model that we proposed in [45] that managed
to “mimic” in COOJA with high probability the refinery
behavior. The simulation parameters are shown in Table 4.
Since the number of experiments and the MN paths were
different from the on-site testbed experiments in this sec-
tion we present only the results obtained from the simula-
tion environment.

In these evaluations we introduce also a new metric
that it is called “on-time triggering” which indicates the
percentage of the successful triggers when two or more
end-to-end packets were lost. Table 5 presents an overall
comparison of the Fuzzy Logic-based solution with the sin-
gle-based solutions in terms of End-to-End packet losses,
power consumption, and on-time triggering.

The first important observation is that the Fuzzy Logic-
based solutions on average have higher on-time triggering
percentage which means that we can consider Fuzzy

Logic-based triggering as the best triggering solution. The
second important observation is the fact that the Fuzzy Lo-
gic-based solution with Pyesnoq = 0.06 shows the mini-
mum End-to-End packet loss and the higher on-time
triggering percentage. Despite that, compared to the
majority of the other solutions it shows increased power
consumption. However, compared to the Link Loss solution
with threshold 1% it presents 42% less power consumption.
The common characteristic of both solutions is the low
threshold values. Based on these observations, the next
step will be to find a way to minimize the power consump-
tion overhead of the fuzzy-based solutions. This could be
achieved by implementing an adaptive way to select the
threshold value based on the current behavior of the sys-
tem. Therefore, we consider that even though the specific
Pinresnolg thresholds, shown in Table 5, present a better per-
formance compared to the other solutions, an adaptive
threshold selection would improve the performance more
and especially in decreasing the power consumption and
increasing the on-time triggering.

5.5. System stability and boundedness

Our objective has been to control the handoff procedure
in order to choose the best attachment point, which, in
turn, ensures low End-to-End packet losses. Based on the
plot of Fig. 2 low End-to-End packet losses can be achieved
by minimizing the link loss and maximizing the RSSI. The
considered control system is shown schematically in
Fig. 16.

It can be observed that the Fuzzy Logic Controller pro-
vides the switching logic, which at any time chooses the
“best” attachment point in the sense that it is the one that
minimizes the Link Loss and increases the RSSI. The output
of the fuzzy controller is a value that, compared with a pre-
defined threshold, indicates whether the MN will initiate
the triggering procedure. When the triggering starts the
MN searches for a new attachment point. It decides to
handoff if the new attachment point (if any) fullfils the
handoff criteria. The stability analysis of the proposed con-
trol system is difficult due to the complexity of the consid-
ered plants, which makes the modeling procedure
intractable. The absence of a validated model of the plant
has motivated our fuzzy control design. However, we eval-
uate the stability and boundedness of our system using
phase plane analysis, which is common in similar cases.
We consider the RSSI and the Link Loss to be the states

Table 5

Experimental results.
Solution Packet loss (%) Total power consumption (mW) Number of triggers On-time (%)
RSSI threshold, —78 dBm 4.1 0.39 5.28 324
EWMA RSSI, t =5,a =0.33 347 0.368 0.77 17.92
SMA RSSI, n = 10 3.45 0.37 0.22 22.2
Link Loss, threshold 1% 2.42 3.11 2.25 453
EWMA Link Loss 10%, t = 5,a = 0.33 241 0.79 2.88 21.6
SMA Link Loss 30%, n =10 243 0.80 4.12 38.9
Burst losses, n =3 43 0.39 1.7 374
Fuzzy, Pipreshols = 0.06 2.1 1.8 14.2 61.4
Fuzzy, Pipreshors = 0.16 24 13 5.6 54.2
Fuzzy, Pypreshoid = 0.18 2.5 0.66 2.1 39.4
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of our system and we construct plots of RSSI versus the
Link Loss using simulations. Due to the inherently random
nature of the system, the output does not converge to a
single equilibrium point, however, the states of the system
remain within specific bounds. In Figs. 17 and 18 we show
plots of the RSSI versus the Link Loss, with and without the
FLMC.

25 30 40 45

Link Loss [%]

35

Fig. 20. Link Loss density without FLMC.

We observe that in both cases the states remain
bounded with a minimum value equal to 0% and a maxi-
mum value equal to 50%. Since stability in terms of bound-
edness of the considered signals is achieved in both cases,
the benefit gained of using the FLMC is that the controlled
system increases the probability of operating in a region
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Table 6

Link Loss statistics comparisons.
Solution Min Max Mean Median  St. deviation
FLMC 0 50 6.05 3.1 7.8
Without FLMC 0 50 11.4 7.1 12.7

Table 7

RSSI statistics comparisons.
Solution Min Max Mean Median  St. deviation
FLMC -89 37 57 —54 7.6
Without FLMC -89 -37 64 —65 9.85

which ensures high RSSI and low Link Loss values, which
has been our initial objective. This is evident in Figs. 17
and 18, which demonstrate that when the FLMC is used,
areas with low Link Loss and high RSSI are more densely
populated. In order to make this even clearer, we plot den-
sity histograms of the Link Loss and RSSI values both for
the controlled and the uncontrolled systems, which are
shown in Figs. 19-22. We observe that the use of the FLMC
controller manages to increase the density of the low Link

Loss values and at the same time increase the density of
the high RSSI values.

The non-zero density values at high link loss values are
due to the fact that there is no guarantee that the MN will
manage to find a new attachment point to handoff. In such
a case, the MN will show increased losses.

In addition to the above, Table 6 depicts statistics of the
Link Loss that support the claim that FLMC managed to
operate in regions with lower Link Loss and higher RSSI
than the non-controlled system. As we can observe, the
mean value without FLMC is 11.4% while with FLMC it is
at 6.05%. In addition, the FLMC system presents lower stan-
dard deviation.

Regarding the RSSI, we observe in Table 7 that FLMC
manages to operate in higher regions, something that is
evident by the mean and standard deviation statistics.

6. Conclusion

In this work a holistic approach to designing and imple-
menting a mobility management solution in WSN, to sup-
port mobile workers inside an industrial environment, was
taken. The proposed mobility solution efficiently maintains
the connectivity of the mobile node by controlling the
handoff procedure. In the design of this solution network
state variables which are readily available at all sensor
MNs were used. Thus, the proposed mechanism is generi-
cally applicable to any industrial WSN or testbed with
mobility requirements. This work moves beyond single
metric (RSSI-based) mobility solutions by proposing an
intelligent controller, based on fuzzy logic, in order to help
sensor MNs to control handoffs with a need for perfor-
mance guarantees. The applicability of the proposed
mobility solution was validated in a real testbed scenario
inside the industrial environment of an oil refinery. The re-
sults clearly show that the proposed mobility solution out-
performs the RSSI-based mobility solution in terms of
packet loss, packet delivery delay, energy consumption,
and ratio of successful handoff triggers. As future work,
an adaptive way of selecting the handoff trigger threshold
could be helpful in reducing the power consumption of the
Fuzzy Logic-based mobility solution.
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