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ABSTRACT

Today, wireless sensor networks (WSNs) are considered as an ideal solution for surveillance and controlling appli-
cation such as traffic control, environment surveillance, battlefield surveillance, etc. In WSNs, thousands of sensor
nodes expanded in a wide and control free environment are used. These networks are mostly influenced by vari-
ous attacks including Sybil attacks. In Sybil attacks, a destructive node creates several fake identities for itself. De-
ceiving network nodes, this node disturbs operations such as voting, data integration, fair resources allocation,
and anomaly detection. This fact, in its own, is a serious threat for WSNs. In this case study, after investigating the
available attacks to detect Sybil attacks in WSNs, we employed a method distributed with mobile agents and tem-
poral information to detect Sybil attacks. Packets loss rate was also evaluated before and after using the proposed

strategy.
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INTRODUCTION

A WSN consists of a great number of sensor nodes
scattered in the environment and used to measure
some physical quantities or environmental conditions.
WSNs were developed with the aim of surveillance
battlefields. However, today, they are used for many

non military purposes. Increasing the presence of
WSNs in military and civil contexts leads to the necessi-
ty of security.

Necessarily, sensor nodes have not predetermined and
certain place. Such a property allows us to release
them in dangerous or inaccessible places.

Wireless Sensor Network

Sensor Node Network
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Figure 1. Nodes in a WSN

Protocols and algorithms of sensor networks should
have self-organization capabilities. Each sensor node
has a processor on its board. Instead of sending all raw
information to the center or a node in charge of infor-
mation processing and concluding, the sensor node
firstly performs a series of elementary and simple pro-
cesses on its obtained information and then, it sent the

* Corresponding Author
Davoud Yazdanpanah

©JK Welfare & Pharmascope Foundation | International Journal of Review in Life Sciences

semi-processed data. Although each sensor has a slight
ability on its own, the combination of hundreds of sen-
sor nodes provides new facilities. WSNs, indeed, have
the power of applying a great number of small nodes
which are able to be combined and organized. They are
employed in various cases such as simultaneous rout-
ing, environmental conditions surveillance, and surveil-
lance the health of structures, or the equipments of a
system.

THE GENERAL PROPERTIES OF A SENSOR NETWORK
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Pair-to-pair network protocols create a mesh like
communication service to transmit information among
thousands of small devices through multi-mesh meth-
od. Adjustable architecture of mesh allows adjusting
with new nodes to coverage a greater geographical
area. Additionally, the system can automatically com-
pensate one or more nodes. Unlike conventional wire-
less networks, in WSNS, all nodes are not required to
directly communicate with the nearest power control
tower or base station. But, sensors are divided into

K
J'Qo'\

¥

Using additional sensors to omit coverage hole

Yazdanpanah et al.,, Int. J. Rev. Life. Sci., 5(10), 2015, 1363-1371
clusters such that each cluster selects a header cluster
or parent.

Each sensor in the network has a sensor area which
fully surrounds that area. Although full coverage of the
region is highly considered by sensors, some points
may be not covered by any sensor. These points are
called coverage holes.
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Figure 2. Schematic of coverage hole and the way of its omission

Enduring sensor nodes failure should not have any ef-
fect on the general function of the network. Therefore,
enduring failure can be introduced as “the ability of
maintaining operations of network in spite of the fail-
ure of some nodes”. Expansion capability of a network
should be designed in such a way that it can actualize
high density of sensor nodes as well. This density can
vary from a few nodes to several hundred nodes in a
region. Since sensor networks have been consisted of a
large number of sensor nodes, the cost of a node is
highly important to estimate total cost of the network.

SECURITY REQUIREMENTS AND VARIOUS TYPES OF
SENSOR NETWORK ATTACKS

Data reliability, data integrity, data freshness, accessi-
bility, self-regulation, secure establishment, using SeR-
Loc (Secure Range-In depended Localization), system
identification, etc.

Sybil attacks can be easily implemented in wireless
sensor networks since sensor nodes have been distrib-
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uted in an environment and communicate with each
other though radio waves. The same capability pro-
vides this possibility for hackers’ attack.

Sybil attacks are regarded as a new threat for wireless
sensor networks. In such attacks, a malicious node de-
ceives network nodes by creating fake identities for
itself [1-2]. These attacks can disturb operations such
as routing, voting, data integration, nodes’ validity
evaluation, fair resources allocation, and misbehavior
detection [3]. Voting-based mechanisms lose their effi-
cacy since some nodes are fake and their resulted in-
formation cannot be trusted [4].

Information security is highly important in some sys-
tems. For example, information confidentiality and
security is very important where sensors gather medi-
cal information or military activity of tanks. Sybil at-
tacks are regarded as the most important attacks in
WSNs since they can provide the necessary context for
many other attacks [5]. Further, they target control
traffic attack and cause extensive damages.
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Figure 3. Sybil attacks modes

With respect to the simplicity of implementing such
attacks and information sensitivity in such networks, it
is crucial to present strategies for detecting and coping
with these attacks. In these strategies, processing,
memory and power of WSNs should also be considered
to be practically used in these networks.

To defend against Sybil attacks, we should legitimize
the identity of each node presented by physical node.
To this end, there are two ways. The first way is “direct
confirmation’ in which a node directly investigates the
validity of another node’s identity. The second way is
“indirect confirmation” in which actualized nodes are
allowed to guarantee or deny other nodes.

In the following, the methods proposed to detect Sybil
attacks in wireless sensor networks are discussed and
the best method is evaluated in a case study.

SYBIL ATTACKS

Douceur claimed that under such distributed computa-
tional environment, a device can easily adopt several
identities and it is due to the lack of a central and reli-
able power. In the following, there are various solu-
tions proposed to detect Sybil attacks and omit them
at network level.

e  Encrypting and authentication

e Received information methods

e Intelligent methods

e Received Signal Strength Indicator (RSSI) [7]
ENCRYPTING AND AUTHENTICATION

In a symmetric encryption mechanism, each node has a
unique key with sump. Whenever two nodes have in-
formation to be exchanged, they firstly communicate
with sump and announce their willingness to com-
municate. Sump investigates the identity of the two
nodes through their symmetric keys and then, sends a
shared key for both of them to allow them to directly
communicate with each other. Reversely, when asym-
metric encryption methods are used, public and pri-
vate keys are firstly distributed among network nodes
and then, digital signature is created [4]. Public encryp-
tion key is not computationally affordable for small

©JK Welfare & Pharmascope Foundation | International Journal of Review in Life Sciences

wireless sensors.  Public encryption key or message
identity determination in sensor nodes take just a few
seconds [6]. Public Key Systems consume more
memory compared to symmetric key systems. Moreo-
ver, they significantly increase message size. Accord-
ingly, Public Key Systems significantly increase energy
consumption and band width. Therefore, most of
available encryption solutions for wireless sensor net-
works are based on symmetric key systems. However,
key distribution is regarded as an important challenge
in symmetric key systems [5].

Karlof and Wagner discussed the relative advantages of
symmetric and asymmetric encryption techniques to
protect wireless sensor networks against Sybil attacks
[7]. They asserted that wireless sensor networks are
susceptible to be subjected to Sybil attacks due to their
distributed and unreliable environment. To defend
against this attack, encryption keys and authentication
mechanisms of nodes have been proposed. Due to the
limitations of sensor nodes in saving and computation-
al resources, it is not an appropriate method. On the
other hand, using encryption keys cannot always cause
to detect and prevent Sybil attacks. Newsome et al.
proposed several methods including Radio Resources
Test (RRT) and a Random Key Pre-distribution to pro-
tect wireless sensor networks against Sybil attacks. The
mechanism of RRT is based on the assumption that
nodes in a network cannot be simultaneously transmit-
ted on more than one channel. When a node tends to
see whether it has been the victim of a Sybil attack or
not, it allocates a unique channel to each of its neigh-
bors and asks them to disseminate a verification mes-
sage on the allocated channels in a certain time. Then,
the so called group randomly sets its receiver on one of
the channels and waits to receive verification message.
If no verification message is received, the group is sus-
picious. It is due to the fact that malicious node cannot
simultaneously send verification message for all its
fake identities on several channels. Repeating this
trend, all fake nodes can be detected with a high prob-
ability. In this method, RKP of each node randomly
selects k keys from a large tank with m keys in such a
way that both nodes have one shared key certainly.
Then, the identity of each node is combined with the
identity of set of the selected keys and unique identi-
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ties are produced. Therefore, each node can be identi-
fied and authenticated by confirming some or all their
keys.

To prevent Sybil attacks, symmetric key encryption can
be employed [8]. In this method, Zhang et al. used one
of the important features of Merkel Hash Trees such
that each node of leaf can be verified and confirmed
providing that the amount of its parent is predeter-
mined. Moreover, this feature is employed in another
method in order that each network node can investi-
gate and confirm the identity of other network nodes
[9]. This method is efficient only in wireless sensor
networks with small scale. Authentication methods
often need to a large empty memory to save necessary
identity information (e.g. shared encryption keys, iden-
tities, etc.) and complex processing. Additionally, if an
attacker can intrude authentication mechanism, the
general integrity of protective mechanism is disap-
peared [4].

METHODS BASED ON INFORMATION RECEIVED FROM
NODES

In another method, to cope with Sybil attacks in wire-
less sensor networks, Su et al. investigated nodes’
identity through analyzing the information of neighbor-
ing nodes of each node [4]. This method benefits from
the reality that each malicious node offers a large
number of fake identity to present a mechanism to
protect wireless sensor networks against Sybil attacks.
In the method, the assumption of networks with high
density of nodes has been observed. The probability of
the fact that two different nodes have exactly the same
neighboring set is very low. In Sybil attacks, the faked
nodes have similar sets of neighbors since all of them
are related to a physical node, i.e. malicious node. Ac-
cordingly, the presence of malicious node can be de-
tected through investigating neighboring nodes of vic-
tim node or investigating whether some of these nodes
have similar neighboring or not (therefore, nodes are
Sybil). They evaluated the feasibility of their method
using both mathematical rules and numerically. They
also empirically evaluated its validity using 8 groups
(Tmote sky). The mechanism of defense is performed
by a normal node suspicious to be victim. The consid-
erable fact of the method is that the proposed method,
instead of attempting to inquire each node, relies on a
simple process of data gathering and analysis. Accord-
ingly, this strategy prevents the risk of intentional
wrong response and deceiving system’s detection by
malicious node. In another mechanism, improving their
method, they asserted that if malicious node can be
omitted, this node will not be effective anymore and
the rest of victim node’s neighbors will be normal
node. Since setting communication rage of sensor
nodes are widely performed [23-24], this method has
been used in this mechanism as well. Decreasing com-
munication range of victim node is continued as far as
malicious node is placed out of this range. Therefore,
malicious node loses its effect and the number of
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wrong detections is decreased. They continued to their
work in the reference [25].

In his dissertation, Bhuse proposed two methods in-
cluding Mutual Guarding (MG) and SRP to detect Sybil
attacks. These two methods complement each other
[26]. MG method is used when malicious node pos-
sesses the identity of one of neighboring nodes. Two
nodes which are in communication range of each other
can receive packets sent by another node. One mali-
cious node placed in the common area of the two
nodes cannot foist itself instead of each of these nodes
since it is detected by them. SRP method is applied for
MAC protocols that prevent collision through the ex-
clusive access to channel. This method is appropriate
when malicious node possesses an identity which is not
present in its neighboring. Then, Sybil attack is detect-
ed through information exchange regarding the num-
ber of received packets of each node and comparing
the number of sent and received packets.

INTELLIGENT METHODS

Banerjee et al. presented an intrusion detection mech-
anism based on ant’s colony for wireless sensor net-
works [27]. Zhang et al. also attempted to decrease the
effects of Sybil attacks on wireless sensor networks
through ant’s colony algorithm. In a network with Sybil
nodes, Sybil node can be connected to normal nodes of
network and accordingly, an edge is made between
Sybil node and normal node. Using the nature of ants’
colony algorithm, the number of malicious edges can
be decreased [28]. Quercia et al. proposed a non-
focused method to detect Sybil attacks in networks
with mobile nodes. In their method, each node of two
sets consisting of information related to nodes are
gathered and maintained. One set constitutes friend
network and another one consists attackers’ network.
The first set includes reliable nodes and the second set
includes nodes to which nod suspect [29].

ROUTING-BASED METHODS (RECEIVED SIGNAL)

Demirbas and Song suggested using received signal
strengths indicator (RSSI) to detect Sybil attacks [11].
Receiving a message from a new transmitter, node
computes RSSI of that message. The computed RSSI,
then, is ordered through the identity of the message
transmitter (existing in the message) and saved in a
search table. If in the future, node of another message
is received with the same RSSI but a different transmit-
ter identity, the incidence of a Sybil attack is an-
nounced.

Zhong et al. also proposed to employ RSSI ratio to de-
tect transmitter place through four surveillance nodes
[12]. The routing algorithm proposed in this research
can be used to detect Sybil attacks. Such that, receiving
a message, the four surveillance nodes compute
transmitter place and relate the resulted position with
transmitter identity. Receiving a message with a new
identity, then, transmitter place is computed and in
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case of any similarity, Sybil attack is announced. It
should be noted that it is very difficult and unnecessary
to compute place. In fact, attack can be detected
through computing and recording RSSI rate for re-
ceived messages. Therefore, they use two receivers
and RSSIs’ ratio in their study.

Wang et al. suggested a similar mechanism to detect
Sybil attacks in cluster-based wireless sensor networks
[13]. They implemented channel model in which the
effect of errors due to fading and path loss in commu-
nication channels of wireless sensor networks has been
investigated.

They, then, proposed a combinational method to de-
tect Sybil attacks. The proposed method detected at-
tacks with respect to RSSI received by nodes and con-
sidering information provided and sent by network
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nodes. They also presented a TDOA-based mechanism
to detect Sybil attacks in cluster-based wireless sensor
networks [14]. In this method, there are three guide
nodes in each cluster. Sensor nodes within a cluster are
heard by these three nodes. Guide nodes are informed
about their place (for example, through GPS system).
Sending message by nodes, TDOA is computed be-
tween transmitter node and guide node. TDOA rate,
then, is related with transmitter identity. When two
different identities with similar TDOA rate are ob-
served, a Sybil attack is identified. In another method,
a range finding technique is used to detect Sybil attacks
in wireless sensor networks. Since Sybil nodes are
caused by a malicious node, they are placed in a physi-
cal place. Accordingly, the distance of these nodes
(Sybil) from a series of nodes should be identical [15].

Figure 4. A sample of Nodes’ range finding

LV et al. proposed Cooperative RSS-based Sybil Detec-
tion (CRSD) method for wireless sensor networks that
employed received signal power to measure the dis-
tance between two nodes [22]. With the help of sever-
al neighboring nodes (the capability of nodes’ coopera-
tion), this method computes the distance between the
considered node and these nodes. In this method, it is
assumed that transmitting ability is identical and con-
stant for all nodes (normal and malicious). All Sybil
nodes have common physical place [11]; therefore, this
method uses the place of nodes and RSS to detect Sybil
attacks. To detect attack, a node puts those nodes with
the identical distance to this node and similar RSS level
in a group. Those nodes put in a group are Sybil nodes.

CASE STUDY

We conclude the discussion with a case study on an
operating packet with a function called Detect which is
in charge of detecting Sybil attack. Finding nodes suspi-
cious to Sybil, this function puts them in a list whose
algorithm will be introduced in the following. Here,
Srcld and Dstld fields are in charge of saving source and
destination nodes in transmitting from one node to
neighboring node.
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ALGORITHM

The presented algorithm includes two phases of net-
work preparation and network maintenance. In prepa-
ration phase, nodes are uniformly distributed and
placed in network range. In this phase, base station
randomly sends reliable nodes of the station based on
a desirable percentage. After receiving operating pack-
et, these nodes are selected as operating node. In
maintenance phase, neighbors identified as attack
agent are omitted. This process is performed during
several stages. In each round, nodes disseminate a
packet to construct a neighboring matrix and find
neighbors with frequency range.

After finding neighbors of each node, every entry of
neighboring matrix includes identities of nodes of
neighbor 1. Under these conditions, trudtbit and
agentbit related to neighbor are in false form in table.
As finding neighbors, single-nodes save a memory of
visited nodes. After finding neighbors and collecting
memories related to that round, each node creates a
packet called Msg including collected information as
well as information of node entailing identity, place
and so forth.

Detection algorithm is as following:
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1- listmsg < Receive-from-neighbors ();

2- foreach (msgi, msgj) listmsg do

3- if msgi.pos ==msgj.pos then

4- if msgi.id I=msgj.id then

5- Raise-alarm ();

6- if Check (msgi. History, msgj. History) == false then
7- Raise-alarm ();

ATTACK DETECTION

In this method, in each round, all operating nodes
compare themselves with each other through recalling
msg detection function existing in its list. This compari-
son is performed such that the information of msg
transmitters is firstly compared. The information of
transmitter node, then, is compared with the memory
collected by other nodes. If more than one node is ob-
served in a place with one round number, that node is
put as Sybil attack to that agent and makes trudtbit
agent for all nodes existing in Lid list false. In this
method, Ad Hoc on Demand Distance Vector (AODV)
protocol is used for routing. Also, to prevent collision in
Medium Access Control (MAC), CSMA/CA protocol has
been employed [12]. Collision is prevented to improve
the efficiency of CSMA. It works in such a way that if a
node is transmitting information, another node will not
be allowed to transmit; therefore, collision is mini-
mized.

100
9GO
80
701
B0
50

40

PacketLoss Ratio

30

20

Yazdanpanah et al.,, Int. J. Rev. Life. Sci., 5(10), 2015, 1363-1371

In the following, two series of simulations have been
performed. One series of simulations includes only
AODV protocol without any security mechanism and
the second series of simulations, the presented mech-
anism has been used. All the experiments have been
done in an environment of 200 200 m?2. The experi-
ments include several simulation implementations and
in each simulation, implementation time has been con-
sidered 20 minutes. The number of nodes is 100. In
each implementation, the number of Sybil nodes is 5
and these nodes have been uniformly distributed.

OUTPUT RESULTS

THE NUMBER OF PACKETS DELIVERED TO INVASIVE
NODES

The number of packets delivered to invasive nodes is
the number of packets delivered to malicious nodes. In
this case, it has been assumed that packet is disap-
peared in network when it arrives to malicious nodes.
PL rate refers to the number of packets delivered to
malicious relative to total packets transmitted in the
network. Figure 5 presents diagrams related to PL of
the network for the number of various malicious nodes
(5, 10 and 15) with different memory sizes (H) (10 and
15) compared to AODV protocol. As it is observed, PL
rate in the proposed method (H=15) is less than the
rest. It is due to the fact that more memory is main-
tained and accordingly, malicious nodes are identified
earlier and omitted from neighboring list. Also, AODV
protocol has greater number of Pl since no security
mechanism has been prepared in its.

AODY —t—

Length History H=10
P

Length History H=15
e e

5

1
10 15

number's of malicious node

Figure 5. Packet loss ratio to malicious nodes

OVERHEAD DUE TO ADDITIONAL MESSAGES

Overhead due to additional messages exchanged be-
tween nodes is important due to using mobile agents
to detect attack detection. To compute this rate, the
number of the exchanged mobile operating packets to
total exchanged packets of the network is computed.
As shown in Figure 6, AODV protocol has a less and
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constant overhead rate. However, firstly, higher mobile
operating packets are exchanged in the network and
this magnitude is gradually decreased. The reason of
such decrease is that after identifying reliable nodes,
the number of ordinary nodes exchanged between
nodes to operating packet is increased. As a result,
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operating packet use ration to total packets is de-

Yazdanpanah et al., Int. J. Rev. Life. Sci., 5(10), 2015, 1363-1371

creased.
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Figure 6. Overhead amount due to the performed simulation
CONCLUSION each node and mobile agent. Doing so, it prevents us-

In Sybil attacks, a destructive node creates several fake
identities for itself. Deceiving network nodes, this node
disturbs operations such as voting, data integration,
fair resources allocation, and anomaly detection. This
fact, in its own, is a serious threat for WSNs. Methods
that are proposed for wireless sensor networks should
consider the limitations of these networks in pro-
cessing resources, memory and power. Most of meth-
ods ignore these limitations to detect Sybil attacks in
WSNs.

It can be stated that encryption and authentication-
based methods are not appropriate methods due to
their need to heavy processes. Additionally, in these
methods, after intrusion to authentication mechanism,
the integrity of authentication mechanism is disap-
peared and entire the network is at risk. Intelligent
methods are regarded as new methods for attacks de-
tection. These methods are appropriate when they do
not lead to processing overhead. Localization-based
methods, sometimes, require additional hardwares
such as GPS and surveillance nodes, leading to the in-
crease of sensor network cost and energy consump-
tion. Another method is the method based on infor-
mation received from nodes. The mentioned methods
can be useful to detect attacks if the volume of trans-
mitted and received information on the network is
reasonable. High volume of exchanges causes commu-
nication overhead and the increase of energy con-
sumption.

In the present paper, we employed a detection mech-
anism for Sybil attacks in wireless networks. The sug-
gested method omits invasive nodes from neighboring
list of each node through using memory gathered by
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ing them for routing. Through falsing the validity relat-
ed to neighboring table of nodes, each malicious node
will be omitted. Agent is assembly code segment that
detects malicious nodes using the presented algorithm.
Therefore, secure routing is achieved.
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