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ABSTRACT Wireless Sensor Networks (WSNs) achieve much attention from various domains because
of its easy maintenance, self-configuration, and scalability characteristics. It is comprised of small-sized
sensors that interact with the Internet of Things (IoT) for observing and recording the physical conditions.
The sensor nodes are autonomous and construct inter-communication topology with each other in an ad-hoc
manner. However, the main restrictions of sensor nodes are their finite resources for energy management,
data storage, transmission, and processing power. Different solutions have been addressed by researchers
to overcome network performance due to bounded limitations of such battery-powered nodes, however,
equalize the energy consumption and maintain the network throughput are the main research problems.
Furthermore, due to the compromised nodes, the data is more prone to security vulnerabilities. Therefore,
their security over the unpredictable network is other research concerns. Thus, the aim of this research
article to propose a secure and energy-aware heuristic-based routing (SEHR) protocol for WSN to detect
and prevent compromising data with efficient performance. Firstly, the proposed protocol makes use of an
artificial intelligence-based heuristic analysis to accomplish a reliable, and intellectual learning scheme.
Secondly, it protects the transmissions against adversary groups to attain security with the least complexity.
Moreover, the route maintenance strategy is also achieved by using traffic exploration to reduce link failures
and network dis-connectivity. The simulation results demonstrated the SEHR protocol improves the efficacy
for network throughput by an average of 18%, packet drop ratio by 42%, end-to-end delay by 26%, energy
consumption by 36%, faulty routes by 38%, network overhead by 44%, and computational overhead by 43%
in dynamic scenarios as compared to existing work.

INDEX TERMS Artificial intelligence, data privacy, energy efficiency, heuristic analysis, wireless sensor
network.

I. INTRODUCTION
The field of Wireless Sensor Network (WSN) [1]–[3] is
exploring by a huge number of applications such as the mil-
itary, healthcare, smart buildings, agriculture to observe and
gathering the physical data. The sensor nodes are distributed
in a randomly or uniformly manner to gather the data on
a periodic or event-driven form. The end-users access the
needed sensors data from the base station (BS) through the
Internet with the help of wireless broadband channels [4], [5].
Although, sensor nodes perform a vital role in different
academic and industrial fields, however, many constraints
limit their performance. Some of the limitations are battery
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power, memory, transmission, and processing power [6], [7].
Among these limitations, the most important problem for
many applications is to improve the energy efficiency for
WSN with timely data delivery. The infrastructure of WSN
is characterized as unique from traditional networks, due to
its easy installation, management, ad-hoc and self-configured
attributes. Most of the solutions are based on multi-hop data
transmission towards BS, especially for the large scale net-
work region. Recently, different solutions have been pro-
posed by researchers to cluster the sensor nodes into different
boundaries. Each boundary has declared one cluster head for
a particular period, which aims to collect and forward the data
from members to BS [8]–[10].

As network size increases and the enormous number of
sensor nodes become a part of WSN, the network scalability
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with efficient data routing gain a lot of popularity between
the research communities. The routing protocols can be cat-
egorized for data dissemination either in static or dynamic
methods [11]–[13]. In the static method, the routing tables
of gateway nodes and routers are manually formed and
maintained. However, in dynamic topology, the routing
tables are restructured automatically whenever any event
occurs or changes come in the network topologies. Mostly,
dynamic methods are preferred by the researchers as com-
pared to static routing, especially in high-density scenarios.
However, in small network size, the static routing is more
suitable due to its lower overhead of processing power on
nodes and helps to transfer the routing information from
one protocol to another protocol, such phenomenon is called
routing re-distribution. Unlike wired networks, the wireless
network gains a lot of research attentions and challenges in
routing protocols due to its channels interference and unreli-
able nature of the transmission medium. Many solutions have
been proposed based on the extension of DSR and AODV
routing protocols for the wireless network [14]–[16]. But
most of them are not sufficient to deal with the dynamic
nature and low powered sensor nodes and still, the network
scalability, throughput with energy efficiency are some of
the significant research problems for constraints oriented
networks.

Moreover, IoT allows the anonymous exchange of physical
information between smart devices, radio frequency identifi-
cation (RFID) technologies, and WSN. The gathered infor-
mation is forwarded to BS through IoT-based sensors for post
analysis and decision making [17]–[19]. However, the low
powered sensor nodes more prone to security threats due
to their bounded constraints especially in terms of memory,
battery, and processing power. Such limitation significantly
increases the chances of unauthorized access and compro-
mised network confidentiality and integrity. Most of the
solutions for constraint oriented networks are proposed for
improving energy efficiency and data delivery performance,
but they overlooked the data security of sensors data and pro-
vide the gap for intruders to exploit the network information.
Therefore, in modern years, the secure and energy-efficient
routing solution must be designed for IoT-based WSN for
balancing the energy load and prevent the network data from
prohibited access, being tempered with and expose to mali-
cious nodes [20], [21].

This research article aims to propose a secure and energy-
aware heuristic routing protocol using artificial intelligence
for WSN. Due to its limited resources, the SEHR proto-
col is mainly focused on energy efficiency, reliability, and
secure data delivery performance. In this work, the artificial
intelligence-based beam heuristics [22] is used to achieve the
optimal data routing, and the SEHR protocol incorporates
aggregated residual energy, hop count, and link integrity
parameters to learn the routing decision. The beam-based
heuristics algorithm is derived from the traditional disci-
pline of Artificial Intelligence and it optimizes the conclu-
sions. Furthermore, based on beam heuristics, the SEHR

protocol develops a graph-based solution, which reduces
the memory and processing overheads of sensor nodes.
Moreover, the SEHR protocol makes use of the counter
mode (CTR) [23], a cryptography algorithm, to provide data
encryption and authentication for securing the inter-routing.
In SEHR protocol, each data packet is dependent on the
encryption of the previous data packet, which makes it more
secure and authentic. The proposed work not only capable
of dynamically sensing and isolating the malicious nodes
during the data security phase, while on the other hand,
it also provides the strategy for route maintenance. Both the
energy-level alerts and traffic analysis between BS and their
neighborhoods offer efficient load distribution and decrease
the problem of network disjoining. The SEHR protocol sig-
nificantly improves the network performance of low powered
sensor nodes in terms of various network parameters as com-
pared to other states of the art solutions.

The remainder of the paper is ordered into the subse-
quent sections. Section 2 discusses the literature review
and problem formulation. Section 3 presents a detailed
description of the SEHR protocol with its designed phases.
Section 4 presents the simulation model and performance
evaluation against existing work. In the end, Section 5 ends
this research article with future findings. Table 1 illustrates
the list of notations that are used in the SEHR protocol.

TABLE 1. List of notations.

II. RELATED WORK
In modern years, many protocols based on WSN have been
proposed such as healthcare, smart transportation, smart
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cities, and military system [24]–[27]. However, the sensor
nodes have bounded resources, therefore, such limitations
degrade the network performance and increase the demand
for energy-efficient and secure routing. In proactive rout-
ing protocols, the nodes exchange their information among
neighbors to update the node tables on a specific period.
Although the proactively based routing protocols determine
the data forwarding path much rapidly, however, such solu-
tions have a large number of control packets and network
congestion on the transmission links. On the other hand, reac-
tive protocols are also called on-demand solutions, as mostly
used in wireless networks. Whenever any node receives a
data packet then at that time the source node searches for
the next-hop by using neighbors’ information. Such solutions
have the least network overhead as compared to the proactive
based solutions, however, they need some time to discover
and forward the data packets.

The authors [28] proposed an adaptive competition-based
clustering approach (ACCA) for WSN, which provides multi
parameters for the selection of cluster heads. The factors are
residual energy, the centrality of the nodes, and the distance
between the cluster heads. The distance factor among cluster
heads is exploited in the proposed solution to distribute the
clusters with suitable sizes. Moreover, the data transmission
is based on multi-hop from cluster head to cluster head until
data packets are received at BS. However, the proposed solu-
tion does not consider the link evaluation in the selection
process of cluster heads and leads to a negative impact on data
delivery performance. Furthermore, the proposed solution is
not appropriate for large scale regions, as sensors data can
be leaked to malicious entities. In [29], the authors proposed
an energy-efficient fuzzy logic-based clustering technique for
WSN, which makes use of five parameters to determine the
strength of the nodes. Accordingly, the proposed solution
selects the nodes for the role of cluster heads. Moreover, it set
a condition to cope with the even distribution of cluster heads
in the network field. However, it floods too much control
packets for the selection of cluster heads and consumed addi-
tional energy resources. Moreover, the conditions of wireless
medium are not evaluated for data routing, therefore the
proposed solution is not suitable for under the presence of
malicious traffic.

In [30], the authors proposed a secure and reliable commu-
nication for next-generation networks in smart cities, which
aims to decrease the quantity of unnecessary traffic flow
between the edges by relying on node-to-node transmission
protocol. Moreover, the integration of fog and cloud lay-
ers ensures secure communication. However, the proposed
solution does not evaluate its routing performance in terms
of energy efficiency and network overheads. The authors
in [31], proposed Secure Routing in Multi-hop IoT-based
Cognitive Radio Networks under Jamming Attack, which
aims to improve the data delivery performance and secure the
routing path from source to destination. However, the routing
decision is not optimal by considering the significant net-
work parameters. Moreover, the performance of the proposed

solution is only analyzed based on the packet delivery ratio
and overlooked other network metrics. The authors in [32]
proposed a secure trust-aware RPL (SecTrust-RPL) routing
protocol for the Internet of Things to secure the communi-
cation from rank and Sybil attacks. Although, the proposed
protocol improves the routing performance against network
threats, however, the routing decision is not optimal and low-
ers data delivery performance. The authors [33] proposed a
novel security protocol forWSN using cooperative communi-
cation, which aims to improve the performance and resiliency
and data reliability against cyber-attacks. The proposed solu-
tion provides a data security MAC protocol that implements
a hash function to verify the message integrity along with
the simple key distribution mechanism to authenticate the
network entry. It improves network security, however, it is
appropriate with a small number of sensor nodes, and routing
performance is overlooked.

In [34], the authors proposed novel predictive efficient
energy consumption reclaim PEECR-based clustering rout-
ing approach for WSN. The proposed solution presents an
energy-efficient routing approach based on clustering dis-
tance between nodes, degree of nodes, and nodes residual
energy. The proposed solution is based on the swarm colony
optimization algorithm to achieve data routing. The exper-
imental results demonstrated the improved performance in
the comparison of other work, however, it incurs additional
energy consumption in the selection of cluster heads by
flooding many control messages and does not consider the
misbehaving nodes to ensure data privacy with integrity,
which results in compromised data security. The authors
in [35], proposed a particle swarm optimization (PSO) based
routing protocol. The proposed solution aims to conserve
the energy consumption of the gateway nodes for improv-
ing network lifetime and routing. Moreover, a novel fitness
function is designed based on the number of relay nodes,
the distance among gateway from BS, and load on relay node
factors. The simulated results illustrated better performance
than the existing solutions, however, it lacks the security
consideration and also links integrity is overlooked in routing
decision.

Authors in [36] proposed an enhanced hierarchical clus-
tering approach for mobile sensor networks using fuzzy
inference systems, which aims to reduce the energy conser-
vation and packet loss rate between mobile sensor nodes.
The simulation-based experiments revealed that the proposed
solution improved the performance for network lifetime and
cluster deviation than other work. However, coping with the
latest position of mobile nodes with nominal overheads is
still a problem in the proposed solution. Also, the mobile
nodes are vulnerable to security threats under the presence
of malicious nodes. In [37], the authors proposed a fuzzy
logic-based clustering algorithm (CAFL) for WSN, which
aims to increase the network lifetime and energy efficiency.
In this solution, the fuzzy logic is used for the selection
of cluster heads and clusters formation based on residual
energy and closeness factors. However, the optimal routing
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TABLE 2. Comparative analysis for energy-efficient and secure routing protocols.

performance and secure data transmissions are missing in the
proposed algorithm. The authors [38], proposed an enhanced
clustering hierarchy (ECH) approach for maximizing the life-
time of WSN. The proposed approach improves energy effi-
ciency based on the sleeping-waking method for overlapping
and neighboring nodes. Also, the redundant data is minimized
and ultimately it improved the network lifetime. However,
during data routing, the limited constraints of sensor nodes
are not considered. Moreover, the proposed solution cannot
cope with network threats over the insecure transmission
medium.

Authors in [39] proposed Heuristic data dissemination for
mobile sink networks, which aims to cope with hot spot prob-
lems and improves routing performance. To decrease the fre-
quent location update packets of the mobile sink, it proposed
a double ring that performs an intermediate role between
sensor nodes and sink. Also, it uses the heuristic function
based on residual energy, direction transmission distance,

and perpendicular distance and increases the network out-
comes. In [40], the authors proposed a novel heuristic-based
energy-efficient routing strategy in WSN, which aims to
decrease the load of energy consumption and packet drop
ratio. The proposed solution presents a novel African Buffalo-
based Two-tier Data Dissemination (AB-TTDD) strategy
using fitness function for monitoring the energy de-efficient
nodes at an earlier stage. Also, it developed a novel Tem-
porary Energy Mapping Algorithm (TEMA) for maintaining
the route by creating the reference node. The experimental
results demonstrated the improved performance of the pro-
posed solution than existing work in terms of packet flow
ratio and power consumption. However, the proposed solu-
tions do not incorporate any security schemes to tackle with
malicious threats. Moreover, the valuation of wireless links
towards the sink node is overlooked in network-wide routing,
which results in frequent route re-discoveries and data
retransmissions.
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FIGURE 1. The architecture design of the SEHR protocol.

The aforementioned related work demonstrated that WSN
has been explored by many academic and industrial domains
due to its flexibility and light-weight infrastructure. However,
the main problems in WSN are its lower constraints in
terms of various resources. The main important factor that
most of the researchers have been focused on improving the
energy efficiency for battery-powered sensor nodes. More-
over, the stable delivery ratio within a timely manner is
also considered the hot research problem for constraints
oriented networks. It is observed that the majority of the
routing schemes heuristic-based fitness function but they do
not consider scared constraint resources on the part of the
sensor nodes in the selection of next-hop, which results in
rapid energy consumption of the network field and com-
promised network lifetime. Also, they compromised to data
privacy and integrity against network threats. Furthermore,
most of the existing solutions provide network reliability in
the form of frequent Route REQuest (RREQ) and update
packets thereby result in huge data traffic with decreasing
quality of service. It is also seen that due to battery-powered
sensor nodes, the network data is accessible by malicious
nodes and compromised to network privacy. Although, some
solutions offer data security based on traditional security
approaches, however, they incur additional communication
overheads that slow down the process of data routing. There-
fore, the infrastructure of IoT-based WSN needs a secure and
energy-efficient solution with light-weight computations to
improve the process of routes discovery and maintenance
with trustworthiness. Table 2 demonstrates the compara-
tive analysis of different energy-efficient and secure routing
solutions.

III. PROTOCOL DESIGN
This section discusses the detailed description of the pro-
posed SEHR protocol and its phases. The SEHR proto-
col is developed for low constraint devices to improve the
network outcomes for energy consumption with efficient data

delivery and security. This work is comprised of two main
phases. In the first phase, the proposed protocol makes use
of an artificial intelligence-based graph heuristic algorithm
to optimize the decision for trustworthy data routing. The
beam heuristic exploits multiple parameters along with link
integrity to achieve intelligent next-hop selection and reduce
the memory requirement of the nodes. The second phase aims
to accomplish secure and authentic data routing based on the
counter encryption mode with computational simplicity and
randomness. The SEHR protocol encrypts and decrypts the
data packets in a parallel manner with decreasing computing
resources of the nodes. Moreover, energy-alert and traffic
analysis methods decrease the chances of route failures and
non-uniform energy consumption in the network field. The
architectural design with phases of the SEHR protocol is
illustrated in Fig.1. In this work, we highlight some network
assumptions that are as follows.

i. All the nodes are constraint in terms of resources,
excluding BS.

ii. Nodes remain static after distribution in the square
sized network area.

iii. Nodes have equipped with Global Positioning System
(GPS).

iv. All the nodes are synchronized so they can awake at the
same time for sensing and forwarding the data.

v. A malicious node floods a false route response for the
selection of appropriate next-hop.

A. ROUTE DISCOVERY
In the first phase, let’s consider that sensor nodes are set up
in the undirected graph G. In the graph G(N ,L), N indicates
the number of nodes and L is the optimized link between
two directly connected nodes n1 and n2. Initially, the path
between neighbors is computed based on the distance fac-
tor. In the first phase, the SEHR protocol makes use of the
heuristic function to compute the weighted value for find-
ing the optimum node as a next-hop. The heuristic function
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guides the routing decision about the direction towards the
destination node. In SEHR protocol, the heuristic function
offers a learned route to predict the most optimal neighbor
that leads to a goal. To initiate the route discovery phase,
the source node checks its route entry towards BS in a local
table. If it found the route that meets the requirements of
a hop count to BS hBS , aggregated energy ei and degree of
link integrity dli, the source node selects it as a next-hop and
directly sends the data packets to it. However, it might be a
case that there is no valid route exists according to the routing
needs in the local table of the source node. In such a case,
all the neighbors are requested to participate in the selection
process of next-hop.

The degree of link integrity makes use of the cryptographic
hash function to ensure whether transmitted data bits are
altered due to compromised links or not. Let us consider that
node i generates a probe packet of k bits and need to forward
it to the node j. Firstly the node i, pass the probe packet P1 to
hash function to determine its message codeM (c). Secondly,
the obtained message code is integrated with the actual probe
packet as P1 + M (c) and forwarded to the node j. Upon
receiving the probe packet P1 along with message codeM (c),
the node j recomputes the message code of the receive probe
packet P1. If the computed message code is the same as the
received message code, then j declares the integrity of the
received probe message. Moreover, based on the computed
hash value on a node j, the SEHR protocol gives the threshold
to a particular link either low or high. The low threshold
value is indicated as 0 and a high threshold value is exposed
by 1. The high threshold indicates that the particular link is
more reliable and may contribute to the least error rate. Also,
the aggregated residual energy ei is computed in two stages.
Firstly, each node continuallymonitoring the residual level el ,
and secondly, it also records the rate of residual energy around
its locality eloc as given

∑N
n=0men − cen, nε neighbor,men is

maximum energy and cen is the consumed energy of neigh-
bor n. Accordingly, the node with higher aggregated residual
energy is given a maximum priority. In the end, the node
looks into its local table and checks the counter value that
indicates the number of hop towards BS. The lesser the value
specifies that the node is closer to BS and requires the least
communication cost for data transmission. Finally, all the
computed values of aggregated residual energy, hop count,
and link integrity are summed up in a weighted aspect to
determine the heuristic function h(f ) as given in equation 1.

h(f ) = α ∗ (el + eloc)+ β ∗ 1/hBS + γ ∗ dl i (1)

In equation 1, α, β, γ are the weighting coefficients and
give a significant impact on the heuristic function. After the
computing of h(f ), each neighbor node shares its information
with the source node for predicting the optimal decision
to reach towards BS. The neighbor node with the highest
h(f ) indicates a stronger rank for the selection of next-hop.
Accordingly, the source node unicasts the RREQ packet to
the selected neighbor as a next-hop for data sending.

Afterward, the SEHR protocol utilizes the beam heuristic
algorithm, which is an informed search, and explores the
connected graph by increasing the most promising next-hop
in a partial set. The SEHR protocol optimizes the node tables
in the sense that it restricted the memory usage for storing
the non-promising nodes at any step in determining the next-
hop. In this work, the beam heuristic algorithm optimizes the
strategy to choose the optimal node as next-hop based on the
highest weight from all possible candidates. Such a mecha-
nism possibly decreases the computation and time complexity
of battery-powered sensor nodes. The SEHR protocol stores
a predetermined number w, which is called beam width, and
indicates the optimal states at each level. The performance of
the algorithm depends on the value of beamwidth, by keeping
its value minimum improves the space and time complexity
of sensor nodes. The beam heuristic is the improved form of
best-first search by using beam value. Let’s consider that d
indicates depth and b indicates the branching factors. Then
the time and space complexity can be computed as O(bd ).
Also, as sensor nodes are limited in terms of constraints,
therefore, based on the beam width, only w sensor nodes
are expanded in the graph by applying heuristics function
h(f ) and ignoring the other nodes. Accordingly, this process
continues until an optimal route is explored with the highest
h(f ) value, while decreasing the energy consumption and
communication cost in the sensor field. Let’s consider that
h(f 0), h(f 1), h(f 2), . . . , h(f n) are the highest weighted values
using beam heuristics, then their weighted sumW (f n) can be
denoted as given in equation 2.

W (f n) = h(f 0)+ h(f 1)+ . . . .+ h(f n) (2)

B. SECURING ROUTE DISCOVERY
In the second phase, the SEHR protocol focused on data
security for the selected beam heuristics-based routes. Also,
it offers the route maintenance strategy to ensure data connec-
tivity with the least network latency. The SEHR protocol uses
a CTRmode, a cryptography algorithm that enables the nodes
to encrypt the data packets in parallel with randomness [41].
The cryptography keys are pre-distributed to sensor nodes
before their distribution and later they perform data transmis-
sion with neighbors. To initiate the CTR encryption scheme,
three factors are needed i.e. data packet Di, a secret key K
and counter bits Ctr . The nonce Ni and counter bits Ctr are
concatenated with each other and pass through an encryption
function E using key K to produce a unique pattern of the
counter block CBi as given in equation 3.

CBi = E(K (Ni + Ctr )) (3)

Afterward, the source node ni performs XoR operation
between the counter block CBi and data packetDi to generate
a ciphertext Ci, and unicast towards next-hop ni+1 as given in
equation 4.

Ci = CBi ⊕ Di (4)

Upon receiving, the next-hop ni+1, increments the counter
bits by 1 and based on equation 3, it applies encryption
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function E on concatenation with nonce and the counter bits
to generate the new counter blockCBi+1 for data packetDi+1.
The generated counter blockCBi+1 is XoR with a data packet
Di+1, and the outcome is concatenated with the ciphertext of
the previous node Ci as given in equation 5.

Ci+1 = CBi+1 ⊕ Di+1 + Ci (5)

Accordingly, the sequences of ciphertext Ci,Ci+1,

Ci+2, . . . . . . ,Cn−1,Cn for nodes ni, ni+1, ni+2, . . . ., nn−1, nn
are received at BS, and it implies the decryption function D
with the same key to obtaining the actual data packetsDi such
that i = 1, 2, 3, . . . ., n by using equation 6.

Di = (D(K(Ni + CBi)⊕ Ci (6)

C. ROUTE MAINTENANCE
Moreover, to achieve route maintenance, the alternate routes
are identified if the selected next-hop nodes fall their energy
levels to the particular threshold energythres. Such a mech-
anism decreases the chances of route breakages and data
re-transmissions. Whenever any energy de-efficient node is
identified in the routing phase, it quit from data transmission
and unicasts the error message routeerr to the source node.
The source node executes the heuristic function to determine
the highest weighted node, and accordingly, the new next-hop
is selected to resume the data routing. The energy threshold in
route maintenance significantly decreases the route breaches
and network latency. Furthermore, the next-hops located in
the neighborhood of BS have to relay more data packets
than farther ones. Such nodes are overloaded and lead to
a consumed high ratio of energy resources in data routing,
which results in increasing packet loss ratio and network
dis-connectivity. Therefore, the SEHR protocol evaluates the
traffic ratio Tr between BS and their neighborhood next-hops.
Let’s consider that bd is the bandwidth of link from next-hop
i to BS, Pt shows the number of packets that are transmitting
on the link from next-hop i to BS and Bt is the maximum
bandwidth, then the traffic ratio Tr can be computed as given
in equation 7.

Tr(i,BS) = (bd − Pt )/Bt (7)

Afterward, if the traffic ratio between the next-hop i and
BS is exceeded then the certain threshold, it left from data
forwarding and sends back an acknowledgment ACK packet
to a downstream next-hop for the selection of an appropriate
forwarder. Consequently, the source node floods the RREQ
packet to neighbors to compute their weight, and accord-
ingly the fresh next-hop is selected based on the heuristic
function h(f ). Such a mechanism of SEHR protocol con-
siderably increases the route conservation and stability for a
longer time.

IV. SIMULATION SETUP
In this section, we present the simulation setup and exper-
imental results of the SEHR protocol against SecTrust-
RPL [32], heuristic-based energy-efficient routing [40], and

PSO-based routing [35] solutions. The values of weighting
coefficients α, β, γ are assigned in such a manner that their
summation must be equal to 1. The experiments are con-
ducted in the simulator tool NS3, which is open source and
mostly used by the research community to verify statistical
results. The simulation experiments are performed based on
two different scenarios i.e. varying data generation rate and
the varying number of nodes. The data generation rates are
considered to follow a Poisson distribution [42] and varying
randomly in the range of 5 to 25 seconds. Furthermore,
the network performance is evaluated between the SEHR
protocol and existing work using network lifetime, energy
consumption, network throughput, packet drop ratio, faulty
routes, and network overhead. To evaluate the security level
of the SEHR protocol against the existing solution, several
malicious nodes range 10 to 15 are deployed in the network
field, which aims to flood malicious traffic and drop the data
packets. The deployed number of BS is set to 1 and placed at
the coordinates of (100, 150). The transmission range of all
the nodes is set to 20m. The initial energy level of nodes is
set in the range of 2j. The simulation time is fixed to 1000sec.
The data traffic between sensors is based on a constant bit rate
(CBR). The data bits in an individual packet is set to 32.

We supposed the energy model adopted in [43] for the
analysis of energy consumption as given in equations 8 and 9.

ETr (k, d) =

{
Eelect ∗ k + k ∗ E fs ∗ d2, if d ≤ dt
Eelect ∗ k + k ∗ Eamp ∗ d4, if d > dt

(8)

ERx (k) = Eelect ∗ k (9)

In equations 8 and 9, d denotes the transmission distance, dt is
threshold distance, k is number data bits, Eelect is the amount
of energy consumption in single data bit, Efs ∗ d2 or Efs ∗ d4

denotes the energy consumption of amplifier from sender to
receiver.

Table 3 lightens the default values of parameters for net-
work and simulation setup.

TABLE 3. Simulation parameters.

A. ANALYSIS OF NETWORK THROUGHPUT
Fig.2 and Fig. 3 illustrates the performance of network
throughput in terms of a varying number of nodes and
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FIGURE 2. Network throughput and number of nodes.

FIGURE 3. Network throughput and data generation rates.

varying data generation rates. The experimental results
revealed that the proposed protocol improves the network
throughput by an average of 17% and 19% as compared to
existing work. This is due to the construction of a robust
routing decision is involved in the design of the SEHR proto-
col with the least communication overheads on sensor nodes.
Unlike other solutions, the SEHR protocol incorporates the
link integrity factor based on cryptography hash function
and determines the most reliable and trusted transmission
path for data forwarding, which leads to improved network
throughput. Moreover, the use of CTRmode for data security,
the SEHR protocol reduces the chances of malicious nodes to
degrade the data delivery performance between sensors nodes
and BS. Moreover, the method of traffic analysis between
neighborhood nodes and BS higher increases the outcome
of packets delivery and network connectivity. The SEHR
protocol provides an energy-efficient, shortest, and less over-
loaded routes using the artificial intelligence beam heuristic

FIGURE 4. Packet drop ratio and number of nodes.

FIGURE 5. Packet drop ratio and data generation rates.

technique to achieve a better way for data conversation in the
network field.

B. ANALYSIS OF PACKET DROP RATIO
Fig.4 and Fig.5 depict the behavior of the SEHR protocol
against the existing solution in terms of a varying number
of nodes and data generate rates. The experimental results
demonstrate that the SEHR protocol decreases the packet
drop ratio by an average of 42% and 42% in both the net-
work scenarios. Unlike other solutions, the SEHR protocol
is designed weighted function based on residual energy, hop
count to BS, and link integrity factors by using beam heuris-
tic algorithm. Such a strategy offers the selection of most
energy-efficient and trustworthiness nodes for data routing.
Furthermore, the combination of CTR based data encryption
with its simplicity and randomness functions also increases
the level of network reliability and it is tough for malicious
objects to drop the sensors data. Moreover, the avoidance of
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FIGURE 6. End-to-end delay and number of nodes.

FIGURE 7. End-to-end delay and data generation rates.

the link integrity factor in the existing solutions increases
the probabilities for malicious nodes to produce fake and
anonymous packets and decreases the available capacity of
wireless channels to forward data packets and degrade net-
work performance.

C. ANALYSIS OF END-TO-END DELAY
Fig.6 and Fig.7 illustrate the performance of the SEHR pro-
tocol with other solutions in terms of a varying number of
nodes and data generation rates. It is observed from the exper-
imental results that the SEHRprotocol reduces the end-to-end
delay ratio by an average of 25%, and 26% than other work in
the presence of malicious nodes. This is due to the selection
of optimal nodes as data carriers based on multiple criteria
and give equal significance to each factor. The sensor nodes
in the existing solutions deplete the energy resource rapidly
due to the malicious traffic and more prone to failure, which
results in increasing end-to-end delay. Moreover, without
proper determination of link reliability, the constructed route

FIGURE 8. Energy consumption and the number of nodes.

FIGURE 9. Energy consumption and data generation rates.

is not able to forward the sensors’ data for a longer time,
and ultimately, most of the time spent in finding alternate
routes and endure high network latency. Unlike other solu-
tions, the SEHR protocol chooses the energy-aware and more
consistent route for data routing and decreases the chances
for route re-discoveries with the least re-transmission. Also,
the SEHR protocol makes use of an artificial intelligence-
based heuristic function, which is light-weight and makes
the routing decision more intelligent. Such a routing strat-
egy eventually reduces network congestion and appropriately
exploits the bandwidth ofwireless channels for routes the data
packets with minimal network delay.

D. ANALYSIS OF ENERGY CONSUMPTION
In Fig.8 and Fig.9, the performance evaluation of the SEHR
protocol against the existing solution demonstrates in terms
of a varying number of nodes and data generation rates. The
experimental results revealed that the SEHR protocol mini-
mizes the energy consumption in the presence of malicious
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FIGURE 10. Faulty routes and the number of nodes.

FIGURE 11. Faulty routes and data generation rates.

nodes by an average of 39% and 33% respectively. This is
due to the SEHR protocol stabilized the routing paths for a
long time because of the intelligent and fault-tolerant routing
strategy. Such a strategy minimizes the ratio of additional
energy consumption in RREQ and response packets and ulti-
mately nodes with higher energy levels are appointed as data
forwarders. Unlike other solutions that overlooked the link
integrity and consumed excessive energy consumption on the
maintenance of the routing paths due to the undue number
of route breakages. Our SEHR protocol utilizes the cryptog-
raphy hash function in the valuation of link trustworthiness,
which results in avoiding many data re-routing practices and
make less interference on the transmission links.

E. ANALYSIS OF FAULTY ROUTES
Fig.10 and Fig.11 illustrates the performance of the SEHR
protocol with the existing solution to determine faulty routes
in terms of a varying number of nodes and data generation
rates. It is observed from the experimental results that the
SEHR protocol decreases the ratio of faulty or damaged

FIGURE 12. Network overhead and the number of nodes.

FIGURE 13. Network overhead and data generation rates.

routes by an average of 36% and 40% respectively and
increases the level of data security over the routing paths. This
is due that the SEHR protocol optimizes the selection of rout-
ing paths based on beam-based heuristic function. Moreover,
the heuristic function provides intelligent decisions by using
multiple parameters including link integrity, which leads to
data consistency. Furthermore, the SEHR protocol makes
use of energy level alerts and traffic analysis to identify
the energy-deficient nodes in the existing routing path and
decreases the chances of route breakages. Also, the SEHR
protocol offers data security based on CTR mode encryp-
tion and ensures reliable and error-free routing with minimal
overheads. The SEHR protocol toughens the routing paths
with light-weight XoR based data encryption and decryption
mathematical operations.

F. ANALYSIS OF NETWORK OVERHEAD
Fig.12 and Fig.13 depict the performance of network over-
head for SEHR protocol and other solutions. The per-
formance of such a network metric aims to analyze the
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cryptography-based communication burden on the sensor
nodes. Although, the network overheads increases due to the
computational cost of cryptography-basedmethods, however,
it is seen from the simulation results that SEHR protocol
improves the network overhead by an average of 46%, and
40% in terms of a varying number of nodes and data gen-
eration rates as compared to other solutions. This is due to
the utilization of light-weight XoR based computations for
data security between sensor nodes. Moreover, the SEHR
protocol makes use of the concept of pre-distribution secret
keys among sensor nodes, which reduces the usage of mem-
ory and no additional processing burden is required on the
part of sensor nodes. The SEHR protocol performs secure
routing based on CTR mode encryption using the secret key
with encryption and decryption functions. Based on CTR
mode the SEHR protocol performs the data encryption in a
parallel manner and random access to encrypted data. Such
a mechanism explicitly decrease the overheads in terms of
communication between sensor nodes.

G. ANALYSIS OF COMPUTATIONAL OVERHEAD
Fig.14 and Fig.15 illustrate the performance analysis for
computation overhead between SEHR protocol and other
solutions. The SEHR is based on twomain factors i.e. energy-
efficient and secure data transmission, therefore, its com-
munication overhead increases under a varying number of
nodes and data generation rates. However, it is seen from
the experimental results that SEHR protocol improves its
communication overheads by an average of 43%, and 43%
as compared to other solutions. This is due to the SEHR
protocol makes use of an artificial intelligence-based heuris-
tic beam search method to determine the optimal routing
path with predefine search width, which reduces the space
and time complexity of the solution. The proposed solution
significantly decreases the additional communication over-
head in routing performance due to the incorporation of the

FIGURE 14. Computational overhead and the number of nodes.

FIGURE 15. Computational overhead and data generation rates.

link integrity factor in heuristics function. Also, the XoR
operation using lightweight CTR mode, the SEHR decreases
the computational burdens of sensor nodes for providing data
security in the presence of malicious nodes.

V. CONCLUSION
The paper presents a secure and energy-aware heuristic rout-
ing protocol for WSN, which aims to optimize the routing
strategy with the intelligent decision against malicious nodes.
The SEHR protocol focuses on critical factors such as energy
consumption, secure data delivery, and route maintenance,
which are the essential constraints to achieve reliable and
trusted transmission for WSN. The SEHR protocol provides
artificial intelligence-based heuristic function, which uses
residual energy, hop count to BS, and link integrity factors
to improve the network performance in terms of data rout-
ing and reliable transmissions. Also, the analysis of traffic
exploration in the vicinity of the BS helps to prevent the
network disjoining and improves route maintenance. More-
over, the SEHR protocol provides data security based on
light-weight, simple, and randomness characteristics of the
counter mode encryption algorithm. The simulation-based
experiments are conducted based on the number of nodes
and data generation rates. In the future, we aim to improve
the SEHR protocol by using some light-weight machine
learning-based techniques to make the network more intel-
ligent with fault-tolerability. Also, the energy efficiency
and routing performance can be further improved by con-
sidering asynchronous duty cycles between the sensor
nodes.
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