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Conits 35S pgs idu lypeal 5 K =Ms @ h(di || T aslore b Ui )5 piomen .08 oo 0l |, GWN o5
M'10 =h(SK || Mg || Mg || laie acwlxe b Ui 15 Lol 1o a8 oo duslima | oo s 0udS «(Sj 0,5 0 bogs 10)
56 alisd cpl js aiS e Jeols Gliell Sj 0,8 og el 5l M'10 =? Mio 8L, Jlaie b o)l awslis g T3 || Ta)

ol oaal ¥ S5 5 518l 51 ol (stalos sy oo 0l & Sifge b case 5
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U; 5; GWN
Knows its ID; and PW; Stores SID, xj and h(Xgwn||1) Stores its master key Xgwy

Has a SC = {ri,e;, fi, i}

User: Inserts SC into a terminal
User: Inputs PW/ and ID!

SC: MP! = h(r;||PW/)

SC: e; =h(MP!||ID!)

SC:d; = fi h(MP!||e;)

SC: h(X(,‘WN) =g k(MP:”dr)
SC: My = ID;& h(h(Xewn )| Th)
SC: Chooses a random nonce K;
SC: My = K, h(di||Ty)

SC: M3 = h(M)||M:||Ki|| Th )
User: Chooses §;

{M1, My, M5, T} }

Checks |Ty — T,| < AT
ES[DJ' =S8ID; ¢ h(h(X(;WN” ])”Tg)
Chooses a random nonce K;
My = h(x;|[Ti[|72) & K;

Ms = h(SID;||My T, | T3] K )

{M My M3, Ty, T, ESID j, My, Ms }

Checks |1 — T;| < AT

Sm} = ESID; & h(h(Xoww|[1)]|12)
.t’,} = h[SID}HX(;WN)

K} =My @ h(x3|| 1| 12)

Ms =2h(SID}|[Ms |73 || 15]|K})
1D} = My @ h(h(Xgww )| Th)
di = h(1D]|Xgwn)

K =M>@&h(d)||h)

My =h(My||M K| T;)

Ms = K; @ h(d]||T3)

M; = K{ & h(x}|| T3)

Mg = h(Mg||d;]| T3)

Mgy = h(M;|| X} T3)

{MﬁsM?sMHsMgs]Z§}

Check |13 — 1| < AT
My Z}h(M}'HtJ”)';)
K = M7 @ h(x;||13)
SK = h(K; ©K;)
My = h(SK|| Me||Ms|| 75| 73)

{Mg, Mg, M0, 75,14}

Check [Ty — T,| < AT

Mg =2h(Ms||d;||T3)

K} = Mg @ h(d|| 1)

SK = h(K; ® K)

Mg =7h(SK||Ms||Ms|| T3] 73)

[Pl sl 5 9 015 s gk 10 Cagn 31,21 9 9959 51V b
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UAKAS #,b @ alos g sl Judexi ¥

el as o el ol YU cuel p e b ol GB s sleol w8 e S o colaiul XOR 4 5l slo Slae
o] o.»i‘)o)l.i‘)l LQQTQﬁ})OASC«Msﬁﬁ)WngA? L;LQWL’C)L

1915 051,38 s ) ¥

o3liiul 03lg,35 g wialige )5 5l a5 Cewl 0,555 g3 Cagn Sl il S gl 5 g 35 G Lawgs ol )b
SleMbl 45 Wilgh co gl cBly palpe Cewd @ (ol 0u030/ HaieS) o o 4 Lo aiadige S5 pl a5 Sl oS e
2 b5 (LOgiN) 5555 56 10 Wil s p2les abizd (ol j0 08 oy (s SC= {1, €0, fi Gif )5 (9,0 (ol
-0 < & |, MP' = h(ri || PWY) jlaie (PW') 0315,38 51 ilize lacdl> 10,5 bl g M jlade il cowd
MP'i Jlaio 3l prlas s 5y plovl ) 6,05550 dhos 3,k 51 ilgs o 03ls,d8° 51 cilizes glacdle (30,5 ool 0
SC i1, i ofi polie pales ol S8 @ p3Y .08 o ooliwl i = fi @ h(MP'i || 1) aculxs ly ssslcwwsas
- oo Jlo) S 0,5 4 oyl agos JUI 52,k 51 1, M1, M2, M3, Tad plo Ui o)l5 (92 &)T3lim wconl 03,5 2l 5ol
s 31 s 4 [, Ki = M2 @ h(di ] T1) o wilsi o plge 5y02l5l S 952 1 play oyl Sl 508 arlgpo caiS
M3 Jlaie o 5 03,5 amnlas [, M3 = h(My || M2 || Ki || T1) jlade sawlcwsa Ki 5l oolil b w>lgs
S plp 0o ,Sd polie 51 .(M'3 =7 Mg)A;SGA dlio (ol oges JUIS 5l ool sgids M3 jlaie b 1, oodsammle
ol 005 el uibsn 03l5)38 s Dlides 45 05 oo Jol> bl o2l
g1 Cewd a1y (Ki) )18 it oS (5 5 )57 035,35 ol 00y 3850 p2lge il (] b
el 35 O g0y 03l5,05 i dlex ol 5l slasds

SC=A{ri, &, fi, i} o 090 Sledbl @ (cwyiws 3 SC (o9l cws ) al> (o @

MP'i = h(ri || PW') acoloe g 03l5,35 oo Y al>p0 @

di =i @ h(MP'i || €i) acolee s MP'i oo 5l ooliznl ¥ al> o @

Ki=M2@ h(di || T1) acobxs g i jlode 5l ooliiwl :f al> 0 @

M3 =h(M1 || M2 || Ki || T1) acsle o Ki jlaie 5l ooliul 0 al> 0 @

el 0391 ol iipe 031338 i Sllas a5 05 o Sl oliceb o2lie M'B=M3 51 5 al> e

5 dwlod ais .y Y
ei =? N(MP'i ;o IDi I gglins slacdls 10,8 bl b1y 515 awlits wlgs co parlos )5 0519,35 i 51 un
Dpdy bl 6,108508 ale 3 b 5l wilgi o (ID') 5 anliss 51 alise slacdl> (48,5 oloial 0,91 cows 4 || D)
- 0 damole (V-Y=F) 118 0519,35 2iS ¥ al> 0 0 1, MPYi Jlaie g 2l 5el SC;l1, e jlase ploe ldls az gy b
30 ISy U ogd Ol S5 (B ojlaslay anlis Job a5 clils cdo wb o yidu ol o oalio Lol dlos 4y azgi Ly aiS
(CaV YA JBlas anliss Jeb)asl cpel (Sde> iz plp

! Dictionary attack (brute force attack)

2% 14C.iust.ac.ir




www.NetSimulate.net Sllre 5 65 amalS slo Al (g5l ad gz 1o - Cdgons <6 ol

2017,

Sl § 6 )83 (Ol 33 Mollcgnd il 5 cyuag E_(T:

el g, Homepage: http://idc.iust.ac.ir

2 obed cole,y puc VLY
di=fi D aie wig o oxlos (W ¥) Lidu ;0 MP'i jlaie aculore usw 5 0319,38 (rumo o) @S 5l e
I 0 s fic8ipolin o) conl 55 @ p3¥ S alxe 1, h(Xewn) = Gi @ N(MP'i || di) axs,o s h(MP'i || €i)
5L {M1, Mz, M3, Ti} slo Ui )15 a5 o5n |, M1 g T1 polie palge 08 Jb aiS o g5l dieign &)l8
1, IDi = M1 @ h(h(Xewn) || T1) lais wlgs co molos Ll 50 008 oo 09t S oo Jloo)l S a0 el JUIS (55,0

“'\"SLSA" WLC) |) )..)lS 6@[...@5 L{bu] le.cb‘ d)’l?f @3_,15).’3 Ol).: Ls).uw Ja.wj.' od.uc\j‘)‘ C).b u.ul).:Lu VLY d.....ul.‘}us

oS Gis @ 848 e 3890 Ki = M2 @D h(di || T1) jladie aclxe b oalgs s S3 () Y) Coand j0 a5 j9bylon
pls GWN 55 a5 olfin wugn 5ol 56 40 1, Me jlade wlgs oo males sl om S Ty (cmoyws (Ki) )5 ot
Sl b sgdae 3390 ol alamd ol j0 a8 Seid S oo Jloyl el segee JUI Gk 3 Sj o8 4 1, anb
a1, SK = h(Ki @ K'j) cowis odS Jlaie s g 08,5 alxe |, K'j = Me @ h(d'i || T3) lais saslcwsa
L, T3 jlade cpwiomed 5 dmlone )l 051,05 aiS ¥ al> e o |, i Jlaie aaloe a5 cunl s yglol a a3¥ w05l cons
ol 05,5 3518 S o Jlo)) S 0,5 sl 1y 9l ply GWN a5 olSin

5 Jo> alos 0 Y
Jaie Ki olas sae Ky bl b palis ) ¥) Coand 5o i e dnsls 5 515 oz o5lgydS RS 5|
M3 = h(M1 || lode 5 05,5 ool oaiaculos M2 s 5l 5l s 035 s s |, M2 = Kj @ h(di || T1)
Ui 5,5 a5 Gloj cage 512156 50 1, Tag M polis oarlee ol 183 a5 05¥ 05100 o 4 1, M2 || Ki || T2)
ozl 53 o S e 558 05 on Sl §] K 05 & ol sagae JUS 3o 511, M1, M, M, Ta} ol
Sboj ezl Sl 5l Sj K 05 S e Syl 3,50 Sz 05 |, {My, M, M3, Ta} oly
e S 05 05 ol )90 Sloj cenzp ST S oo gmp ST Ao 5l 6 Solz sln 1, (ITa-Te| < AY)
plo Ms g Ma lade acolome 51 o g 00,5 ol (Kj) olay sae S Sj K 0,5 LS oo Al | ESID;
S o Jloy) GWN o 1, {M1, M"2, M3, Ty, T2, ESIDj, Ma, Ms}
di =h(ID'i || dD'i = M1 @ h(h(Xewn)[| T1) sslie (IT2-Te| < At) loj 2 oy 3l g GWN o5
M'3 = ke saslccwoas polie 5l ooliiwl L GWN Ll 1o 0iS o aul=e |, K = M™ @ h(d'i || T1) s Xewn)
oo 2l o M3 L oselessay M's luie LT a8 QS o oy 2 e § S50 0 e 4 [, (M| M™% || K'i || T2)
el Ui o )5 b 5l aly a5 wiS e b GWIN 65 55, M's = M3 51.(M'3 =2 M73) .5 L el il

1wl ool
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LS g cval UAKAS b f
G5 9 oLl Cagr sl Gln @l 5 g o5 G bawg ol gib Sliep aBloge (>ib 23w nl o
oge saiasl)l cpal UAKAS 7 b g o @l Lil o il papbo 5 (e Guilotiol pum o0 jKw> gloaSis jo oS
3B ez sl eadall )] ik oran ol 0ulaid I L3 o b sl Sgage j0 blosl Coles a5 (s ebas tol eilS 5 g
- a0y o] s s daalol jo a8 sl sal LSiT Caga 5l 5 5 09,9 5B cabeud B gslailel, 5l LB 5 Lo

g

(st 1 b 518) (s 3hlely 51 b 5060 F
ol Jsb 5 b 00l pmedgs (1 ¥) Ui 50 45 el cyadiny 0Bl | ko ailan sabedl| b (sjlaslel, 51 L 5l
S s 0,55 5 0y Sj o) yn sy |, {Xownsj | 1STj<EMY onsanslis S1xsl 4 oS 3 GWN o5 6
O 00barnlds STosl a4 oS cal pbead 5B y0 ol 51 solatwl (XGWN-S)) eabarslds STl 4 olS 5l Gua
Slass o5l 0,0l 1, GWN o5 |15 cpl 0S5 Gi> pbeds 56 5l am Gl e 1, (XGWN-S)) GWN o5 5 b S
(4l3l>) poli Coogamma s1o LodSiads 455% ol 1o La 45T 12 £ 4Ll Ay 4 4l s g |y K 0,5 (6 s

ﬁbw )'lé Yy
ral.:w )L‘é el o.\..iﬂj‘)‘ o) o..\.i:é\f")\ C)Ja A Comd Lg‘éb‘..\w 5.% 9 L'::’)} u_:‘).»...’u L: u“" UAKAS C).‘o Inl.:w )ls

>

S 0 (50053 o (] (o ol 51 el iy eal ksl b ailes Bl o Km0 )T
A plices

L, MPi = h (ri || PWi) Jlais fi Bolas sae adgs g PWi 0315,38 o IDi awlis ol 51w Ui p)l8
<l 5l o 23S oo JUo) GWN o5 6l cogoe JUIS G,k 5L {MPi, IDi} ply (s 9 03,5 amlxe
KGWN) 395 el 0S5l ool L 1, i = h (IDi || Xown) 5 € = h (MPi|| IDi) Jlaze GWN o5 ol
fi=di @ h (MPi|| 58i=h (Xewn) @ h (MPi|| di) sl laie GWN 6,5 15l s oS oo drnlins
Ui 5,5 Gl 1y o] g 0iS oo 0,058 siedbgn o)l aasl> o |, {8, Ti, Gi} polie (w5 00,5 oo 4 1, €4)
(SC = arcsgs oyl 10 1, Qi L 9 09,5 als [, Qi = 1 D IDi oo Ui 5,157 Ll yo iS00 Jo)|
sl Cenl S @ a3 0y e obb ) pbcwd Sl olas ool b oS o 0,53 {0, €4, i, 0i})
043030 Diygo )0 S n el Jas pl g Cowl diedigr OIS 0 T lode KT 0 053 sae jslateas O lade

Sl odal S j0 56l 5 a8 iales oS o s T ladie 4 Bilgl elge o157 oo b o
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Ui GWN

Chooses ID; and PW;
Select a random 1;
MP; = ]J{l‘i || PWi}
[MP;, IDJ
_—

&= h(MP; || IDy)
di = h(ID; || Xewn)

gi = h(Xewn)@Bh(MP; || d;)
fi = di @ h(MP;|| &)

SC={e.f.g}
{sc}

=1 D ID;
Insert q; info SC
SC={qi. . fi. &}

sl gyl 15 plicad 5B.F JSCb

Cagp 3>l 999,936 .F
3 il & Sl mals 5 g ol G awg oaddil)l 25k (e G enbdll 5k Cuga g 09,9 5
SC = {0, Jolo soign &5 ;0 oadopmsd polis wd o)Ll pbicad jB 0 a5 jobjlan .o sols &5 (F-)-Y)
sTi= 1D D i b b a5 ol opl g 7ok 5 00dail)] b oo abasde BB 105 o Sote <ol €, Tiy G}
pae Jds 4 wales cls cpl o oS acule € = 20 (MP'i || ID') oo, 51 3 1, MPY = h(r'i || PWY)
ilise S 55,5 il b L Wlgi b ediadisd 15 g0 SlOLT 4y o yiws aln o T e 4y oo s
pac o 4 uizmen S oy cews MPY laie o MPY = h(r'i || PW') abasl, jo (6315,38 was)osls,dS ;)
5o awlis 5l alide SVl (0,5 el Ly )l anlils wilgs cod ol « MP'i Jlaie acolxe o oxle 0,8 lgs
MP'i = h(r'i || PW') aslxe Sl pae Jds 0 plos ool p ogdle 0,51 caws 42 € = 20 (MP'i || ID') alal,
5 (Ki=M2 D h(di || T1 alal, ;o (Ki) 5,5 conis 0l 50 4 Wil i Oi = Ti @ h(MP'i || 1) ow 5
O IS 056 ol sl ade (ioles auS g cws SK = h(Ki @ Kj) ceis S ol Hlade aulre ail o

el 00wl
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Ui
Knows its IDj and PW;
Has a SC ={q;, &, fi, gi }

Sj
Stores SIDj, x; and h(Xewn || 1)

GWN
Stores its master key Xewn

User: Inserts SC into a terminal
User: Inputs PW'; and ID';
SC:r'i=1Di @ q;

SC: MP'i = h(r'i || PW"%)

SC: e =?h(MP'; || ID%)
SC:di=fi® h(MP'i || ei)

SC: h(Xewn) = gi @ h(MP'; ||di)
SC:M:=1Di & h(h(XGWN)”Tl)
SC: Chooses a random nonce K
SC: My =Ki @ h(di || T)

SC: M3z =h(Mz1 || M2 || Ki||T1)
User: Chooses S;

M, My, M, T, 1
—_—

Checks |Ts-T¢| <AT

Mg =?h(Ms || di|| T3)

K'j = Ms @ h(di]| T3)

SK = h(K; ® K%)

Mio =?h(SK||Me||Ms||T3||T4)

Checks |T1-Tc| < AT

ES|DJ‘ = S|Dj@ h(h(XGWN ||1) ”Tz)
Chooses a random nonce K;
Ma = h(x[|T1]| T2) D K;

Ms = h(SID; || Ma || Ta[|T2[| Kj)

(M, My, My, Ty, T ESID;, My, M}

Checks |Ts-T¢| < AT

Mo =?h(M7 || X;{|Ts)
K'i = M7 @ h(x; || T3)
SK = h(K'i (&) Kj)
Mo = h(SK |[Me [|Ms |[T3[|T4)

(M MMy T Ty}
—_—

Checks |To-Te| < AT

S|D'j:ES|Dj @ h(h(XGWN”l)”Tz)
X'j = h(S|D'j ” XGWN)
K'j=Ms @ h(x[|T1|| T2)
Ms =?h(SID'; ||Ma|[ T1||T2[|K';)
ID'i = M1 h(h(Xewn)||T1)
i =h(ID'i || Xewn)
K'i = Mz@ h(d'i ||T1)
Mz =?h(Mq || Mz || K'i || T1)
Me = K'j @ h(d'i ||T3)
M7 = K @ h(X'j ” T3)
Ms = h(Ms || d'i || Ts)
Mo = h(M7 || Xj |[T3)
M1 = Ki @ h(d; || T3)
L"’fs s Mg Mgy Mo, My, ,I's}

M

ol zyb Cagn 3,21 93959 5100 S
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