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Abstract: A major objective of vehicular networking is to improve road safety and travel convenience. The experience of
individual vehicles on traffic conditions and travel situations can be shared with other vehicles for improving their route planning
and driving decisions. Nevertheless, the frequent occurrence of adversary vehicles in the network is unavoidable. These
vehicles may engage in various malicious activities affecting the overall network performance. To control and monitor effectively
security threats in vehicular networks, an efficient trust management system should be employed to identify the trustworthiness
of individual vehicles and detect malicious drivers. This study provides a review of the research efforts aimed at enabling trust in
vehicular environments. The major challenges are highlighted, and an edge-based architecture is proposed as a supportive
platform. Furthermore, existing models proposed for trust evaluation, aggregation, propagation and decision making are
reviewed. Finally, the current directions to enforce trust in vehicular environments are highlighted.

1 Introduction
Rapid urbanisation has increased the dependency on on-road
vehicles [1, 2]. It is estimated that globally, there are currently ∼1.2
billion vehicles [3], and transportation systems face challenges
such as traffic congestion [4], accidents and safety-related
problems [5], long commuting time [6], environmental impact and
increased energy consumption [7–9]. Accordingly, vehicular
networking environments are proposed as promising solutions for
urban transportation problems.

A major objective of vehicular networking is to improve road
safety and travel convenience. The experience of individual
vehicles on traffic conditions and travel situations can be shared
with other vehicles for improving their route planning and driving
decisions. Nevertheless, the frequent occurrence of adversary
vehicles in the network is unavoidable. These vehicles may engage
in various malicious activities that affect overall network
performance.

Existing solutions for such security problems mainly employ
cryptography, digital signatures, certification, pseudonym schemes
and public key infrastructures. These solutions demand high
resource utilisation owing to their computational complexity. For
example, cryptography can provide confidentiality, integrity,
availability, authentication and non-repudiation. However, it cannot
address real-time threats in vehicular networks such as false
message injection. Additionally, its potential to determine the
trustworthiness of the received messages is limited.

Trust management (TM) systems can provide access control,
reliability, accurate trustworthy computation and high-quality
services. However, their implementation in a vehicular
environment is challenging owing to rapid network disconnections,
dynamic mobility patterns and limited computing and
communication capabilities. In this study, these challenges are
reviewed in a comprehensive survey that emphasises different
hierarchal levels of trust dynamics. The survey highlights specific
trust properties for vehicular networks and provides a classification
of existing trust models and evaluation techniques. Moreover,
current research directions are discussed in this context.

Existing review studies [10–12] do not comprehensively
explain the complex representation of the trust models designed for
vehicular environments. In addition, they often assume a fully
decentralised self-organising infrastructure. For example, in [10],

the authors review existing trust models proposed in different
domains and address the key issues for application in vehicular ad-
hoc networks. Trust models proposed for vehicular networks are
surveyed in [11]. In [12], the authors provide an adversary-oriented
survey for existing vehicular trust models by considering when
trust is preferable over cryptography and vice-versa. In contrast,
the present survey aims at drawing attention to TM in next-
generation vehicular environments. In future smart cities, complex
infrastructures may enhance vehicular networks with
computational resources and prior trust data, in addition to central
and semi-central services.

The remaining of the paper is organised as follows: Section 2
provides background on trust and highlights existing challenges for
enabling trust in vehicular networks. Section 3 proposes an edge
computing (EC) architecture as a trust enforcement platform.
Section 4 classifies and reviews existing trust evaluation models,
whereas Section 5 reviews trust propagation, aggregation and
decision-making models. Section 6 highlights current opportunities
for enabling trust in vehicular environments. The last section
concludes the paper.

2 Background
Trust is commonly defined as a relationship between two or more
entities. To ensure data precision and accuracy, trust often certifies
the data from every entity for reliability and credibility. Using trust
as an inception model, a rational relationship of dependence and
reliance between entities may be established. Also, the trust holds
credibility over predictability, value exchange, delayed reciprocity,
similarity and dependability. Owing to its flexible nature, trust can
be incorporated in various domains to function as a decision-
making process. In general, trust is the integration of different
characteristics including belief, confidence, faith, reliability,
integrity, ability, timeliness, reliance, dependence and expectation.
The functionality of these characteristics is largely domain-specific
[13–15]. In vehicular networks, trust enforcement is a challenging
issue owing to the dynamic nature of these environments. In this
section, the importance of trust realisation in different domains is
highlighted in general and in vehicular networks in particular;
furthermore, the challenges of vehicular networking environments
affecting trust-based systems are described.
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2.1 Significance of trust

The importance of trust is acknowledged in various fields
involving multidimensional and multifaceted perception. In
sociology, trust is perceived as a social reality that controls and
monitors confidence and power in human relationships. In [16],
trust is defined as a basic fact of social life that plays a vital role in
every decision-making process. The accuracy and integrity of trust
entirely depend on its impact from past and present activity;
furthermore, the complexity and uncertainty metrics for every
event can be monitored in terms of the trust. In psychology, trust is
attributed to security, optimism and reliance. It also preludes to
subjective well-being and fosters personality traits. In [17], trust is
defined as the confidence that one will find what is desired from
another rather than what is feared, thereby it is one of the most
conceptualised cognitive processes in the development of a
relationship. In philosophy, trust is comprehended as a type of
dependence and belief on other people, underpinned on a certain
demeanour.

The attitude that builds trust may vary. It can be expressed as a
simple belief that a person would act appropriately for the right
reasons, or as anticipation that a person would do what others
expect him/her to do. In philosophy, trust can be flexible and
compromised up to a certain level, but the critical point derivation
is based on experience and recommendations. In [18], it is
explained that the trustor can accept some level of risk or
vulnerability over the trustee, and trust will aggregate before one
starts to monitor the actions of the others. In economics, trust has a
great impact on the instantaneous distribution between peers. In
[19], it is claimed that higher trust propagation in society would
yield higher economic development and prosperity.

In computer science, trust is implemented in all layers of system
architecture. In [20], trust is defined as the assertion that functions
separately verify and authorise an entity. Both the trustor and
trustee should be validated equally to enhance the contextual factor
of expectancy. In wireless networks, trust models are used to
enhance the credentials between the entity relationships and the
leverage between information resources. Different trust
terminologies are interchangeably used in miscellaneous domains.
The main common terminologies are mentioned in Table 1. 

In vehicular networks, trust is a major challenge owing to the
dynamicity, mobility and heterogeneity of the entities involved,
including drivers, providers and brokers. TM in vehicular
environments consists of four main hierarchically structured
components, as shown in Fig. 1: trust evaluation, propagation,
aggregation and decision making. Trust components use the ‘trust
value’ to provide reliable services. This can be computed by
evaluating the sending entity and/or analysing the content of the

received messages. This value can be represented as a point of
uncertainty taking values in the interval [0, 1]. 

When two vehicles communicate for the first time, the
receiving vehicle can compute the trustworthiness of the sender by
collecting recommendations from its neighbours. The received
recommendations can then be aggregated to determine the
trustworthiness of the sender for improving trust decisions.

The challenges in vehicular networking environments have
prompted the proposal of various solutions for trust computation
and evaluation. These challenges will be discussed in the next
section.

2.2 Challenges of vehicular networks

The characteristics of vehicular networking environment pose
various challenges in the modelling, implementation and
management of different types of communication systems [21] and
applications. The high mobility that characterises vehicular
networks usually causes frequent disconnections and short-living
communication links. Vehicular mobility is affected by network
density, as higher densities would certainly result in lower average
speeds. In addition to mobility, network connectivity is also
affected by density. Obviously, connectivity improves as density
increases because vehicles may stay in the communication range of
their neighbours for longer periods when they travel at lower
speeds. In this section, the effect of density, mobility and
connectivity on TM systems is discussed in the context of
vehicular environments.

2.2.1 Density: Network density often refers to the number of
vehicles on the road. The common speed–density relationship is
often used to describe driver behaviour, and implies that the
average speed declines as density increases. The characteristic
driver reaction to higher densities is to slow down, and this is
reflected in modern urban traffic flow models. By contrast,
uninterrupted flow occurs primarily on freeways, where there are
no intersections, traffic signals, or stop signs. In that case, the
characteristics of the traffic stream are based on the interactions
between vehicles and the surrounding environment. Under high-
density scenarios, more interactions are anticipated for data
collection and dissemination. These interactions can enrich TM
systems with direct experiences, indirect recommendations and
reliable multi-hop data propagation. However, higher densities may
lead to serious scalability-related problems, such as broadcast
storms, data redundancy, communication overhead and networking
delays.

2.2.2 Mobility: The high mobility that characterises vehicular
networks enables individual vehicles to collect data about the
surrounding environment from multiple sources through vehicle-
to-vehicle (V2V) and/or V2I communication. Therefore, vehicles
can receive different trust opinions and recommendations on
entities and data as they travel, depending on the density of the
network. Under low-density scenarios, vehicles may not receive
sufficient data to make trust decisions. Also, the received opinions
may present considerable variations, and thus the vehicle
trustworthiness evaluation may be affected by the uncertainty
factor, resulting in unreliable trust decisions. Generally, even
though mobility allows data propagation to relatively long

Table 1 Main trust terminologies
Term Definition
trustor (TR) Entity that trusts another entity. It refers to the

willingness or intention to depend on another
person.

trustee (TE) Entity that shows benevolence, integrity,
competence and predictability. Trustor

behaviourally depends on the trustee in
making decisions.

trustworthiness (TW) Cognitive measure that is a level of belief
between entities.

reputation (RE) Collective measure of trustworthiness that is
estimated by the trust the others hold for a

certain entity.
trust metric (Tm) Numerical value derived used to estimate the

trustworthiness of an entity.
trust list (TL) List that stores the collection of trusted entities

for future reference
trust channel (TC) Trusted path where all the participating nodes

in an event are authorised and authenticated
prior to participation.

 

Fig. 1  Hierarchical TM components
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distances, it may decrease data delivery ratios owing to frequent
disconnections.

A major challenge in vehicular ad-hoc networks (VANETs) is
the construction of a mobility model that is characterised by high
accuracy and realistic mobility description. In [22], the authors
proposed a framework with guidelines for the construction of
vehicular mobility models. In addition, they explained the different
approaches used for the development of these models and their
interaction with networking simulators. According to [22], mobility
models can be classified as synthetic-based, survey-based, trace-
based and traffic-simulator-based. Examples of synthetic-based
models include stochastic, traffic stream, queueing and car-
following models.

2.2.3 Connectivity: In self-organising VANETs [23, 24],
connectivity is affected by mobility and density. Under high-
density scenarios, mobility decreases; therefore, communication
efficiency increases and data can be more reliably disseminated.
However, extremely high densities may easily lead to the broadcast
storm problem, where traffic data may be lost owing to collisions.
Moreover, the communication overhead is increased owing to data
redundancy. By contrast, low densities result in high mobility,
sparsely connected networks, frequent disconnections and error-
prone communication links. However, the connectivity of vehicular
networks can be effectively improved by VANETs with fixed
infrastructural units. Each unit provides connectivity to the vehicles
within its communication range. Thereby, the influence of mobility
and density on network availability is controlled. In the next
section, the potential architectures for vehicular networks are
reviewed. It is proposed that TM be enabled in the context of an
EC architecture, which would have a great impact on addressing
the challenging features of vehicular networking environments in
future smart cities [25].

3 Trust architecture: from VANETs to the edge
In vehicular environments, the experience of individual vehicles on
traffic conditions and travel situations can be shared with others for
improving their route planning and driving decisions. To avoid
making inappropriate decisions, it is essential to ensure the
trustworthiness of other vehicles that may behave maliciously to
gain more benefits compared to other vehicles. Such malicious
behaviours include injecting false information in the network or
refusing to participate in message dissemination. An efficient TM
system should accurately identify the trustworthiness of individual
vehicles and detect malicious drivers. In this section, a background
on existing architectures to support vehicular TM solutions is
provided. Then, an EC platform consisting of three layers is
proposed. Finally, an evaluation scenario for smart city
environment is provided.

3.1 Background

Existing TM solutions in the context of vehicular environments
usually consider either the V2V approach in a fully decentralised
VANET [26] or the centralised cloud-based architecture [27].
Enabling trust in VANETs remains challenging mainly owing to
the high mobility of vehicles, which causes frequent
disconnections, as discussed in the previous section. Thus, vehicles
may not be able to collect sufficient data for trust evaluation,
particularly under low traffic conditions. As connectivity improves
under high traffic flow rates, traffic data may be lost owing to
packet collisions. In addition, TM poses a serious communication
overhead in VANETs that may accidentally prohibit the retrieval of
time-critical safety data.

To take advantage of cloud computing in vehicular networks,
vehicular cloud computing (VCC) was recently introduced [28].
Current application taxonomy and key management issues of VCC
can be found in [27]. The main objective of integrating cloud
computing in vehicular environments is to provide dynamic
applications that can predict traffic events and adapt to
environmental changes. However, the fully centralised
environment provided by VCC has various drawbacks in terms of
user privacy and control. For instance, personal data and social
activities may be released to various centralised services such as
search engines and rating services. This aspect of pulling the
control from the user to the cloud eliminates the opportunities for
exploiting the capabilities of modern personal devices. Moreover,
even though VCC has greatly improved resource utilisation and
computation performance in vehicular environments, transmission
delays are considered serious issues, particularly when the cloud
servers are far from travelling vehicles.

To push the cloud services of the radio network closer to mobile
endpoints, mobile EC (MEC) has been recently introduced [29].
MEC provides low latency responses, high bandwidth and real-
time access to network information via applications and services.
These characteristics enable MEC to offer an ideal platform for
vehicular networks, which are highly dynamic environments that
essentially require real-time data support. An EC architecture can
overcome the limitations of both VANETs and VCC by providing
low latency, high scalability and efficient data access services.
Despite its essential role, TM research in the context of EC is quite
limited, mostly because it is a recent paradigm, and its
infrastructure is not standardised yet [30].

3.2 Proposed platform

Two networking paradigms can be considered for the integration of
EC in vehicular environments: 5G [31] and software-defined
networking (SDN) [32]. 5G can offer better response time, greater
coverage and more efficient signalling, whereas SDN provides
flexibility, scalability and programmability by separating the data
plane from the control plane for simplified network development,
deployment and management [33]. The required communication
components for enabling TM in an edge-based vehicular
environment are an SDN global controller, a 5G base station (BS),
SDN roadside units (RSUs) and SDN wireless nodes.

An EC architecture is proposed for TM in future vehicular
environments consisting of three layers: The traffic sensing, the
MEC and the cloud server layers, as shown in Fig. 2. The traffic
sensing layer combines two types of entities in a hierarchical
architecture: a large number of mobile vehicles with limited
computation and communication capabilities, and a set of network
edges. Passive data, namely, the number of vehicles and license
plate numbers, is collected by edges, whereas vehicles act as a
source of active data, namely, speed, direction and location
information [34], through their on-board units. It is worth noting
that smartphones have received considerable attention to support
portable vehicular urban sensing, as they are equipped with a
variety of environmental sensors and wireless interfaces [35]. 

The EC layer provides integration, localisation, traffic data
processing, traffic condition detection and data access services.
Edges can be represented by RSUs equipped with processing units
and EC servers. Vehicles are assumed to directly communicate
with nearby network edges for service provision and data

Fig. 2  Edge-based TM architecture
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collection. For enhanced privacy, vehicular data are consumed
locally and anonymously without the need for cloud storage. High
computational power and storage capabilities are provided by the
cloud server layer, which is accessed by edges on an on-demand
basis.

3.3 Evaluation scenario

To demonstrate the advantages of employing an edge-based TM
architecture, trust data dissemination is selected as a representative
smart city scenario. Specifically, the performance of two existing
protocols is evaluated in a simulation-based environment. In
general, data dissemination in vehicular environments aims to
support real-time interactions for improving traffic safety and
convenience. It is expected that the edges can improve global data
coverage, decrease the total dissemination overhead, and minimise
the dissemination delay. This is due to improved connectivity and
the potential of using traffic condition information in controlling
multi-hop broadcast. Traffic condition detection with the proposed
architecture is characterised by its high accuracy owing to the
global or semi-global network knowledge that is offered by edges.
In contrast, the VANET environment can provide only an estimated
traffic condition for individual vehicles based on local data, which
is sometimes misleading owing to rapid changes in the urban
environment.

Two representative protocols from the literature are considered
for performance comparison. Each protocol is simulated in the
VANET environment and then in an edge-based architecture for
comprehensive analysis. Performance metrics include data delivery
ratio, dissemination overhead, and dissemination delay. The first
protocol is the enhanced slotted 1-persistance (ES1P), which is an
enhanced version of the well-known slotted 1-persistance method
[36]. The enhancement is achieved by integrating a broadcast
control mechanism to accommodate urban vehicular environment.
ES1P-EC enhances the performance of ES1P using edges. The
second protocol is TURBO, which is a representative example of
recent VANET protocols [37]. Similarly, TURBO-EC enhances the
performance of TURBO using an EC architecture.

The implementation is carried out in the OMNET++ [38]
simulation environment. Traffic flows are generated using the
SUMO [39] traffic simulator. The Veins [40] framework, which
models vehicular communication, was extended to integrate
network edges. Specifically, a set of edges, which are assumed to
collect traffic data, were included. At the end of a predefined time
cycle, each edge estimates the traffic conditions within its
coverage. These conditions are used to control data dissemination
in the vehicular network. The Al Ain city map was selected for an
urban road network representation. Fig. 3 shows the Al Ain map
with estimated edge locations, which generate and disseminate
safety messages to nearby vehicles. Receiving vehicles continue
data dissemination in a multi-hop manner via VANET. To set the
physical and the MAC layer, the implementation of IEEE 802.11p
available in Veins was employed. Four traffic flow generation rates
were used to represent different traffic scenarios, ranging from low
to high density. 

The simulation results are shown in Fig. 4, where it can be seen
that under EC architecture, both protocols exhibit significant
improvement in terms of data delivery. In terms of dissemination
overhead, a noticeable improvement by 40% is observed in
TURBO-EC compared to the original version of TURBO (Fig. 4b).
This is due to the role of the edge in initiating the data
dissemination process on behalf of individual vehicles. Thus,
vehicles do not receive redundant data at the first hop where data is
excessively disseminated. 

Fig. 4c shows the average dissemination delay values under
different flow rates. Both protocols present average delay values in
the EC environment that are very close to those in VANET.
Therefore, it can be concluded that an EC architecture would not
negatively affect the minimised dissemination delays of VANETs,
but could significantly reduce existing dissemination delays of
cloud-based infrastructures, as expected.

4 Trust evaluation models for vehicular networks
Trust evaluation in vehicular networks aims at enabling trust
between entities. Based on an estimated trust value, a trust
relationship can be established between two vehicles. This value
can be computed based on direct communication experience and/or
collected recommendations. In this section, existing trust
evaluation schemes for vehicular environments are reviewed and
discussed. They are classified into direct, indirect and hybrid trust
models.

4.1 Direct trust model

In this model, the TM system relies on direct communication to
compute the trustworthiness of vehicles and/or messages. Existing
schemes that follow the direct trust model can be classified into
‘entity-oriented’ and ‘data-oriented’ schemes. In the following,
examples for each scheme are reviewed and discussed.

Fig. 3  Al Ain city map with estimated edge locations
 

Fig. 4  Performance evaluation of trust data dissemination in a smart city
environment
(a) Data delivery ratio, (b) Dissemination overhead, (c) Average dissemination delay
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4.1.1 Entity-oriented trust: This scheme enables updating the
trustworthiness of individual vehicles dynamically based on one or
more attributes. According to [41], if a node B provides reliable
advice for node A, then A increases the trust value of B as follows:

TA B ←
TA B + α 1 − TA B if TA B ≥ 0
TA B + α 1 + TA B if TA B < 0 (1)

otherwise, the trust value of B is decreased as follows:

TA B ←
TA B + β 1 − TA B if TA B ≥ 0
TA B + β 1 + TA B if TA B < 0 (2)

where α is a positive increment factor that ranges from 0 to 1, and
β is a negative decrement factor that ranges from −1 to 0.

In another example [42], when a trustor receives a message
from a potential trustee, the current trust value TRcur is calculated
as

STn
T = γ × STcur + (1 − γ) × STn − 1

T , ST0
T = 0.5 (3)

where TRcur = STn
T. The satisfaction level ST is defined using the

number of successful operations Nsuc and the number of failed
operations Nfail during multiple packet delivery as follows:

ST = Nsuc + 1
Nfail + Nsuc + 2′ (4)

A direct trust evaluation strategy that is inspired by the job market
signalling model is proposed in [43], where the sender transmits a
signal with its message to ensure the truthfulness of that message
for the receiving vehicles. To use the signal, the sender is charged,
and the cost depends on the value of the signal and its own
behaviour. The signalling cost is negatively correlated with the
productivity of the signaller, i.e. the bad behaviour of the signaller
implies high cost. Because the signalling cost is low for highly
productive entities, a high signal value is used. Furthermore, less
productive entities are prevented from cheating by establishing a
high signalling cost for them.

In general, an entity-oriented trust evaluation in vehicular
networks occurs when vehicles receive messages. These messages
can hold data about traffic events (such as safety or congestion
conditions), or trust data to recommend to other potential trustees.
In both cases, vehicles evaluate data senders based primarily on the
data included in the received messages. Other behavioural
attributes may contribute to the trust evaluation process, often with
smaller weighting factors. As data is the basic factor for entity-
oriented evaluation in vehicular networks, some of the existing
models follow the data-oriented scheme for direct trust evaluation.
Examples are given in the next section.

4.1.2 Data-oriented trust: Unlike the entity-oriented scheme, that
data-oriented scheme enables individual vehicles to evaluate the
trustworthiness of the received messages themselves, without
evaluating the senders. In [44], a data-oriented trust model called
RMCV is proposed. RMCV uses the following attributes: content
similarity support Support(c), maximum distance of the content
between two messages in the same cluster, number of messages,
content conflict conc, path similarity and number of messages in
the cluster. The trust value of content c is calculated as

Trust(c) =
eξeξconc Support c

eξ − 1
(5)

where ξ is a positive number used to adjust the importance of
conflicting values.

Another set of attributes are used for direct data-oriented trust
computation in [45], namely, confidence, location closeness, time
closeness, location verification and a total number of sending
vehicles.

In general, all direct trust schemes in vehicular networks
(including entity-oriented and data-oriented schemes) rely on the
communication experience for trust evaluation. Even though
shared data is thereby validated, it is neither efficient nor feasible
to solely rely on the evaluation of the data and neglect the
evaluation of its source. Thus, data-oriented trust schemes should
be supported by an entity-based evaluation.

Owing to the high mobility in vehicular networks, a certain
vehicle may not have the chance to communicate with another
certain vehicle again. Therefore, the benefit of direct experience
may be limited, particularly when vehicles are sparsely connected.
As collaborative approaches form the core of V2V communication,
trust evaluation can significantly benefit from the experience of
nearby vehicles to recommend a newly connected entity. This
recommendation-based evaluation is often referred to as indirect
trust evaluation. In the following, the existing indirect approaches
for trust evaluation in vehicular networks are discussed.

4.2 Indirect trust models

Trust can be recommended and observed from third parties.
Indirect trust uses recommendations from multi-hop vehicles
across referral groups. Indirect trust follows a transitive path based
on the trust metric, experience and cluster. Using indirect trust
modelling, a vehicle can create a trust relationship between
faraway nodes and evaluate messages using various
recommendations.

Roadside aided trust evaluation is a robust indirect trust model
[46] that relies on observation and feedback factors. Upon the
detection of an event, a vehicle generates an observation factor,
which reflects the recently reported frequency of the evidence
along with the confidence of the observer on that evidence as well
as the weight corresponding to the reporter's identity. The model
uses the following attributes: observation factor, distance from the
vehicle to the event, the maximum range of the event, number of
sensors in the vehicle and feedback factor. An RSU collects data
from the reporting vehicles and calculates trust values.

Similarity plays a significant role in making trust decisions
from different recommendations. The commonly used similarity
values are computed based on location, time and historical trust
values from different recommendations. An example framework
can be found in [47], where a receiver i can compute the trust value
Ci,j for node j from different recommendations as follows:

Ci j = ∑k = 1, …, n, K ≠ i Wi, k
u × Ri, k × Rk, j

∑k = 1, …, n, K ≠ i Wi, k
u × Ri, k

(6)

where k denotes the neighbouring nodes, n denotes the number of
recommenders, and Ri represents the reputation evaluations of node
k given by node i. Further, Rk is the value of the direct experience
of node j given by node k and W represents a similarity weight.

Modern trust evaluation approaches tend to combine both direct
and models for increased efficiency and controlled uncertainty.
These models are known as Hybrid Trust Models, and are reviewed
below.

4.3 Hybrid trust models

In these models, both direct experiences and indirect
recommendations are considered in the computation of the
trustworthiness of individual vehicles. In [48], the trust value is
computed based on three types of messages generated in the
system: sender messages, trust opinions and aggregated messages.
The sender message SM is characterised by event, confidence, time
and location. Trust opinion messages are provided by nearby
vehicles based on their experiences in a particular event. The
opinion factor is represented by two parameters: confidence and
reaction. Confidence C is the level of trust and takes values in the
interval [0, 1], whereas reaction is represented by r∈{trust, trust}.
An aggregate message is computed from the combination of the
correlated sender message and trust opinion messages from n direct
peers. Assuming that A is a message to be sent, s is the original
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sender peer, p is the opinion of ‘trust’ and p′ is the opinion of ‘-
trust’, then the aggregate trustworthiness of A is computed as

TA = CS + ∑i ∈ p Ci − ∑i ∈ p′ Ci
1 + P + P′ (7)

where Cs denotes the sender confidence and Ci is the trust opinion
given by peer i. If TA = 1, the message obtains full trust, but when
TA = −1, the message obtains full distrust.

In addition to the neighbourhood recommendations, a hybrid
trust evaluation scheme called TRIP also uses infrastructural
recommendations [49]. In TRIP, a vehicle Vi computes the trust
value of Vj as follows:

REPi j
t = REPi j

t − 1 + βi + ∑
k = 1

nt

ωkREPk j + REPRSU j (8)

where REPi j
t − 1 represents the reputation score given by node Vi to

node Vj at time t, RECk j represents the indirect recommendation of
node Vk about node Vj and RECRSU j is the score provided by the
RSU about node Vj.

In high-density networks, cluster-based strategies can improve
networking performance in terms of redundancy overhead because
messages are mainly disseminated via cluster heads once clusters
have been formed. An example is provided in [50], where vehicles
are grouped into multiple clusters, and a trust opinion on a certain
message is exchanged between the cluster nodes. Such an opinion
is computed as

TA = CS + ∑i ∈ p Ci − ∑ i ∈ p′Ci
1 + P + P′ (9)

where Cs represents the sender's confidence, Ci denotes the trust
opinion of node i, P denotes the number of peers of a ‘trust’
opinion and P′ denotes the number of peers with ‘distrust’ opinion.
Because the TM system is potentially subject to malicious vehicles
that may provide untrustworthy opinions, the authors in [51]
proposed an iterative filtering algorithm to exclude these opinions.

In general, cluster-based approaches may lead to additional
networking delays during the formation process. Also, even though
they can effectively reduce the redundancy overhead, they pose a
communication overhead during cluster-head and member
selection. In the recent study [52], the authors introduced a timer to
reduce the control traffic during this process by eliminating the
cluster-head competition among nodes. Instead of a static trust
function, they proposed an adaptive function to assess the data trust
among vehicles according to the reported event severity
requirement. Another recent clustering approach for vehicular
networks can be found in [53].

Beacons may also be used in trust models, as proposed in [50,
54, 55], where trust is computed from cross-checking the
plausibility of event messages and beacon messages. In [50],
multiple attributes are used in trust computation, namely, similarity,
location, direction, velocity, distance and delay.

In addition to direct experience and indirect recommendations,
trust score computation can use a global reputation value, as
proposed in [56, 57]. In [56], trust scores determine trustworthy
vehicles (which are classified as white vehicles), and selfish
vehicles (which are classified as grey vehicles). The trust score (i,
j) at time tk+1 is computed by

TSi j
tk + 1 = αi ⋅ GREPi

tk + βi ⋅ ltrui j
tk + 1 + γi

⋅ ∑
i ∈ B

ωl ⋅ ltrui j
tk + 1 (10)

where GREP is the global reputation value of node j obtained from
the neighbourhood, ltru is the direct previous experience of vehicle
i about j, ωl is the normalised recommendation value from the

nearby vehicles lεℬ, and αi = e−(tk+1−tk) and βi, γi are substitute
values satisfying αi + βi + γi = 1.

Recent hybrid models use existing architectures for better
computational and storage resource utilisation in vehicular
networks. Examples can be found in [58, 59]. In [58], unmanned
vehicles were used to facilitate trust-aware crowd sensing, which
handles trip requirements and security challenges. In another
example [59], the authors used a cloud-based infrastructure for
trust evaluation, and proposed and evaluated a trust algorithm in
the context of their infrastructural framework.

4.4 Discussion

In Table 2, the surveyed trust models are compared in terms of
modelling scheme, detection approach and limitations (including
computation complexity, scalability, communication overhead and
delay). As the table shows, recent trust models proposed in the
context of vehicular networks tend to be hybrid. In general, entity-
oriented trust models are behaviour-aware, whereas data-oriented
models tend to detect intrusions by filtering messages based on the
trustworthiness of their contents. 

Most trust models suffer from communication delay and/or
overhead. Additional communication delays may cause serious
problems in time-critical safety applications, where vehicles should
immediately respond to events such as accidents. Even though
some models are not evaluated in terms of delay, a conclusion on
their delay performance can be drawn from their communication
scheme.

For example, the direct trust model proposed in [41] follows the
request–reply model, which is often used in delay-tolerant
applications. These applications may include travel convenience
services such as congestion detection or travel-time estimation.
However, safety-related data are time-critical in most cases where
additional delays cannot be tolerated. According to [41], a
receiving vehicle should send a trust request and wait for a reply to
be received before deciding to take appropriate action. Such a
communication delay may easily result in more complex safety
conditions, and therefore it is not acceptable. A similar concept of
trust can be found in the hybrid model proposed in [48].

The overhead limitation in trust evaluation is mainly caused by
computation complexity or the use of beacons [50, 54, 55].
Beacons with a fixed period affect networking performance by
wasting bandwidth and increasing congestion. For example, when
vehicles send a beacon of size 200 bytes every 100 ms, the channel
would be 80% loaded at a range of 300 m [61].

In general, any of the previously mentioned limitations may
result in poor scalability. In vehicular networks, scalability often
refers to performance sustainability under different levels of traffic
density, including data delivery ratio, communication overhead and
delay. Several of the reviewed models suffer from scalability issues
owing to poor performance under high-density scenarios in terms
of overhead and/or delay. In some scalable models, other issues
arise owing to computational complexity. For example, the model
proposed in [48] is claimed to be scalable owing to cluster-based
data propagation. Nevertheless, the computation complexity of
cluster formation may not be practical under safety conditions.

5 Trust propagation, aggregation and decision
making
In the previous section, existing models for computing trust scores
were discussed for evaluating the trustworthiness of individual
vehicles. In TM systems designed for vehicular environments, trust
scores are often propagated across the network to provide
recommendations on making trust and/or driving decisions. In this
section, trust data propagation, aggregation and decision making
are discussed in the context of vehicular environments.

5.1 Trust propagation

Similarity metrics can play a significant role in trust data
propagation. In [56], the similarity is computed based on the
maximum speed and vehicle brand as follows:
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Γ(X, Y) =
∑i = 1

m Φ τx αi i, τy αi
m

(11)

where m denotes the total number of similarity attributes, αi is the
ith attribute of a particular node and Φ denotes the similarity
degree between the ith attribute of vehicles X and Y. If vehicle X
decides to propagate data to vehicle Z via Y, the trust values of all
intermediate downstream nodes are also verified by the similarity
metric.

A beacon-based propagation scheme is proposed in [55], where
message propagation is validated based on the majority opinions. A
message is propagated only if it is trusted by the majority of
participating vehicles. Vehicles are clustered, and a leader is
selected for each individual cluster. When a message is to be
propagated, the trustworthiness of the message is computed by the
cluster head using the opinions of the participating cluster peers.
Assuming that p is the set of peers that trust the message, and p′ is
the set of peers that do not trust it, the cluster head computes the
majority opinion as follows:

Wtrust = ∑
I ∈ P

CiTi, W¬trust = ∑
I ∈ P′

CiTi (12)

where Ti is the threshold set by cluster head and Ci∈[0, 1]
represents the confidence value given by peer i. From this opinion,
the trustworthiness of a message is computed as

Wtrust
Wtrust + W¬trust

> 1 − ∈ (13)

A forwarding decision is made only when the computed trust score
is greater than (1 − ε), where ε is the maximum allowed error rate.
The decision-making process considers the following real-time
factors: the maximum propagation distance, the longest time to
live, the distance between the vehicle's location and the event
location, and the time duration of trust score computations.

5.2 Trust aggregation

Trust aggregation is used to evaluate the quality of the data shared
among different peers in the network. It combines different trust
opinions and/or recommendations from different sources in a single
trust value. This value can be used to draw a trust conclusion on
entities and/or data, thus supporting decision making. Various
approaches have been adopted for meaningful data aggregation in
TM systems designed for vehicular environments.

Cluster-based trust aggregation is presented in [48]. In this
scheme, an aggregated message (A) is computed by combining a
sender message M and a list of trust opinions O from direct peers.
Initially, the nodes are geographically grouped into n clusters Ci,
…, Cn and a cluster leader is randomly selected for each cluster.
When message propagation is initiated, the cluster leader Ci
performs aggregation to reduce the number of exchanged
messages. The obtained message A is then shared with the next-hop
cluster leaders C2, …, 1. Upon receiving the aggregated message,
each cluster leader computes a newly aggregated message A′ from
its own observations and share it with the next-hop cluster leaders.

Another aggregation model is presented in [62] and implements
a data fusion technique based on fuzzy logic to combine the
consolidated trust values in a single aggregated value. The
computed trust is mapped to one of the following levels: low,
medium and high. In addition to fuzzy logic and data fusion
techniques, trust aggregation may employ signature algorithms.
Examples can be found in [63, 64].

In [63], a trust aggregation scheme employing multiple
signatures over a group of vehicles is proposed. When an event
occurs, each informed vehicle constructs a message with a time
stamp and a signature, and then broadcasts it to its neighbours.
Existing vehicles may receive several messages from different
sources about the same event. To reduce data redundancy, the
signatures of these messages are aggregated into a single signature
before propagation. An extended scheme exhibits improved
signature redundancy performance by using an identity-based
signature aggregation algorithm [64].

5.3 Decision making

In a smart city environment, the physical world can be monitored
in real time to provide intelligent control systems that make
appropriate decisions according to different types of events and
actions. In a recent study [65], various smart city applications were
proposed considering miscellaneous security and privacy
challenges. A representative application is traffic management,
where decisions are made in real time to reduce traffic congestion.
In [66], traffic congestion in smart cities is studied by using the
Internet of Things and ad-hoc networks. In another recent study
[67], the authors proposed traffic lights management using a
vehicular priority estimation and route discovery method. Because
data collection is an essential component in smart city applications,
the development of data collection and dissemination methods has
attracted considerable attention. These methods should carefully
make decisions on what data to accept or ignore. In [68], an

Table 2 Comparison of trust evaluation models for vehicular networks
Ref. Year Trust model Detection scheme Limitations

Direct Indirect Hybrid Behaviour-aware Intrusion-aware Delay Overhead Complexity Scalability
Entity-oriented Data-oriented

[46] 2011 √ √ √
[41] 2011 √ √ √ √
[49] 2012 √ √ √
[55] 2012 √ √ √ √
[54] 2013 √ √ √ √
[47] 2013 √ √ √ √ √ √
[43] 2013 √ √ √
[44] 2013 √ √ √ √
[45] 2013 √ √ √ √
[48] 2013 √ √ √ √
[57] 2013 √ √ √ √
[56] 2015 √ √ √ √
[42] 2015 √ √ √
[60] 2016 √ √ √ √
[59] 2017 √ √ √ √
[52] 2018 √ √ √ √ √
[58] 2018 √ √ √ √
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optimised data collection scheme is proposed to effectively collect
data with opportunistic communication.

In TM systems, decision making consists in determining
‘whom’ or ‘what’ to trust based on a trust evaluation process.
Traditionally, trust is established among entities based on a
sequence of interactions in a long-term relationship [69]. Thereby,
each entity determines whom to trust in advance, so that it can
directly accept the data generated by those trusted entities, or
determine the optimal partner to cooperate with [70, 71]. In a
vehicular environment, the inherent high mobility makes it
challenging to establish trust relationships among the entities
themselves in a fully distributed manner. The situation does not
significantly change when connectivity improves under high-
density circumstances because prior knowledge about nearby
vehicles cannot be ensured. Upon the retrieval of time-critical
safety data, vehicles should make immediate trust decisions on
these data, so that they can determine appropriate actions without
additional delays.

In [69], the authors proposed a data-oriented trust framework
that, in addition to the number and the type of data statements,
considered dynamic factors of the environment such as location
and time to derive trust relationships. These relationships are
derived from multiple pieces of evidence that are weighted based
on well-established rules and metrics. Each piece of data along
with its corresponding weight serve as inputs to a decision-making
component that outputs the level of trust on data and reported
events. Data reports are evaluated using Dempster–Shafer theory,
and trust relationships are re-established frequently according to
environmental changes.

The author in [47] relies on the evaluation of both the
trustworthiness of received messages and the reputation of senders
to make decisions on the trustworthiness of event messages in
vehicular environments. A reputation evaluation algorithm is
employed for evaluating the reputation of a communicating vehicle
based on similarity theory. The similarities are received from
different recommenders, and are used as weights for reputation
computation. Trust and reputation are updated based on the
validation of message content. Trusted messages are rebroadcasted,
whereas untrusted messages are discarded.

An event-based trust system is proposed in [72] to determine
whether a traffic event exists or not, and how long it lasts in the
former case. To validate the trustworthiness of a message, the
decision-making process computes the reputation and the
confidence of the event data carried by the message by comparing
it with a benchmark value. As in [47], a traffic event will be
broadcasted by an involved vehicle only if it has accumulated
sufficient reputation credit. Thereby, false warning messages can
be successfully filtered out for improved road safety and
convenience.

In [45], the decision-making process totally ignores the identity
of the vehicles by assuming an identity-anonymous environment.
The trustworthiness of a message is computed from the confidence
and trust values. Initially, the confidence value is evaluated from
the location of the sender and the sending time, whereas the trust
value is computed from the recommendations and the confidence.
Eventually, the decision-making process employs a two-step
filtering method to determine a trusted message. In the first step,
only high-value messages are selected and forwarded to the second
step, in which messages are considered as trusted only if the
computed trust value is greater than a minimum threshold.

6 Current research directions
Information security is a highly important issue in vehicular
environments that is still under investigation [73]. It aims at
protecting data confidentiality and integrity, as well as ensuring its
availability. In this section, the current directions for enabling trust
in vehicular networks are highlighted.

6.1 Trust enforcement in future vehicular networks

Existing TM solutions in the context of vehicular environments
follow either the centralised cloud-based approach or the fully
decentralised VANET approach [29], and each approach has its

own drawbacks. As proposed in this study, the integration of the
recent EC paradigm in vehicular networks can overcome the
limitations of both approaches by providing low latency, high
scalability and efficient data access services. As the necessary
technologies exist, these characteristics would enable EC to be
integrated into future smart cities. The essential role of TM in the
context of EC would prompt further research in this direction,
particularly when the architecture of EC is standardised.

6.2 Trustworthy vehicular social networks (VSNs)

A considerable number of individuals in crowded cities around the
world drive every day between their homes and workplaces. In
several cases, the same people travel along the same route at the
same time. This allows the formation of VSNs, which were first
introduced in [74], and would enable the provision of TM solutions
in the context of social networks. VSNs can be employed in fully
decentralised VANETs, centralised cloud-based vehicular networks
and controlled edge-based networks [75]. A related taxonomy can
be found in [76], and recent proposals can be found in [77, 78].

In [79], a directed graph trust computing methodology in the
context of social networks is proposed. Another directed trust
graph is implemented in the context of the semantic web [80],
where the relationships among vehicles are weighted for trust
evaluation. In [81], a generalised framework for enabling
trustworthy VSN in VANETs is discussed. New research
opportunities exist in trustworthy VSNs, including construction
protocols, trust information discrimination, direct and indirect trust
computation and evaluation, and simulation platform proposal.

6.3 Smart attackers detection

In vehicular networks, vehicles are often assumed to behave
cooperatively. However, the selfish behaviour of adversary vehicles
is generally unavoidable. These vehicles may engage in various
malicious activities affecting the overall network performance and
safety. Moreover, they may attempt to evade detection. For
effectively monitoring and controlling these security threats, an
efficient TM system should identify the trustworthiness of
individual vehicles and detect malicious drivers.

New trust models are required to detect smart attackers [12].
Game theory seems to provide promising approaches for enhancing
intrusion detection with smaller resource utilisation and more
balanced risk. A coalitional game approach with an incentive
mechanism for vehicular networks is proposed in [82]. This
approach is extended in [83] to adopt cooperative data
dissemination. Another game theoretic approach for addressing
security issues in vehicular environments is proposed in [84].

Moreover, the concept of trust in the literature of multi-agent
systems effectively represents trust in human interactions [10]. The
major benefit of integrating multi-agent modelling in vehicular
networks is to enable individual vehicles to interact cooperatively
in response to environmental changes without forcing them to
follow a predefined policy. Accordingly, individual vehicles have
the choice to cooperate based on their own perception of the
trustworthiness of the others [85].

6.4 Handling uncertainty

In a vehicular environment, it cannot be ensured that two vehicles
that have already communicated will further communicate [10].
Even though VSNs [74] can provide long-term relationships, it is
not always possible to rely on the existence of a VSN. If vehicles
collect recommendations from other vehicles, it is less likely to
receive sufficient information on the trustworthiness of a certain
vehicle in sparsely connected networks. Therefore, there is a
certain level of uncertainty in deciding whom and what to trust.

Fuzzy logic has been widely used to enable trust in peer-to-peer
systems. Examples can be found in [86, 87]. Moreover, heuristic
evaluation techniques can reduce uncertainty in trust propagation
and aggregation and thus improve driving decisions. A heuristic
algorithm that predicts trust-based optimal paths for social
networks is proposed in [88]. Another trust-aware resource
management system based on a heuristic algorithm is proposed in
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[89]. In conclusion, fuzzy logic systems and heuristic algorithms
are promising for handling uncertainty in vehicular trust services.

7 Conclusion
TM in vehicular systems can be associated with rapidly evolving
communication technologies. In this study, current challenges and
opportunities for enabling trust in vehicular environments were
comprehensibly explored. The focus was on potential architectures
ranging from fully distributed VANETs to cloud-based and edge-
enabled networks. Various modelling proposals for handling the
components of TM were discussed, including evaluation,
propagation, aggregation and decision making. Finally, current
research directions were highlighted in this context.
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