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Access control integrating some existing ICT infrastructures thanks to a supporting platform, such as the well
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known FIWARE platform. Such a multi-tenant deployment model is required to lower the initial
investment costs to implement large scale solutions for smart cities, but also imposes some
key security obstacles. In fact, smart cities support critical applications demanding to protect
the data and functionalities from malicious and unauthorized uses. Equipping the supporting
platforms with proper means for access control is demanding, but these means are typically
implemented according to a centralized approach, where a single server stores and makes
available a set of identity attributes and authorization policies. Having a single root of trust
is not suitable in a distributed and cooperating scenario of large scale smart cities due to their
multi-tenant deployment. In fact, each of the integrated system has its own set of security
policies, and the other systems need to be aware of these policy, in order to allow a seamless use
of the same credentials across the overall infrastructure (realizing what is known as the single-
sign-on). This imposes the problem of consistent and secure data replicas within a distributed
system, which can be properly approached by using the blockchain technology. Therefore,
this work proposes a novel solution for distributed management of identity and authorization
policies by leveraging on the blockchain technology to hold a global view of the security policies
within the system, and integrating it in the FIWARE platform. A detailed assessment is provided
to evaluate the goodness of the proposed approach and to compare it with the existing solutions.

1. Introduction

The Smart City paradigm mainly consists in the application of the ICT technologies to improve the main processes related to the
optimal management of crucial aspects of the city governance, to create novel and innovative services by connecting the physical
infrastructures of the city with the human, social and intellectual capital living the city (Petrolo, Loscri, & Mitton, 2017). A smart
city solution has a layered architecture as in Fig. 1. Typically, this is realized by leveraging the use of different types of electronic
sensors and/or citizen empowerment services, to collect several kinds of data, mainly related to pollution, traffic, citizen satisfaction,
etc. Such a vast amount of data is further distributed towards the edge and/or cloud for various stages of processing (Ficco, Esposito,
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Fig. 1. Scheme of a smart city as the integration of multiple ICT infrastructures and decision makers.

Xiang, & Palmieri, 2017; Mohamed, Al-Jaroodi, Jawhar, Lazarova-Molnar, & Mahmoud, 2017), according to the paradigms of the
Internet of Things (IoT) (Du, Santi, Xiao, Vasilakos, & Fischione, 2019). Such processing is needed to infer new knowledge to be used
to manage assets and resources efficiently, and to provide feedback on the optimality of the policies put in place within the city.
The exploited sensors can be deployed at citizens’ devices, public transportation vehicles, and assets with the intent of monitoring
principal municipal business process (Petrolo et al., 2017), such as traffic and transportation systems, power plants, water supply
networks, waste management, crime detection, information systems, schools, libraries, hospitals, and other community services.
This allows city officials and policy makers to interact directly with both community and city infrastructures, and monitor what
is happening in the city and how certain phenomena are evolving over time. Such a novel process must allow real-time responses
to detect possible issues and put countermeasures against them promptly. Various solutions implement the services required to
implement such a vision, such as the well known FIWARE platform (Carnevale, Celesti, Di Pietro, & Galletta, 2018). It offers an
OpenStack-based cloud environment plus a rich set of open standard APIs to acquire data from the IoT of the smart city, process
and store such data, and provide advanced user interaction.

A smart city solution is not realized from scratch by a single municipality that owns and manages it. Still, it is the product of
the integration of some existing infrastructures owned by multiple different organizations that collaborate to make the city smarter,
as illustrated in Fig. 1. For example, in a city, the public transportation company may monitor its buses and trains. In contrast, the
various private companies related to bike, car, and/or scooter sharing have their ICT infrastructure to control their vehicles and
customers. A municipality’s central decision-making service can be fed with the monitoring data coming from these infrastructures,
jointly with some traffic monitoring sensors deployed along the road by the municipality itself, to have a glimpse in real-time of the
traffic state within the city and plan ahead public transportation policies and transportation improvements. Therefore, a federated
architecture characterizes the current platforms for a smart city (Ahuja & Wheeler, 2020; Bruneo et al., 2019; Tewari & Gupta, 2020),
where the various integrated infrastructures exchange data with the primary decision point of the municipality or even multiple
decision points. In fact, there may be multiple decision points in big cities, represented by the various boroughs government that
typically compose a city. Therefore, a smart city is an ecosystem of interacting services producing, analyzing and storing data, and
making decisions by adjusting the city policies or sending feedback/advice to the citizens to optimize their behaviors.

The application domains for smart city platforms are mainly related to the optimal management of the traffic, waste or energy
consumption, but these platforms are progressively being used also in critical cases to realize more secure and safer cities (McClellan,
2019). Examples of these critical cases involve the support of the first responders (police forces, fire brigades, emergency teams
etc.) in tracking and preventing malicious people from approaching sensitive places, to rescue citizens in post disaster-scenarios or
others. In these cases, the supporting platforms must accomplish a high degree of security as mission-critical data being exchanged
and stored, by avoiding unauthorized users to have access to their functionalities and/or data, and to avoid any information leakage.
Several approaches have been proposed in order to provide the suitable security and protection degree for smart city solutions (Al-
Sharif, Al-Saleh, Alawneh, Jararweh, & Gupta, 2020; Bhushan & Gupta, 2019; Li, Deng, Gupta, Wang, & Choi, 2019). In particular,
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Fig. 2. Security Architecture within the smart city platforms according to a centralized (a) and a federated (b) approach.

this means that proper means to authenticate and authorize users must be implemented within all the main solutions, mainly
compliant to the main standard, such as the XACML (Standard, 2005) in the FIWARE platform (Alonso et al., 2019). The drawback
of these solutions is their underlying centralized nature where the access control policies and the identity attributes are stored
within a single database owned by a trusted third party, as depicted in Fig. 2(a). When a multi-tenant deployment model is applied
as in Fig. 1, a centralized solution is not suitable as a single security domain is lacking. In fact, each federated organization may
have defined its own security policies’ model and a security architecture. Imposing a centralized repository and a single policy
model is not suitable but federating the various repositories, so that, if a security claim cannot be locally verified, a distributed
query can be performed at the various security managers at the connected organizations. However, this approach is slow and it
would be more efficient that each organization will keep locally a copy of all the valid security policies. This, however, implies to
resolver the underlying issues of keeping consistent replicas of an object within the context of an asynchronous system, such as the
Internet-wide infrastructure of a smart city, and avoid possible vulnerabilities during the update of these objects. The blockchain
technology (Monrat, Schelén, & Andersson, 2019) has proved to be useful to deal with this problem (Zahed Benisi, Aminian, &
Javadi, 2020), and have found increasing success in its application within the context of the smart cities (Oham, Michelin, Jurdak,
Kanhere, & Jhaab, 2021; Xie et al., 2019), smart factories (Putz, Dietz, Empl, & Pernul, 2021) and the IoT (Baniata, Anaqreh, &
Kertesz, 2021; Chen, Srivastava, Parizi, Alogaily, & Al Ridhawi, 2021; Wang et al., 2019), also to design security services (Berdik,
Otoum, Schmidt, Porter, & Jararweh, 2021; Li, Wu, Jiang, & Srikanthan, 2021; Salman, Zolanvari, Erbad, Jain, & Samaka, 2019;
Zhao, Chen, Liu, Baker, & Zhang, 2021).

This work’s contribution is to leverage on the blockchain for the distributed management of identity attributes and authorization
policies within the ecosystem, supporting the smart city’s realization. This work approaches the security policies’ storage with the
definition of block structures and smart contracts within a blockchain platform. Such a solution has been integrated within the
context of the above-mentioned FIWARE platform, compared with the existing solutions of centralized and federated storage to
assess the offered quality in terms of latency in inserting, querying, and altering the stored security-related information.

The paper is structured as follows. Section 2 describes the existing state of the art on authentication and authorization within
the context of smart cities and the current literature on using the blockchain within the context of identity management and access
control. Section 3 describes in detail the design and implementation of the proposed solution, while Section 4 presents the conducted
assessment by illustrating the used testbed, the evaluation criteria, and discussing the obtained results. We conclude with Section 5,
giving some lessons learned and a plan for future work.

2. Background and related works

Authentication consists of validating the identity and related attributes exposed by a user/machine when requesting to access
a given ICT platform’s data or functions. Identity-related information is stored and managed by the so-called Identity Management
System (IdM) (Miyata et al., 2006). Authorization represents allowing or denying incoming requests according to access control
policies issued by the resource’s owners regulating its usage. It is implemented in the so-called Authentication and Authorization
Service (AAS). Such policies can be represented according to various models, such as based on roles, attributes, and so on Tourani,
Misra, Mick, and Panwar (2017), and exchange protocols and data formats, such as the Security Assertion Markup Language
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(SAML) (Lockhart & Campbell, 2008). While in the beginning, each designer has thought its design for a software solution realizing
the IdM and AAS, over time, a series of standards emerged to have a reusable design and solution across all the possible projects.

The most known implementation strategy for designing and implementing an AAS is the eXtensible Access Control Markup
Language (XACML) (Standard, 2005). This is an OASIS standard specifying the language to express access control policies and the
architecture of a solution to evaluate them as a set of web services. The architecture in assessing access control policies is made of a
set of logical components interacting with each other, illustrated in Fig. 3. First, the Policy Enforcement Point (PEP) represents the
front end protecting the resources from external requests, extracting the details for the access control verification. It interacts with
the Policy Decision Point (PDP) by passing the details extracted from the request and obtaining the decision to grate the access or
define it. Such a decision is made by interacting with the Policy Information Point (PIP), acting as a source of attribute values (i.e. , a
resource, subject, environment) and the Policy Retrieval Point (PRP) responsible for storing and managing the XACML policies. Such
policies are administrated by the Policy Access Point (PAP) that received the administrator’s requests to insert, alter, or delete XACML
policies. In combination with XACML, we can find OAuth2, which specifies the message flows for web applications to realize access
control and regulates how the user and the PEP interacts (Hammer-Lahav & Hardt, 2011). Specifically, OAuth2 is an authorization
protocol composed of two phases. In the first phase, the user interacts with an authorization server, acting in accordance with the
resource owner, authorized to use a particular resource, and receives an authorization token in case of a positive decision. In the
second, the user uses the access token to obtain the right to use the intended resource. Such a protocol realizes a delegated access
and pseudo-authentication and is complementary to and distinct from OpenID (Bellamy-McIntyre, Luterroth, & Weber, 2011), which
is a proper authentication protocol. The main difference between OpenID and OAuth2 is that the IdP, in the first case, returns an
assertion of identity for the user, as a result of successful authentication, to perform authorization. In contrast, in the second case,
the user obtains an access token to be included in its further requests as proof that he/she has permission from the owner to access
the requested resource. As obtaining an access grant may imply the user authenticating him/herself, a successful OAuth access token
request is typically mistaken as an authentication method, but this is not fully true. In fact, the access token does not describe the
user’s identity, and if the token is compromised, it can be easily used for running impersonation attacks. As the assertions of identity
returns by Openld are equipped with a cryptographic verification mechanism, its use prevents the possibility of having such attacks
possible. Recently, an authentication layer compliant with OpenID and built on top of the OAuth 2.0 authorization framework has
been proposed and named as OpenID Connect (Sakimura, Bradley, Jones, De Medeiros, & Mortimore, 2014), where an ID token
with identity claims is returned in addition to the access token. XACML, OAuth2, and OpenID Connect are typically integrated, as
represented in Fig. 3, to have a complete IdM and AAS realization. Interested readers can refer to the various existing surveys for
more details on these concepts and technologies, such as Bertin, Hussein, Sengul, and Frey (2019), Paci, Squicciarini, and Zannone
(2018), Tourani et al. (2017) and Zhang et al. (2018).

The policy storage in the PRP, as well as the repository of identity attributes hold by a IdM, are typically realized utilizing a
relational database when a single root of trust is available in a system. When such centralized management of policies is not suitable
due to the federated deployment applied to the system of interest or the multi-tenant model, more advanced solutions are needed,
such as a federation of databases. Specifically, multiple databases are available in the system, one for each organization, and a
proper update and query procedure across them, such as the Three-Phase Commit (3PC) for the atomic update of data split across
the databases (Mohan & Lindsay, 1985) or federated queries (Tan, Chirkova, Gadepally, & Mattson, 2017). In the context of the
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Table 1

Main smart city platforms and their design choices for the AAS and IdM.
Ref. Solution AAS solution IdM Solution Centralized Multi-Tenant
Carnevale et al. (2018) FIWARE XACML OAuth2.0 X X
Perera, Zaslavsky, Christen, Compton, and OpenloT Custom OAuth2.0 X
Georgakopoulos (2013)
Bauer (2017) OpenRemote Custom, Keycloak X X
Enterprice (2016) Kaa IoT Custom, Kaa Tekton OAuth2.0 X X
Del Esposte, Kon, Costa, and Lago (2017) InterSCity Custom, Kong’s API Gateway X
Gracia (2018) Sofia4Cities XACML OAuth2.0 X
Moskvitch (2016) Sentilo Custom, Token Based Authentication Server X
Khare, Merlino, Longo, Puliafito, and Vyas (2020) SmartME Custom, NGINX reverse proxy server X
Sanchez et al. (2014) SmartSantander Custom, web-based Access Control Interface X

open-source smart city platforms, effortless approaches have been typically used without compliance with one of the widely known
standards, as listed in Table 1. From such a table, we can notice that the traditional database-oriented storage of identity attributes
and access control policies is still considered valid and mature. At the same time, less attention has been devoted to experiment
and implement alternative solutions. Greater attention has been paid to the compliance of the implemented solutions to the legal
framework for data protection or digital identities, such as in Alonso et al. (2019) where a solution compliant to the electronic
identification and trust services (eIDAS) regulation has been described and implemented. This is related to the old idea that the
city municipality has to be in charge of acting as the single root of trust and hosting a database with the needed information for
authentication and authorization. However, this is progressively changing as the novel concepts of a smart city as an ecosystem is
paving the way. In addition, when a multi-tenant deployment is supported, using federated repositories is the preferred solution,
but it imposes several limitations.

All of them assume that all the repositories share the same format and model of the hold authorization policies and identity
attributes. A solution to this problem exists within the current literature, as it contains means to provide syntactic and semantic
interoperability among security policy and attributes (Esposito, 2018). However, having federated repositories causes underlying
delays when updating and querying the stored policies and attributes, as the right location of the data of interest needs to be
located. As these platforms require fast responses to deal with a request to the AAS, it would be better to copy the global view of
the security policies and attributes locally to the server dealing with the user request. However, the consistency among all the data
replicas within a distributed asynchronous system is not guaranteed, as the Internet does not have predictable communication delays.
As a widely-known result from the theory of distributed systems, consistency, which can be traced back to a consensus problem, is
not guaranteed in an asynchronous distributed system (Borowsky & Gafni, 1993). Besides, in such an approach, the possibility of
attacks against the replicated repository is neither internal nor external adversaries. It is crucial to guarantee that stored data are
hard to alter. Finally, identity attributes and authorization policies are always kept in different repositories, mainly managed by
other administrators. It is more convenient to hold them in the same repository to efficiently retrieve them when needed to validate
a joint authentication and authorization request, as required by OpenID Connect.

The blockchain (Li, Jiang, Chen, Luo, & Wen, 2020; Nguyen & Kim, 2018) is a promising technology (Wang, Zhang, & Zhang,
2018) consisting of grouping data in blocks that are linked among each other with the hash of the previous blocks, and having
participants to the blockchain agreeing on the new blocks to include within the blockchain, by running a distributed consensus
algorithm tolerant to crash and byzantine failures. Such technology is used to guarantee consistency of replicated data in a
distributed environment, even if being asynchronous, thanks to the used consensus algorithms, and to provide data immutability
from intentional and unintentional manumissions thanks to the used crypto primitives. The blockchain has started to be used within
the context of the Internet of Things and the smart city for the protection of data (Biswas & Muthukkumarasamy, 2016; Esposito
et al., 2018; Wang et al., 2019), in many different applications, in particular to device security-related services, such as access control
and authentication. Within smart cities, the available academic publications are mainly theoretical and at the architecture level,
with few concrete implementations. On the contrary, the literature within the context of the Internet of Things is more mature and
encompasses various solutions and implementations. Interested readers can refer to those two surveys providing a literature analysis
on the use of blockchain for storing identity attributes (Zhu & Badr, 2018), and access control policies (Riabi, Ayed, & Saidane, 2019)
within the context of the Internet of Things. On the first hand, blockchain is used to hold identity-related data, as in Liu et al. (2017),
to substitute the relational repository, and realize self-sovereign identity where user have direct control of their identity attributes
and their use. Some of those available solutions also introduce privacy-preserving features, as in Shao et al. (2020), by encrypting
personal information hold by the blockchain or anonymizing them. On the other hand, there are two classes of approaches. The
first class includes solutions storing access control policies as transactions within the blockchain, as in Ouaddah, Abou Elkalam, and
Ait Ouahman (2016), so that new types of transactions have been introduced to grant, get, delegate, and revoke access. The second
class includes solutions where access control policies are modeled as smart contracts, as in Novo (2018), so that the users’ claims
are used as input to activate one of the valid smart contracts and obtain as output the token for the OAuth2 authorization. As a side
research effort, blockchain has also been extensively used within trust management to realize dynamic authentication of users and
devices within the Internet of Things (Cinque, Esposito, Russo, & Tamburis, 2020; Hammi, Hammi, Bellot, & Serhrouchni, 2018),
where trust degrees are stored in the blocks.

By looking at the main related works, we can notice that none of the proposed blockchain solutions have been applied to
existing open-source platforms for smart cities, lacking to realize a real transfer of knowledge and possible application to running
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deployments. For this reason, the presented work aim at integrating the blockchain-based solutions within the context of the widely-
known FIWARE platform. Solutions are typically designed for access control or identity management, while few of them consider
both. This work aims at modeling both kinds of data within the block structure of a blockchain, following the data model envisioned
in the repositories of FIWARE, so as to allow a simple and seamless substitution of the existing solutions. In both cases, the adopted
approach is the transaction-based, without exploiting the smart contracts. The aim is to use the blockchain as a mere distributed
data repository, leaving the implementation of the authentication and authorization logic externally to the blockchain, as provided
by FIWARE.

3. Design and prototype

The driving idea of providing a decentralized OAuth2-based authentication and authorization solution within the context of
the FIWARE platform for realizing a smart city is to substitute the centralized storage of security claims within a database by
adopting a blockchain platform to have multiple instances of the knowledge base being distributed and consistent among the various
organizations. Such a solution does not require single access control and identity model, as numerous models can easily coexist within
the blockchain. The FIWARE platform embodies a modular architecture where Generic Enablers (GE) are software components
exposing an interface of RESTful web services, implementing a particular business login, and being able to be composed. The Orion
Context Broker component makes the orchestration and data sharing among the GE and the context capture and distribution. This
work aims to design the changes to the security-related FIWARE GE with proper solutions implemented by using a blockchain
platform, and the following subsections describe such changes. The second subsection illustrates the extension of the FIWARE
Keyrock IdM by introducing the blockchain. In contrast, the last one shows the integration of a custom policy storage based on
the blockchain in the FIWARE AuthzForce Server. The next subsection introduces the used blockchain and motivates its selection.

3.1. Selection of the blockchain platform

Different criteria are used to group and classify the various existing blockchain platforms. The most known one considers the
openness nature of the node participation to the consensus and the platform’s main services. If any node can join the platform and
participate in the consensus, the platform is said to be permissionless. If only certain nodes are authorized to participate in the
consensus, the platform is permissioned. The different openness characterization of these two groups implies another declination
of the famous CAP theorem within the context of the blockchain (Gilbert & Lynch, 2012). In a distributed system connected by
the Internet, it is possible to guarantee only two properties among Consistency, Availability, and network Partition tolerance. The
remaining property is only eventually achieved with weakened guaranteed. In a distributed system, network partition tolerance
must have property, so only one can be guaranteed among the remaining two while the other is weakened. The permissionless
platforms, such as BitCoin and Ethereum, apply various Nakamoto consensus variations and the Proof-of-Work membership policy
to promote honest behaviors (Wang et al., 2019). Such an approach allows forks within the blockchain, representing periods
where the consistency is not reached and resolved later. Forking is necessary to provide higher availability at the expense of
consistency, which is eventually obtained when the fork occurrences are resolved by considering the longer branch (Xiao, Zhang,
Lou, & Hou, 2020). This makes permissionless blockchain platforms being examples of an AP system. On the contrary, the
permissioned platforms embodies strong consensus algorithms, originated from the State Machine Replication (SMR) and Byzantine
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Fault Tolerant (BFT) consensus (Wang et al., 2019; Xiao et al., 2020), and supporting strong consistency among the state hold of
the various blockchain replicas without any fork. This means that permissioned platforms represent examples of the CP systems. It
is imperative to have consistency among the various repositories holding security policy and attributes within the security systems
context, making the CP systems and the corresponding permissioned blockchain platforms more suitable to be integrated within the
FIWARE platform. Hyperledger Fabric (Androulaki et al., 2018) is the most known permissioned blockchain platform and has been
used within this work. It belongs to a larger open-source project supporting the collaborative development of distributed ledger
technologies. It represents a framework for permissioned private blockchain, where only specific nodes are authorized to invoke
precise functionalities by using access control lists (ACLs). Specifically, clients interact with Fabric by managing a series of resources,
such as user/system chaincodes. Such interactions are granted if they satisfy one of the policies stored within the framework.

The architecture of Fabric is represented in Fig. 4, where the key elements of such a framework are illustrated. The key
communication element is represented by the channels that connects all the components within an organization or spanning across
organizations. In the case of organization subscribing to multiple channels, they hold as many ledgers as the number of joined
channels (as for organization 2 in the figure). All the components underlying the same organization hold a consistent view of their
associated ledger. Several components are constituting Fabric architecture. First, there are peers, which are elements storing all
transactions on a joining channel with a separate ledger to keep them confidential and share them to only permitted participants on
a certain channel. There are two kinds of peers. The endorsing ones that host smart contracts or chainchode simulate the result of
the chaincode execution according to an endorsing policy and return the result to the requester. Both the endorsing and committing
peers hold a local copy of the assigned ledgers to keep updated based on the incoming new block requests. The ledger is made
by a chain of blocks linked utilizing cryptographic hashing functions (the ith block stores the hash of the (i — 1)-th, with the only
exception of the first or genesis block), while the world state is a consistent view of the variables for the given blockchain, accessible
employing the LevelDB (which is a default key—value database) or CouchDB (which is a JSON-based database for richer querying
operations). Within such an architecture, multiple Certification Authorities (CA) may be deployed one per each organization or a
single centralized server for all of them, with the duty of implementing authentication and authorization of users when interacting
with the blockchain through X.509 standard certificates to represent permissions, roles, and attributes for each user. The orderer
is the node, or a set of nodes, responsible for receiving the requests of new transactions from the clients, order them, creating new
blocks where storing multiple transactions, and distributing them among the peers. In the case of a cluster of orderers needed to
provide scalability and fault-tolerance, a Kafka cluster, and a ZooKeeper ensemble are used to manage them. The consensus protocol
to add a new block to the blockchain is implemented when the orderer interacts with the peers. In Fabric, a gossiping algorithm is
employed, which is known to reach consensus in a probabilistic manner (Esposito, Castiglione, Palmieri, & Ficco, 2017).

The interaction among these components is depicted in Fig. 5. In the beginning, the client submits a transaction proposal to the
endorsing peers by using the channel to which it has joined (interaction 1). These peers simulate the transaction result by executing
the chain code (interaction 2) and sending back such a response as an endorsement to the client (interaction 3). The transactions and
the relative endorsed proposal responses are collected and finally sent to the orderer by the client (interaction 4). The order node
receives all the clients’ messages, orders the contained transactions, verifies the relative endorsed proposal responses, and creates
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new blocks with legitimate and valid transactions (interaction 5). Such blocks are distributed towards all the peers on the joined
channel (interaction 6), which runs a chosen consensus protocol and agrees on the new state of the local ledger, which is updated
accordingly (interaction 7).

3.2. Blockchain-based identity management

Keyrock GE implements the IdM for the FIWARE platform that is compliant with the OAuth2 standard (Hardt et al., 2012).
Basically, users can register themselves in such a service and their applications, with relative resources. An organization is a set
of users sharing resources of their applications. Such roles and permissions are manageable by this server’s proper API, compliant
to the OAuth2 protocol. Users can use such a GE and other GEs (such as the PEP Proxy Wilma or the AuthZForce PDP GE), to
submit OAuth2 requests and obtain an authentication token, to be included in HTTP headers for user authentication purposes when
requesting resources, or to register/modify roles and permissions. The details on users, applications, and resources are stored within
a proper local relational SQL database, implemented with MySQL. The driver forwarding the data update and query operations
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towards the DBMS has been extended by intercepting such operations and redirecting them towards a peer and orderer of Fabric,
as illustrated in Fig. 6. A smart contract has been defined to realize the CRUID operations related to active users’ details to bring
within the blockchain the data stored in the database used by Keyrock. A chaincode has been implemented for the registration, query
and modification of identity information, as modeled within the context of the IdM in FIWARE. A JSON object containing name,
surname, email, and password is exchanged between the two components in Fig. 6, and integrated within the blocks stored within
the peers of Hyperledger Fabric and managed by the chaincode, according to the interaction described in Fig. 7. Specifically, when
the user needs to be authenticated, a request arrived at the Keyrck IdM Frontend, which formulates proper predicates to validate
such a request. The predicate is passed to the Driver, which forwards it to the DB in its current implementation within FIWARE by
using the JDBC driver and library to interact with MySQL. However, in our enhancement, such a query arrived to the Connector we
have implemented to mediate with the Fabric blockchain and its peers. With such a predicate, a proper query transaction is built
as a JSON Object to invoke the specific function of the chaincode, called with the parameters provided by the user to the Keyrock
IdM Front-end. Such a transaction is given to the Peer to have an endorsement token. The transaction and the endorsement token
are jointly sent to the Ordered, which aggregates it with other transactions to have a new block distributed to all the peers. These
peers execute the selected consensus algorithm, and the one closer to the Connector returns the outcome of the query to the global
state of the blockchain. Such a result is returned towards the Keyrock IdM Front-end by following the function invocation list in
reverse order. The front-end receives a result syntactically similar to the one expected from the DB in the current implementation.
At this time, the front-end’s existing logic can run with no changes and return a successful authentication token or an error if the
request is legitimate or not. The same interaction is followed if the identity details need to be updated, but the interaction initiator
is not a user but an organization’s administrator.

3.3. Blockchain-based access control

The access control approach adopted by the FIWARE platform is illustrated in Fig. 8, according to the European project
SENSEI (Presser, Barnaghi, Eurich, & Villalonga, 2009).! In the figure, we can distinguish between the Accessing Entity (AE), which is
an user or GE requesting to interact with or use the resource hold by another entity in the infrastructure, and the Access Controlled
Entity (ACE), which is the critical GE under the protection by the Authentication Authorization and Audit (AAA) service. The
intention is to grant access only to those legitimate AE authorized to interact with and/or use a given ACE resources. For these
purposes, the AE authenticates itself by interacting with a Security Token Issuer (STI), providing some identity and security claims,
and having back a token to be inserted to any requests to be sent towards an ACE. When receiving such a token, an ACE can interact
with AAA services that decide to grant or deny the relative request.

OAuth 2 is the reference standard for implementing the STI, within which the IdP is a key element for the authentication of
AE. The AAA services in the platform is mainly offered by the Access Control GE, which is only a consumer of OAuth tokens by (i)
validating them, (ii) extracting attributes to be match against the stored access control policies, and (iii) returning an authorization
decision to the ACE. Such a GE has been devices according to the XACML standard (Standard, 2005) issued by the OASIS consortium
to architect the access control implementation within the context of the Service-Oriented Architecture (SOA) as the interaction of
different key components realized as web services. First, a PEP, implemented by the Wilma GE, receives the authorization request
from the AE, verifies its integrity and validity, extracts the key information of interest from it, and translates them within the
internal dialect adopted among the XACML components. PEP interacts with the PDP, implemented by the AuthZForce GE, responsible
for evaluating the requests by considering the active policies stored within the system, determining a decision (Permit/Deny/Not
Applicable/Indeterminate), and returning a response to the PDP. The policies are managed by a PRP to lookup, as well as to
store XACML policies by using an internal/external database or even flat files. The insertion, modification, or deletion of system
administrators’ policies are made possible thanks to a PAP. Sometimes the attributes extracted by the PEP from a request may not
be sufficient to make a decision, so the PDP may also interact with a PIP o retrieve more detailed information useful to make a
decision and to support the queries within the PRP.

1 www.sensei-project.eu/.
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Fig. 9 shows how XACML-based architecture has been realized within the context of the FIWARE platform. First, the AE contacts
an ACE. If an OAuth token is not associated with such a request, the ACE replies redirecting the AE to the Keyrock IdM to obtain
such a token. The AE sends an authentication request to the Keyrock IdM, with the needed user information and attributes, obtaining
the OAuth token as a response if the provided information is correct and valid. Then, the client re-sends the request by including
the token, which is passed to the Security Proxy GE (realized by the Wilma GE in FIWARE implemented in Node.js) within a proper
request. Such a GE acts as the PEP and passes the token to the Keyrock IdM to verify its validity and integrity and obtain the user
details. Such an obtained response is used to fill an authorization request to be sent to the Authorization PDP GE, which implements
internally a PDP for the evaluation of such requests and the reply with a proper decision, and a PAP for offering to Create Update
and Delete (CUD) operations for XACML policies hold by a PRP, consisting into a database. The PDP is implemented using the
Authzforce code as a RESTful service implemented in Java by using the Springboot framework contained within Apache Tomcat
Server. Specifically, such a code realizes a Policy Provider to make lookup queries in the PRP, which by default, consists of the
MongoDB, where XACML policies are stored in a JSON format.

Fig. 10 presents how we have integrated a blockchain solution within the Access Control GEs of FIWARE. The starting point
consists in taking a PolicyProvider and integrating a custom driver to send all the lookup requests towards the blockchain instead
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of MongDB. As the API of Hyperledger Fabric is in Node.js, while the PolicyProvider code has been written in java. We decided to
realize a mediating server and use a socket in the localhost to communicate the custom driver with such a server. Unfortunately, it
has been impossible to do the same with the PAP GE provided by FIWARE, as its business logic was strongly coupled with the DB
interaction, so administrators have to directly interact with our server for requesting CUD operations of the blockchain. As described
in the previous subsection, we have mapped the database’s content within the blocks of Fabric and defined four smart contracts to
initialize the chains, run query operations, and insert/modify policies. Fig. 11 depicts the interactions among the existing GE and
our extension for the query of the authorization policies, while the their administration do no involve PEP and PDP, but is directly
between the Admin and External GE with the Hyperledger Fabric Connector. At the beginning, the present of the authentication
token is checked, and if it is found missing, the Keyrock IdM Front-End is contacted to obtain it. Afterwards, the access attributes
are extracted from the request and a query is sent to the AuthZForce PDP, which does not contact the DB but the Hyperledger
Fabric Connector, which performs the query on the blockchain by invoking the proper method of a deployed chaincode and obtains
a result. Such a result is passed back to the PEP so as to return an authorization token to the user or requesting GE.

3.4. Qualitative security analysis

By looking at the security of the three different solutions, we can notice that Keyrock interacts with its local and federated SQL
DB by means of HTTPS and SSL Certificates, which are known to be vulnerable to external attacks, such as an active Man-In-The-
Middle attack® or a honeypot,® and also to inside attacks, as a malicious/compromised administrator is able to compromise the
stored data without leaving no trace. The AuthzForce GE uses MongoDB with similar security means by TLS/SSL certificates, which
is characterized by a set of vulnerabilities,* and similar insider treats of MySQL. On the contrary, the blockchain makes immutable
and traceable any past agreed state update (realizing auditing by registering the data provenance), making possible to detect and
undo malicious modifications to the security-related data. As, when data are changed, all the participants see such a change and
can act to correct it. Also, Hyperledger Fabric has a non negligible attack surface, as described in Dabholkar and Saraswat (2019),
which has not been analyzed in details. However, Hyperledger Fabric is able to provide a high security degree thanks to the use of
PBFT and Sieve, enhanced by strong identity management and privacy features. The benefit of our blockchain-empowered solution
is the removal of the single-point-of failure represented by the DB, even in the federated deployment, as a piece of data of interest
(such as an identity attribute or an access policy) is only stored at a single DB instance, whose failure makes such data unavailable.
On the contrary, with blockchain each organization has its own replica of the data, or even more than one, achieving a high data
availability.

2 https://www.idontplaydarts.com/2015/03/mysql-with-ssl-does-not- protect-against-active-mitm/.
3 https://news.sophos.com/en-us/2019/05/24/gandcrab-spreading-via- directed-attacks-against-mysql-servers/.
4 https://www.cvedetails.com/vulnerability-list/vendor id-12752/product_id-25450/Mongodb-Mongodb.html.
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4. Assessment

The implemented prototype has been deployed as a set of docker images within two personal computers, one hosting the FIWARE
components and one our blockchain-empowered elements, both hosted in multiple Virtual Machines (VM) as in Fig. 12. The reference
implementation scenario is illustrated in Fig. 13, which represents an architectural view of Fig. 1, by considering the design principles
of FIWARE and our proposed solution. Specifically, a set of IoT nodes are deployed across the city, i.e. , within the buildings, at
the moving vehicles or alongside the roads. Such nodes send a series of monitoring data to the IoT agents of the FIWARE platform
within the Fog layer. The Onion Context Broker in FIWARe interconnects the sensing nodes and the upper services implemented as
GE running within the cloud. Our testbed neglects the lower layer, and only focuses on simulating the cloud level. Such a level is
composed by a set of GEs implementing the logic of the back-end and front-end services and the Service-related operations within
the FIWARE platform. Those level is simulated by the VMs and Docker instances running at the Hosting Machine A, where a VM
emulated the cloud-hosted services of a given organization. The data of interest for running the Service-related GEs are hosted in
the Data Layer of the cloud, thanks to a DB or the set of peers from Hyperledger Fabric. Such a layer is emulated by the Hosting
Machine B, where a single VM contains those components deployed by a single organization. Both Db and blockchain is hosted on
the same VM so as to have the same running conditions. Within such deployment, the assessment aims at measuring the latency
to the main operations implemented by our solution and compare them with the existing solutions available in FIWARE, such as
a single database (enabled at a single organization and having the others pointing the unique DB) and the federation of databases
(one per each emulated organization), hosted within the Hosting Machine B along with the blockchain deployment.

The first conducted assessment aims at comparing the performance achievable by using the blockchain with the case of using a
federation of relational databases by employing a 3PC for guaranteeing the consistency among multiple replicas (three replicas have
been used in the experiments running at multiple virtual machines in the hosting machine b). The first experiments consist in sending
requests of queries, inserting and updating details related to users in the implemented extension of Keyrock IdM. For the query
operation, a mean latency over 20 requests has been equal to about 390 milliseconds when the blockchain is used, while it has been
equal to 700 milliseconds by using a federated set of databases. For the insert/update operations, we have respectively measured
3160 milliseconds and 2870 milliseconds to complete them when blockchain is used, while 50 milliseconds and 30 milliseconds
with the use of a federated database system. This shows that the blockchain is more advantageous when querying, rather than
data management, in which the federated database system is extremely faster as the distributed consensus is not needed. Such a
behavior has been seen also at the evaluation of the performance of the blockchain-based access control has been tested against
the centralized solution represented by MongoDB. When a peer of Fabric is used as PRP, insert/deleting a policy and retrieving
one take about 3945 and 758 milliseconds; while when the MongoDB is used as PRP, the update and query latency in average are
equal to 50 and 330 milliseconds, respectively. These higher latency are caused by the consensus algorithm used by Fabric and the
securing of the communications by using TLS. In the case of a smart city platform, inserting new users or updating their information
is extremely rare, while the query is performed more frequently, making the blockchain solution a promising one.

A second kind of evaluation of the proposed solution is based on the impact on the proposed solution of the number of nodes
within a given organization acting as peer for the blockchain. The results shown in Fig. 14 shows that the time needed to obtain a
result from the querying of the blockchain reduces considerably with the increase of nodes in each organization. In fact, having more
nodes allows parallel chaincode execution, and this positively affects the execution time. Similarly, the throughput, measured as the
number of complete transactions in one second, increases due to the positive effect of increasing the number of nodes. Moreover,
within the context of Hyperledger Fabric v1.4, the platform provides not only the Kafka-based consensus but also Raft. The first
algorithm in crash fault tolerant (CFT), while the second one is a variant of the Paxos consensus and is able to provide Byzantine
Fault Tolerance (BFT). In our experiments, we have used Kafka, but we have re-run them by using also Raft, and we have noticed
an increase in terms of latency in Fig. 15 (and the consequent reduction in terms of throughput), meaning that the increased BFT
guarantees has an impact on the perceived performance of the solution. Another important parameter impacting the performance of
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the blockchain is the block size, influencing the number of transactions can be included in a single block. For this reason, we have
assessed the throughput when using Kafka-based consensus and increasing block size, and we have noticed in Fig. 16 a drammatic
drop, due to the fact that bigger blocks takes more time to be agreed by the consensus as the higher number of chaincode to be
executed, and the additional communication latency caused by larger messages peers need to exchange.

5. Conclusions

Within the context of large scale smart cities, the supporting infrastructure is not managed by a single organization. Still, it is
realized by integrating and federating multiple infrastructures, each owned by a given company. There is no single root of trust
in this multi-tenant model, as each company may have its own access control model and storage. The typical platforms for smart
cities, such as FIWARE, are equipped with a centralized approach for identity and access control management, which is not suitable
within the considered ecosystem. Therefore, a more distributed approach is needed so that each organization keeps its repository,
which is federated with the ones of the others by leveraging on the blockchain technology. This work has proposed the design and
realization of the blockchain-based solution for authentication and authorization in smart cities and has integrated it within the
context of FIWARE. An assessment of such a solution compared to the existing centralized and existing solutions has been proposed.
Our solution can be easily used in other platforms and contexts, as it is generic and each to be coupled to any possible platform
due to its intrinsic decoupling. In fact, as a future work, we plan to use it within the context of the IoT to augment our solution
presented in Cinque et al. (2020), Esposito, Tamburis, Su, and Choi (2020), and implementing the dynamic access control model
described in Esposito (2018), where identity and security policies provided by the solution described in this work represent the first
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stage of decision, followed by a second that uses the trust estimation. This last step is needed to make the access decision depending
on the observed behavior of an entity, rather than its possessed claims/attributes and in the first step. This allows to detect possible
malicious behaviors and exclude from the infrastructure potentially compromised components/users.

Last, our work has not addressed the problem of checking the correctness of the stored policies, and/or to detect possible conflicts
among stored policies. In fact, it may be possible that policies submitted by two organizations may oppose each other, or may even
have semantic heterogeneity or be compliant to different policy models. Therefore, we plan to work on policy checkers to be used
to validate the submitted policies before being agreed by the used consensus algorithm in the blockchain, and the possibility of
letting heterogeneous policies coexists within the blockchain.
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